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The  performance  of  sensor  and  communication  systems  can  be  limited  significantly  by  hostile  Electronic  Counter  Measures 
(ECM).  These  inciude  passive  measures  such  as  radar  and  laser  warning  receivers,  interception,  emitter  location  systems  as  well 
as  active  measures  such  as  jammers  in  various  roles  using  different  techniques  and  deception  devices.  The  Warsaw  Pact  nations 
are  known  to  possess  a  large  number  of  different  Electronic  Warfare  (EW)  systems  covering  the  entire  frequency  spectrum. 
These  EW  systems  and  techniques  were  the  subjects  of  the  52nd  Avionics  Panel  { AVP)  Symposium  which  was  held  in  Florence, 
Italy  in  1986. 

The  symposium  follows  up  and  complements  the  52nd  AVP  Meeting  and  concentrates  on  Electronic  Counter-Counter 
Measures  (ECCM)  which  may  be  designed  into  sensor  and  communications  systems,  and  procedures  to  alleviate  the  adverse 
effects  of  the  expected  electronic  threat.  The  symposium  covets  ECCM  ranging  from  frequency  agility  to  spread  spectrum  and 
data  fusion  techniques  for  both  sensor  and  communications  systems  and  will  encourage  cross-fertilization  between  the  users, 
engineers  and  scientists  working  in  the  two  disciplines  thus  stimulating  new  ideas  and/or  new  applications  of  the  known 
techniques.  As  far  as  terrestrial  and  satellite  communications  systems  are  concerned,  we  have  to  provide  not  only  for  protection 
against  ECM  but  also  for  compatibility  and  interoperability  of  the  radio  systems  used  by  different  forces  participating  in  joint 
operations  and  for  systems  shared  by  member  nations  of  NATO. 
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Les  performances  des  systemes  de  detection  et  de  telecommunications  peuvent  ctrc  limitees  de  fayon  sensible  par  les 
contremesures  electrontqucs  hostiles  (ECM).  Cclles-ci  ccmprennent  les  mesures  passives,  tellcs  que  les  recepteurs  d'alerte 
radar  et  laser.  I'interception,  et  les  ensembles  de  reperage  dec  emetteurs,  ainsi  que  les  mesures  actives  telles  que  les  brouillcurs 
employes  dans  divers  roles  a  1'aide  de  differentes  techniques  et  ue  differents  systemes  de  deception. 

Les  pays  du  Pacte  de  Varsovie  possedent  un  grand  nombre  de  systemes  differents  de  guerre  clectronique  (EW)  qui  couvrent 
tout  le  spectre  de  frequences.  Ces  systemes  et  techniques  EW  ont  fait  I'objet  du  52eme  symposium  du  Panel  AGARD 
d'avionique,  organise  en  1986  a  Florence  en  Italie. 

Ce  symposium  suit  et  complete  les  travaux  de  la  52eme  reunion  du  Panel.  II  conceme  principalement  les  contre-contremesures 
electroniques  (ECCM)  susceptibles  d'etre  intcgrecs  aux  systemes  de  detection  ct  de  telecommunications,  ainsi  que  les 
procedures  qui  seraient  a  suivre  afin  de  contrer  les  effets  nefastes  dc  la  menace  electronique  escomptee. 

Le  symposium  couvre  tout  leventail  des  techniques  ECCM.  de  l'agilite  dc  frequences  a  I'etalement  du  spectre,  sans  oublier  ies 
techniques  de  fusion  des  donnees  pour  les  systemes  de  detection  et  de  telecommunications,  et  doit  permettre  une  certaine 
osmose  entre  les  utilisateurs,  les  ingenieurs  et  les  scientifiques  qui  travaiilent  dans  les  deux  disciplines,  sollicitant  ainsi  des  idees 
nouvcllcs  et/ou  des  applications  r.ovatrices  pour  ces  techniques  connues. 

En  ce  qui  conceme  les  systemes  de  telecommunications  terTestres  et  les  systemes  spatiaux.  nous  nous  devens  d'assurer  non 
seulement  la  protection  contre  I’ECM.  mais  aussi  la  compatibility  et  I'interopcrabilite  des  systemes  radio  et  des  systemes 
repartis  entre  les  pays  ntemfcres  de  I'OTAN  et  utilises  par  les  differentes  forces  participant  aux  operations  combinecs. 
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KEYNOTE  ADDRESS 

by 

Dr-tag.  Htas-Wtntr  Finwger 

Head  of  the  Electronics  and  Communications  Division 
Federal  Office  of  Defense  Technology  and  Procurement 
5400  Koblenz 
Germany 


It's  an  honour  and  a  pleasure  for  me  to  respond  to  your  invitation  and  present  the  Key  note  Address  to  this  AGARD  Avionics 
Panel  Symposium. 

I'm  also  delighted  to  welcome  you  to  Germany.  Surely,  your  choice  of  Munich  as  venue  for  this  Symposium  is  not  pure 
coincidence.  For  many  Germans  Munich  is  the  so-called  “secret"  capital  of  the  Republic  and  this  is  unlikely  to  t>  changed  by 
the  unification  of  Germany,  regardless  which  city  may  then  become  the  official  capital. 

Of  course  I'm  also  certain  that  your  timing  of  this  Symposium  is  not  a  comcdence  either.  The  natives  of  Munich  contend  that 
their  Oktoberfest  is  the  largest  carnival  in  the  world.  They  are  probably  tight,  because  six  to  seven  million  visitors  w  ho  consume 
five  million  litres  of  beer  —  that’s  hard  to  beat.  1  would  assume  that  you  also  will  not  be  oblivious  to  the  attraction  of  the 
Oktoberfest  which  -  by  the  way  —  celebrates  its  180th  anniversary. 

The  theme  you  have  chosen  for  this  Symposium  is  “Electronic  Counter-Counter  Measures  for  Avionics  Sensors  and 
Communication  Systems"  This  is  a  subject  which  is  not  only  of  high  technical  interest,  but  in  my  view  it  is  also  totally 
independent  of  the  political  developments  and  thus  always  current. 

In  brief  the  present  political  situation  can  be  described  as  follows: 

—  The  systems  of  the  NATO  Alliance  and  the  Warsaw  Pact  are  revising  their  policies  and  strategies 

—  East  and  West  will  reduce  their  force  levels  both,  in  terms  of  manpower  and  material  This  means  cuts  in  the  defence 
budgets  and  thus  in  expenditures  for  hardware 

—  Asa  consequence  of  German  unification  Germany  is  faced  with  the  pn  '  lem  of  integrating  in  some  fashion  the  remants  of 
the  East  German  Army  in  the  Bundeswehr.  You  are  aware  that  our  Chancellor  has  ottered  a  reduction  of  the  German 
Federal  Armed  Forces  to  a  foicc  level  of  370.000  troops. 

I  believe,  it  is  true  to  say  that  the  priority  policy  objectives  in  East  and  West  at  present  are  to  create  more  peace  with  fewer  arms 
Let  s  hope,  it  works! 

A"  immediate  consetiuenee  »m»s  reductions  is  'he  need  to  further  enhance  our  command  &  conirol  and  intelligence 
collection  capability  in  order  to  ensure  continuity  of  our  defence  posture  at  an  agreed  lower  level.  For  this  reason 
reconnaissance  and  C-cube  systems,  and  I'm  talking  about  sensors  and  communications,  have  been  assigned  a  very  high 
priority  at  NATO  level  and  by  the  German  Federal  Armed  Forces 

However,  such  command  &.  control  and  intelligence  collection  capability  can  only  be  ensured  if  the  equipment  and  the  systems 
designed  for  this  mission  have  adequa'c  LCCM  properties  There  arc  two  fundamentally  differenl  approaches  to  achieve  this 
objective: 

—  by  electronic  “armor"  —  which  ensures  that  hostile  F.CM  cannot  penetrate,  and  thus  retain  the  functioning  of  equipment 
and  systems,  or 

—  by  electronic  "concealment  and  deception"  —  which  impairs  or  denies  reconnaissance  by  an  adversary 

Since  the  Vienna  arms  reduction  talks  and/or  subsequent  negotiations  will  not  restrict  electronic  warfare  the  technology  for 
ECM  and  ECCM  will  continue  tobe  advanced  commensurate  with  progress  in  the  state  of  the  an.  And  as  far  as  I  am  concerned 
this  is  a  field  which  docs  not  lend  itself  to  effective  verification  anyway 

Therefore,  the  objective  of  electronic  warfare  will  continue  to  be  to  achieve  superiority  in  the  total  electromagnetic  spectrum,  lo 
aim  for  electronic  “suppression*  of  the  adversary  and  thus  retain  the  command  &  control  and  reconnaissance  capability  of  the 
friendly  forces  while  denying  the  adversary's  capability  to  the  maximum  extent  possible.  That  makes  electronic  warfare,  and  in 
particular  the  robustness  of  friendly  systems  agamst  hostile  ECM.  a  genuine  force  multiplier 

Electronic  warfare  fits  well  into  the  defensive  structures  which  are  appropriate  to  the  present  political  situation  This  increases 
their  relative  priority  in  armament  planning  and  it  u  particularly  true  for  all  FCCM.  It  would  certainly  not  apply  to  the  same 
degree  to  SIGINT  and  ELINT  and  ECM  in  general 


Moreover.  NATO  introduced  the  term  “Electronic  Protective  Measures”  for  the  purely  defensive  part  of  electronic  warfare 
which,  in  addition  to  ECM  also  includes  active  electronic  masking  against  hostile  SIGfNT  and  ELINT.  but  no  ECM  against 
other  reconnaissance  sensors  and  communication  facilities.  So.  further  development  of  electronic  protective  measures  will 
likely  be  an  important  task  for  the  near  future. 

However,  this  task  won't  be  all  that  easy  to  accomplish,  since  —  hopefully  —  we  will  not  have  such  a  clearly  defined  threat 
scenario  m  the  future,  (t  will  require  the  development  of  scenarios  based  on  available  technologies  and  the  products  which  arc 
offered  on  the  world  market.  My  very  personal  opinion  is  that,  because  of  the  process  of  detente  and  the  treaties  envisaged  with 
the  USSR,  we  will  have  to  develop  a  new  concept  of  electronic  warfare  in  the  years  to  come. 

One  of  the  items  on  the  agenda  that  the  AGARD  Symposium  will  address  in  detail  over  the  next  few  days  is  technical  issues  of 
ECCM  for  sensors  and  communications  systems.  Initially,  when  electronic  warfare  started  in  World  War  II  it  was  limited 
primarily  to  the  radar  sector.  To  this  day  there  are  no  effective  techniques  to  protect  analog  radio  systems  against  hostile  ECM. 
This  Ls  why  for  a  long  ttrru  the  radio  community  focussed  their  attention  on  the  protection  of  transmissions  against 
eavesdropping,  in  other  words,  COMSEC.  Only  the  advent  of  digital  radio  transmission  introduced  effective  ECCM  in  this 
field  and  in  many  cases  good  protection  against  detection  was  achieved  as  well. 

However,  the  advances  ui  ECCM  technology  have  brought  about  a  situation,  where  man  is  more  and  more  excluded  from  the 
operational  processes  At  best  he  will  switch  modes  and  some  systems  do  that  automatically  already. 

Generally  speaking  the  ECM  robustness  of  reconnaissance  and  communication  systems  is  increasingly  determined  by  the 
configuration,  that  is  to  say  by  the  overall  system  design,  rather  than  by  the  individual  piece  of  hardware.  Because  of  the 
extensive  use  of  the  enure  electromagnetic  spectrum  and  the  many  different  types  of  interference  signals  —  also  including  man¬ 
made  noise  —  the  ECCM  capabilities  contribute  already  in  peacetime  to  the  performance  of  the  venvirs  and  communications 
systems,  I  think,  this  can  be  regarded  as  a  bona  fide  -spin-off. 

A  mayor  problem  in  particular  for  defence  electronic  equipment  is  the  discrepancy  between  the  life  cycle  of  more  than  20  years 
on  the  one  hand,  the  changes  m  operational  condinons  within  shorter  time  spans,  and  the  technological  advances  which  have  a 
shorter  lime  constant  still,  on  the  other.  This  is  of  course  the  reavm  why  we  go  toi  -he  growth  potential  approach  for  major 
systems  which  is  mostly  true  for  weapon  systems  and  their  electronics 

My  impression  is  that  we  have  somewhat  neglected  the  option  of  subsequent  performance  improvement  potential  of 
reconnaissance  and  communications  systems  during  the  development  of  these  systems  Since  the  scope  of  data  processing  fin 
sophisticated  systems  is  steadily  increasing  our  options  tor  adjusting  to  changes  m  operational  requirements  are  in  essence  the 
modification  of  the  softw  are  In  my  opinion  we  must  make  considerably  more  use  of  these  options  ( liherwise  we  run  the  n\k  of 
falling  behind  in  this  vital  field  of  command  &  control  and  intelligence  collection  And  in  the  light  of  diminishing  defence 
budgets  the  life  cycles  of  defence  equipment  will  likely  be  extended,  even  with  reduced  force  levels 

A  special  aspect  of  electronic  warfare  is  simulation,  not  only  to  demonstrate  the  performance  of  the  system  during 
development,  bui  also  during  ns  service  life  and  for  the  ; '.lining  of  the  operators  The  ms>re  complex  ECM  and  ECCM 
techniques  become,  the  less  can  their  capabilities  be  demonstrated  w ithout  the  tool  of  simulation  and  the  weak  points  of  the 
system  be  identified  ai  the  same  time  I  believe  this  is  an  aspect  that  considerably  more  effort  must  N;  devoted  to  in  the  future 

Llumalely  all  considerations  are  dictated  bv  political  developments  These  developments  will  determine  the  scope  of  futurc 
urmament  planning  and  acquisition  Bui.  be  that  as  it  may.  the  performance  of  reconnaissance  and  communications  sy  stems  w  ill 
be  matenallv  a  function  of  their  ECCM  capability,  and  v  e  all  know  that  such  capahtbucs  are  not  just  an  add-on  feature  —  thes 
are  major  criteria  of  the  sytrem  design  lake  testabihty  ECCM  robustness  cannot  be  integrated  in  a  system  afterwards. 

lx!  me  conclude  my  presentation  by  summarizing  the  vo  o  iicvu-ntv 

—  With  decreasing  force  levels  command  A  control  and  intelligence  collection  will  be  even  more  important  in  the  future 

—  Therefore,  the  performance  of  reconnaissance  and  communicaoons  systems  must  meet  very  special  demands. 

—  Their  performance  is  matenallv  a  function  of  their  ECCM  capability. 

—  The  ECCM  capability  has  a  major  impact  on  system  design.  11  cannot  be  integrated  afterwards 

—  The  options  for  growth  potential  must  be  taken  account  of  during  development  in  order  to  permit  adaption  to  changes  in 
operational  requirements 

—  Because  of  the  use  of  data  processing  these  options  will  be  based  more  and  more  on  modification  of  the  software 

This  AGARD  Symposium  addresses  ECCM  for  reconnaissance  and  comraumcaoons  in  the  frequency  spectrum  up  to  cm-  and 
mm- wives.  In  the  light  of  the  growing  significance  of  elect ro-opbes.  especially  ui  the  sensor  field,  it  is  obvious  that  EfX’CM  will 
be  a  very  relevant  subject  to  be  dealt  with  in  the  future 

It  has  been  *  y^tvilege  to  present  the  keynote  Address  to  this  Symposium.  I  hope  that  you  will  have  a  fruitful  session  and  wish 
vou  a  pleasant  stay  in  Munich.  Germany's  “secret"  capital,  and  a  good  time  with  lots  of  fun  at  the  Oktobeifest. 
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This  paper  presents  a  method  to  move  sidelobe 
contamination  in  antenna  Measurements  for  a  circular 
scan  antenna.  Although  the  approach  described  is  in 
principle  only  applicable  to  situations  idiere  the 
jaaa;ng  is  constant  over  one  scan  of  data  and  requires 
perfect  knowledge  of  the  out  antenna  pet  tern,  it  is 
shot*)  that  the  atthod  provides  a  substantial 
enhancement  if  these  conditione  are  weakened.  The 
suthemetics  used  are  not  new,  but  this  particular 
application  sight  be. 


o*n  platform 
coursa  and  heading 


crossing 

\  angle 


target 

position 


Figure  1.  Geometry 


Passive  tracking  from  moving  platforms  require* 
precise  knowledge  of  can  position  end  orientation  and 
accurate  measurements  oF  emitter  bearings.  In  the  near 
future,  we  expect  that  moving  platforms  will  ba 
equipped  with  precise  positional  navigation  systcaas 
such  as  CPS  and/or  JTIOS  telative  navigation,  and  then 
one  of  the  current  impediments,  a  precisely  knomn  owi 
location  and  orientation  at  any  moment  of  tiarn,  will  be 
removed.  The  other  impediment,  accurate  location  of 
j saner  strobes  is  the  subject  of  this  paper. 


Aiimuth 


In  active  and  passive  tracking,  sidelobe 
contamination  can  cause  faulty  measurements  and  even 
ghost  strobes  or  tracks.  This  is  illustrated  in 
figures  J  and  *.  In  figure  J,  we  have  a  synthetiied 
antenna  pattern  and  we  asscsse  that  the  antenna  points 
towards  a  target.  A  jamnng  strobe  enters  the 
ameauremant  via  the  sidelobe*  of  the  antenna  and  its 


In  this  paper  the  basic  mathematics  sepport log  the 
method  are  reviewed.  Analysis  of  the  operational 
behavior  and  influsncea  of  nan-statiormrity  of  the 
sensor  or  rapid  changes  in  tha  environment  on  the 
quality  of  the  solution  are  discussed 


To  illuttrete  the  problem,  consider  the  results  of 
s  staple  least  square*  approach  to  determine  the 
position  of  an  amltting  target  et  e  range  of  200  nm. 
The  owi  platform  direction  creases  the  beering  to  the 
target  at  angles  between  -90°  and  90°  and  has  a 


straight  Una,  inlform  ops  ad.  The  geometry  is  shows  in 
figwe  1.  Tha  i^iortance  of  the  accuracy  of  the 
bearing  for  achieving  feat  convergence  even  in 
geometrically  advantageous  situations  it  shotei  in 
Figure  2.  Convergence  wee  essemed  idien  3  successive 
scene  were  within  ]  nm  from  each  other.  More  Caspian 
algorithms  could  provide  bettor  solutions,  but  that  is 
not  the  subject  of  this  paper. 


2.  S t aq>l e  least  Squares 


effect  on  the  coverege  is  shorn  in  figure  *.  The 
sidelobe  contamination  is  tied  to  the  direction  of  the 
■sin  lobe  of  the  antems,  thus  generating  ghost  strobes 
or  false  elerma  in  the  cese  of  active  rader  emissions 
in  the  direction  of  the  main  lobs. 

Many  systems  use  guard  antennas  or  adaptive 
sidelobe  cancelling  to  prevent  this  type  of 
contamination  and  then  additional  antennas  are  required 
to  monitor  each  jasmtr.  In  the  approach,  described  in 
this  paper,  only  the  signal  from  the  eein  antenna  is 
uaed. 


Wathemtical  background 


Figure  3.  Syn t he t i zed  enteme  diagram 
and  jaamer  ttrebe 


An  antama  measurietnt  v  (see  figure  3)  it  the 
result  of  an  Inner  product  of  the  antenna  with  the 
actual  environment.  It  i«  ar 'oc iated  to  the  direction 
of  the  aain  lobe  of  the  antenna,  here  indicated  by  the 
index  a.  The  actual  environment  is  supposed  to  be 
discretised  aa  an  K-nple  y^.  !t  is  this  vector  ^ 
(outer  circle  in  figure  3)  that  we  want  to  determine. 

A  complete  scan  is  the  N-tiple  y^  consisting  of  li 
measurements  in  the  N  aiiauth  directions.  This  U- tuple 
is  the  circular  convolution  of  the  antenna 
characteristics  uith  the  environment  and  it  can  be 
represented  by  the  matrix-vector  product: 


The  method 

The  aethod  presented  below,  seems  to  be  perfectly 
suited  for  real  tiae  application*,  especially  when 
special  purpose  hardware  (a  commercially  available 
array  processor  or  a  programmable  spectrum  analyzer)  is 
used.  A  complete  enhancement  of  ore  scan  of 
measurements  could  take  less  than  200  mi  1 1  iseconds,  and 
because  this  can  be  done  by  special  hardware  it  does 
not  need  to  constitute  an  additional  burden  to  existing 
processing  capability. 


*g  *  £g  U*  . . (') 

The  format  solution  o*  (1)  is  then  given  as: 

*  £g‘\  * 

*  “g  !(g  c 

■  WgO^’pgUg  . (2) 

where  the  matrix  u^  is  defined  below,  is  its 

coopt  ex  conjugate,  and  w  is  defined  by  u  -  exp<?vi/N): 


The  method  requires  0(6aiog^N)  operations,  uith  N 
the  rxmber  of  azimuth  resolution  cells.  A  system  uith 
a  12  bits  azimuth  resolution  has  212*4oad  azimuth 
resolution  cells.  Conventional  methods  to  perform  the 
same  result  would  use  standard  matrix  inversion 
techniques  requiring  0<li2)  to  0<X5)  operations  to 
obtsin  the  same  result. 

knowledge  of  the  pattern  of  the  me  antenna  is  a 
prereqjisi  te.  Ue  assume  that  this  knowledge  is 
available  as  a  discretised  pattern  defined  by  the  «• 
tuple  of  the  antenna  gnina  for  each  azimjth 
resolution  cel  I . 


i’  1 
i1  u 

W„  *  <VW)  |1  w 


1 

M- 1 

“2(W  1, 

M(k-1)(N-1) 


(3) 


The  evaluation  of  (2)  can  be  done  by  two 
consecutive  DFTs  and  some  vector  uu!  t  ipl  icat  ions,  in 
total  &Nlog^M  operations.  A  detailed  derivation  is 
provided  in  Appendix  A  to  this  paper . 


The  matrix 
cn.M(n  1)i»-1) 

persymxetric  « 


2^  in  (2)  is  a  diagonal  matrix  with 
in  the  nth  row,  and  is  the 

tnx  (see  appendix  A,  equation  ’5.4). 


Figure  4.  Coverage  reduction 


Should  one  of  the  eigen  values  of  0^  be  0,  then  one 
could  substitute  any  value  for  its  inverse.  This  means 
that  the  corresponding  eigenvector  of  has  a  weight 
equal  to  zero  in  the  Discrete  Fourier  Transform  of  the 
antenna  pattern.  Then  the  OFT  of  the  measurement  y^ 
uiil  have  a  weighting  equal  to  zero  as  well  for  this 
eigen-vector,  because  it  is  the  result  of  a  convolution 
of  the  antenna  pattern  and  the  env, ronment  (see(D). 
In  general  an  antama  is  used  within  a  certain 
bandwidth  and  this  means  that  the  nulls  in  the  antenrq 
pattern  art  filled  ip.  Also  the  antenna  is  rotating 
and  thus  the  gam  in  ona  particular  direction  is  the 
everage  gain  over  the  time  period  needed  to  rotate  over 
or*  azimuth  resolution  cell. 
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Harare  requirements 

for  4096  aiiauth  resolution  cells,  f.e.  N«4096, 
this  approach  is  about  60  tiaes  fester  then  titan  the 
inverse  was  confuted  with  other  set hods  (2,31.  Thus 
solution  of  (2>  bee  at  i  feasible  as  a  real  time 
operation.  Moreover,  fast  efficient  and  relatively 
cheap  hardware  for  DFT'a  and  inner  products  exists. 

An  estimate,  based  on  the  specified  computing  tiaes 
for  the  Magnavax-MAf1,  gives  a  total  computing  tiae  for 

of  less  than  200  asecs. 

The  technique,  described  above  uould  require 
knowledge  of  the  far- side  lobes  and  the  beck  lobes  of  an 
antenna.  A  well  designed  antenna  could  have  its  first 
side  lobes  below  -40  dB  and  the  becklobes  will  be 
substantially  lower.  Measuring  these  is  difficult; 
using  them  for  pattern  matching  could  be  cumbersome. 
However,  if  we  restrict  ourselves  to  the  area  around 
the  main  bears  of  the  antenna,  then  the  circulant 
behavior  of  the  aetrix  is  lost  and  we  are  stuck  with 
the  Toeplitt  behavior  which  , Hearts  th.t  although  the 
matrix  to  be  inverted  becomes  smeller,  the  inversion 
procedure  becomes  more  complicated. 

In  principle  it  is  possible  to  use  a  transversal 
filter  Batched  to  the  main  beam  and  near  side- lobes  of 
the  antenna  pattern  in  a  kind  of  aortopulse  mode.  Then 
one  cannot  reject  atrong  janmers  which  still  influence 
the  measurement  but  are  beyond  the  azimuth  coverage  of 
the  amtehed  filter. 

The  method  described  is,  subject  to  stttionarily 
requirements,  able  to  resolve  14)  to  N  joemmrs. 

A/0  conveners,  working  at  sufficiently  high  update 
rates,  with  sufficient  resolution  to  cover  the  Urole 
antenna  pattern  in  detail  ere  at  the  edge  of 
tschno'ogy.  further  resolution  could  be  obtained  by 
using  sttenuators  for  saturated  signals  and  by  keeping 
track  when  these  sttenuators  ire  switched  on  and  off  so 
th»t  the  dynamic  range  of  the  signal  can  be  restored 
for  subsequent  floating  point  process i ng ,  or  by  sharing 
the  A/0  converter  between  two  receivere  differing  in 
gain. 

Results 

The  method,  described  above,  was  simulated  using 
the  NATO  standard  scenario.  This  it  e  scenario 
developed  at  STC  to  analyze  tracking  performance.  This 
scenario  consists  of  50  targets  flying  into  e 
surveillance  area  diere  they  perform  dogleg  manoeuvres 
unit  they  reach  a  manoeuvre  area  where  they  turn  180 
degrees.  Or.  their  way  back  they  perform  dogleg 
manoeuvres  again.  An  overview  of  this  scenario  is 
presented  in  figure  5. 


one  out  of  the  50  A/C  jaoming  and  with  7  A/C  jaaqing. 
■learning  was  defined  as  100  dB  above  normal  detection 
level . 

The  results  in  figures  6  and  7  show  the  unprocessed 
retu-ns  and  the  processed  returns  of  the  case  with  one 
jtnm  ng  target.  In  the  unprocessed  returns  other 
targits  are  than  th.  jemaer  are  co^>lete(y  Basked.  The 
processed  returns  reconstruct  the  bearings  as  they 
would  took  without  jamming. 

Imperfect  knowledge  of  the  antenna  pattern 

In  a  live  environment,  one  cannot  expect  a  perfect 
knowledge  of  the  own  antenna  pattern.  To  investigate 
this  effect,  the  reference  antenna  pattern  uas 
disturbed  and  the  results  of  the  same  tests  are 
displayed.  Although  the  detection  of  non-jamming 
targets  in  the  close  neighbourhood  of  jaomers  is  still 
cimfcertoaae,  the  jamming  impact  is  substantially  reduced 
and  the  bearing  to  the  jammers  theaseives  is  ioproved. 
Results  obtained  with  iaperfect  antenna  knowledge 
before  and  after  processing  are  shown  in  figures  8  and 
9. 

Hon-stationaritv  of  the  environaient 

Until  now  ,  it  was  tacitly  assisaed  that  the 
environment  is  stationary.  In  real  life,  this  will  not 
be  the  case.  To  investigate  these  effects,  the 
envirorment  was  randomly  perturbed  from  slant  to  slant 
Rather  then  performing  the  algorithm  once  each  scan  of 
360°  it  could  be  performed  once  every  20°  and  the 
results  of  this  process  show  that  the  algorithm  can 
handle  weekly  non-stetionary  jammers.  Because  the 
aziauth  resolution  of  jtaaers  is  enhanced,  the  process 
described  in  thiw  paper,  could  also  be  used  as  a  first 
step  to  throve  adaptive  side  lob*  cancel  ling  methods  to 
handle  strongly  non-stationery  jammers. 

Additional  benefits 

The  algorithm  described  above  could  be  modified  to 
calibrate  the  knowledge  of  the  osn  antenna  pattern. 
Rather  then  measuring  an  inknown  environment,  one 
measures  a  known  emitter  and  usee  theee  measurements  to 
determine  the  interne  pattern.  Such  a  measurement 
could  be  performed  in  flight  and  the  isproved  knowledge 
of  the  can  antenna  pattern  would  greatly  sipport  the 
azimuth  enhancement  process  described  above  and  could 
be  used  to  monitor  system  performance. 

The  method  could  also  be  used  to  isprove  the 
aziauth  resolution  of  simple  radar  systems,  for 
instance  navigational  systems,  in  a  non-jamming 
environment . 


All  targets  ere  assumed  to  have  detectable 
reflections  or  amiss  Ion*.  The  method  was  tested  with 
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A  coaplete  measurement  is  the  N- tuple  consisting 
of  N  measurements  in  the  M  azisuth  directions.  This  M- 
tuple  is  the  circular  convolution  of  the  antenna 
characteristics  with  the  environment  and  it  can  be 
represented  by  the  matrix- vector  product: 

^  "  Sg  *  .  <’> 

The  formal  solution  of  (1)  ft  then  given  at: 

%  *  ^  .  <2> 

The  sheer  size  of  (16  M  elements  typically) 
requires  special  inversion  techniques.  Moreover,  even 
if  the  inverse  amtrix  it  known,  computing  <2) 

requires  again  16  M  operations.  (M  means  XT). 

The  Mtrix  £  used  in  (1)  is  a  so-called  circulant. 
A  circulant  is  a  matrix  in  which  each  next  row  is  the 
previous  row  with  its  last  element  passed  over  to  the 
first  place.  So  each  next  row  ft  the  previous  one, 
circularly  shifted  one  place  .4  "he  right.  One  place 
corresponds  here  to  one  azlmzth  resolution  cell.  Such 
a  circulant  is  illustrated  in  (3)  below. 

I  c0  C1  .  ’  Vi  I 

I  Vi  *0  •  •  V?  I 


idiich  is  a  further  refineamnt  in  the  class  of  Toeplitz 
aatrices.  The  general  approach  to  invert  a  matrix,  for 
inatance  with  UJ  decomposition  (1)  would  require  0(M3) 
operations.  An  algorithm  for  ayeaaetric  Toeplitz 
matrices  was  proposed  by  Levinson  12).  This  algorithm 
was  modified  for  general  aatrices  by  Trench  C3) ,  see 
alto  Zohar  (4).  With  their  algorithm  the  inversion 
would  require  (XN^)  operations.  Merz  [5}  gives  an 
algorithm  to  solve  (2)  by  means  of  discrete  Fourier 
transforms  (DFT),  using  the  eigenvalues  and 
eigenvectors  of  a  circulant.  It  is  this  approach  that 
we  want  to  describe  here  in  more  detail. 


The  circulant  ^  can  be  written  as  a  weighted  sum 
of  shift  operators,  this  is  illustrated  below  for  N*5: 


1 1  ...  . 
|.  1  .  .  . 
^  «  eO  | .  .  1  .  . 

j.  .  .  1  . 

I ....  1 


I-  1  -  •  -I 

1  -  -I 


cl  |. 


tN-1 


I.  1 


-  1  -I 

-  -  II 


•  •  1| 
1  .  .j 

-  1  -i 


»  ♦  c,<,  *  ..  ♦  CN. . (4) 

Observe  that  •  K^,  and  for  shift  operators 

*  V  where  k»i+j  modulo  N.  lhus  we  can  write 

(4)  is: 

£m  *  co5i°  *  c i^i 1  *  Vi^ik  1  * 


M-1 

*  1  en5l" 

n»0 


(5) 


The  eigen-value*  of  sre  given  by  the  x's  which 
solve  the  characteristic  equation 

15,  *  "Igl  "  0. 

Expansion  of  this  equation  yields: 


-x  1 

.  .  0  | 

0  -x 

.  .  o  i 

. 

.  .  .  |  •  W  x)"  »  0 

. 

Mil 

t  . 

Ml 

Thus  the  eigen-values  x,  of  g^  sre  the  N-roots  of 
1  and  are  defined  by: 

A.  •  exp  (2»im/M),  mO(  1  )M  .  (7) 


This  matrix  has  a  special  structure.  Each  diagonal 
contsina  the  tame  elements,  idilch  makes  it  a  so-called 
Toeplitz  matrix  and  It  hat  only  V  different  slMsnts, 


The  eigen-vectors  of  g,  are  then  given  by  the 
solutions  m0(1)M-1  of  g,g*  ■  *aa>: 
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C8) 


Take  j  ■  1/N  then: 


*  7H  Wwet) . (15) 

So  apparently  the  eigenvalues  of  a  circulant  aatrix 
are  defined  by  the  Fourier  transform  of  any  row  of  this 
aatrix.  For  coapleteness  sake  soae  properties  of  the 
OFT  aatrix  are  aentioned.  These  properties  are 
given  below: 


<yn  «  eJV*,  n=0(1 )N-1  . - .  <9) 

Knowing  the  eigenvalues  and  c  set  of  orthonoraal 
eigenvectors  of  one  can  bring  to  its  diagonal 
fora  B*  using  orthonoraal  transforaatione. 


(i)  kfa^HgT . (16.1) 

(ii)  . 06-2) 

(iii)  . 06.3) 


Eg  *  ' 

N-1 

*  Wg*  <  t  Cjt,")  U,  . 

n>1 

N-1 

*  X  (C^U,)  .  (10) 

n»C 


tdiere 

is 

the  so-called 

persywwetric 

transforaation 

Matrix, 

given  by: 

£n  * 

|1  0 

|0  • 
10  . 

1 

.  0  0| 

.  0  1| 

. 1  °l . 

1 

.  06.4) 

|0  1 

.  0  oj 

tiiere  the  aatrix  consists  of  the  eigenvectors  of 
and  its  coaplex  conjugate  is  ^  .  Setting  w  * 
exp(2tl/N)  one  gets: 


<«>  StBg-WgEg., . C16.6) 

(vi)  Jj/1  »  U„5  *  . 06.7) 


1  w  . .  V 

Wg  *  (1/,/h)  1 1  wZ  ..  w*"-” 

I . 

ji  w"'1..  gfOHN-l) 


(11) 


Observe  that  this  aatrix  is  the  seen  as  one 
would  get  for  a  Discrete  Fourier  Tranafora  over  N 
points.  Ue  define  the  aatrix  Qn<  which  is  the  diagonal 
fora  of  n»0(1)N-1. 


9n  *  Sn’5i«n 


|  1  0  ..  0 
|  0  w°  ..  0 

|C0  ..  0 


,«Dn 


(12) 


Using  (12),  the  original  measurement  equation  (1) 
can  now  be  written  as: 

Xg  *  Cgtlg  *  Ug  Ug . .  07) 

Hence  with  (ii)  and  (vi),  the  solution  of  (2) 
her  nan: 


lig  *  ^  * 

^ . 


(18) 


which  can  be  done  by  two  consecutive  OFTs  and  some 
vector  ajltipl  icat  ions,  in  total  ONlc^*  operations  are 
raqui red. 


Ue  can  now  express  in  teres  of  the  matrices  0^: 
N-1 

fi-'*cr£n .  <”> 

n«0 


This  gives  the  general  expression  of  the  erth 
eigen-value  la: 

N-1 

l«  "  *  Cnw"r> .  <H> 


and  thus  the  agin  diagonal  of  Bg  (tea  9)  can  be 
coeluted  by  •  Oiserete  Fourier  Tranafora  (OFT). 


:-6 


Figure  8.  Measurement,  50  targets,  5  jammers 


Figure  9.  Solution,  50  targets,  5  jammers 
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Discussion 


C.KavseriUogki,  VfBB,  Ge 

If  you  have  a  strong  jammer  and  saturation  in  your  system,  what  is  the  effect  on  vour  azimuth  accuracy  enhancement? 

Author’s  Reply 

(In  the  example  shown),  the  power  was  dipped  at  100  dB.  So  really,  information  at  the  top  of  the  antenna  pattern  w  as  not 
used  and  that  is  essentially  the  same  as  what  you  would  have  with  saturation.  But  the  tnck  of  the  whole  method  is  that 
there  is  still  information  in  the  form  of  the  pattern  next  to  the  elements  that  are  saturated. 


ECCM  ADVANTAGES  OF  ADAPTIVE  DIGITAL 
PULSE  COMPRESSION 


GOT  R.  PAINCHACD  AND  MARTIN  BUUiCHKTTB 

Radar  Division,  Defence  Research  Establishment  Ottawa, 
3701  Carling  Avenue,  Ottawa,  Ontario,  Canada  K1A  024 


SBBBBC 

The  ECCM  advantages  of  an  experimental 
adaptive  digital  pulse  compression  (DPC) 
system  are  described.  This  pulse 
compression  system  is  implemented  by  a 
complex  correlation  between  the  transmitted 
waveform  and  the  signal  received  by  the 
radar.  Central  to  the  adaptability  of  this 
unit  is  the  use  of  high  speed  VLSI  digital 
ICs  which  permit  bandvidths  of  up  to  10  MHz , 
along  with  the  ability  to  use  a  different 
waveform  or  pulse  code  on  each  transmission. 
The  DPC  unit  is  intended  to  be  used  in  a 
multi-function  radar  (MFR)  which  would 
employ  many  different  waveforms. 

The  objective  of  this  paper  is  to 
describe  how  waveform  adaptability  can  be 
used  as  an  ECCM  technique.  Examples  of  its 
use  as  a  counter-measure  against  both  ESH 
and  ECM  systems  are  given.  Both  denial  and 
deceptive  ECM  are  considered. 


Pulse  compression  systems  have 
traditionally  used  surface  acoustic  wave 
(SAW)  filters  as  both  pulse  expanders  and 
compressors.  The  impulse  response  of  these 
analogue  components  is  coded  into  the  device 
at  the  time  of  manufacture  and  cannot  be 
changed.  As  the  SAW  device  is  matched  to  a 
single  waveform,  a  separate  device  is 
required  for  each  code.  The  recent 
availability  of  high  speed  sulti-bit  digital 
correlators  implemented  in  VLSI  ic  form  has 
made  it  possible  to  build  compact  digital 
pulse  compression  filters111. 

Among  the  advantages  offered  by  a 
digital  implementation,  the  ability  to 
change  waveforms  on  a  pulse  by  pulse  basis 
makes  this  device  very  attractive  for  use  in 
an  MFR.  This  permits  a  single  DPC  unit  to 
handle  all  the  different  waveforms  required 
by  the  radar  to  perform  its  various 
functions.  Emphasis  will  be  given  in  this 
paper  to  the  use  of  pulse  compression  as  an 
ECCM  technique,  with  emphasis  on  the  pulse 
to  pulse  adaptability  provided  by  a  digital 
implementation. 

The  ECCM  advantages  provided  by  DPC  can 
counter  the  effects  of  both  ESH  and  ECM 
systems.  Examples  of  both  of  these  counters 
will  be  given. 


The  benefits  provided  by  DPC  can  be 
used  to  counter  both  ESM  and  ECM  systees . 
The  low  peek  power/hlgh  duty  cycle  waveforms 
used  hy  solid  state  transmitters  normally 
use  pulse  compression  to  provide  good 
detectability  and  acceptable  range 
resolution.  This  type  of  wavefora  also 
provides  an  ECCM  advantage  as  the  low  peak 
power  inherent  in  the  waveform  yields  a 
shorter  ESM  Intercept  range. 

Another  ECCM  advantage  of  DPC  is 
provided  by  waveform  agility.  By  changing 


the  code  on  a  pulse  to  pulse  or  coherent 
processing  interval  (CPI)  basis,  it  is 
harder  for  the  ESM  system  to  identify  the 
various  codes  and  associate  them  with  a 
given  emitter.  This  identification  problem 
is  compounded  when  the  received  signal  is 
weak  and  not  all  of  the  codes  are  detected, 
waveform  agility  can  also  be  used  to  make  a 
particular  radar  emulate  a  mode  of  another 
radar,  or  to  make  it  look  like  more  then  one 
radar.  The  purpose  of  this  tactic  would  be 
to  make  a  radar,  and  its  associated 
platform,  look  less  threatening  or  simply  to 
confuse  the  identification  algorithms. 

Adaptive  DPC  can  also  be  used  to 
counter  various  forms  of  ECM.  Generically, 
ECM  can  be  classified  as  either  denial  or 
deceptive121.  The  purpose  of  denial  is  to 
prevent  the  radar  from  detecting  one  or  more 
targets  .  Deceptive  ECM  tries  to  generate  a 
number  of  false  returns  so  that  the  radar 
has  difficulty  in  distinguishing  the  real 
targets  from  the  false  ones.  The  real 
targets  are  not  necessarily  masked  by  the 
false  returns,  although  they  can  be. 

In  general,  denial  ECM  is  usually 
implemented  by  transmitting  a  noise  waveform 
about  the  carrier  frequency  of  the  target 
radar.  Deception  ECM  evolves  transmitting  a 
waveform  similar  to  that  emitted  by  the 
radar.  In  order  to  generate  false  targets 
whose  range  is  controllable,  the  deceptive 
waveform  must  be  synchronised  to  the  radar. 
For  the  case  of  a  simple  pulse  radar,  the 
deceptive  waveform  is  relatively  easy  to 
generate.  This  is  especially  true  if  one 
neglects  the  coupling  between  the  range  rate 
as  calculated  by  range  updates  and  that 
calculated  from  the  doppler  of  the  false 
targets . 

It  is  more  difficult  to  generate  false 
targets  when  the  radar  uses  pulse 
compression.  The  ECM  waveform  must  be 
matched  to  the  pulse  compression  filter  or 
it  will  not  be  compressed  into  a  target  like 
return  by  the  radar.  It  is  usually  not 
feasible  for  the  ECM  set  to  generate  the 
required  waveform.  Instead,  a  replica  of 
the  radar  transmission  is  stored  in  a 
suitable  memory11'  and  this  waveform  is 
emitted  back  at  the  radar. 

In  general,  a  pulse  compression  radar 
will  be  sore  robust  in  noise  ECM  then  a 
conventional  pulse  radar.  A  pulse 
compression  filter  performs  a  coherent 
integration  of  a  number  of  mub-pulses  in  the 
code.  This  processing  can  provide 
significant  improvement  in  the  signal  to 
noise  ratio  (SNR) .  For  example,  the  value 
of  the  SNR  sight  be  -b  dB  for  the 
uncompressed  waveform  and  15  dB  for  the  peak 
of  the  compressed  pulse.  This  coding  is 
essential  in  low  peak  power/high  duty  cycle 
transaittera. 

PERFOMIMCK  IM  INTERFERENCE 

The  performance  of  DPC  in  the  presence 
of  three  different  types  of  interference  is 


illustrated  in  Figures  1-6.  Although  some 
of  this  interference  could  be  generated  by 
other  radar  sets,  in  the  present  context  it 
is  assumed  to  represent  various  types  of 
ECM.  Figures  1  and  2  apply  to  uncorrelatad 
Gaussian  noise  for  SKRs  of  10  <58  and  a  da. 
It  is  noted  that  although  the  expanded 
wavefor*  is  completely  buried  in  the  noise 
for  the  0  dB  case,  the  peak  of  the 
compressed  waveform  is  clearly  detectable. 


Figure  1.  Expended  and  coapressed  waveforms  for  a 
P3  code  of  length  128  imbedded  in 
Gaussian  noise  SNR-10  dB. 


Figure  J  Expanded  and  coapressed  waveforms  for  a 
PI  code  of  length  128  Imbedded  in  pulse 
Interference  The  Interference  has  a  101 
duty  cycle  and  SNR-10  dB 


The  effect  of  pulse  interference  on  the 
same  P3  code13-*1  is  shown  in  Figures  3  and  4. 
A  train  of  200  ns  rectangular  pul9es  with  a 
lOt  duty  cycle  is  assumed  and  results  are 
given  for  SNRs  of  lo  dB  and  0  dB.  Again, 
the  peak  of  the  compressed  pulse  is  clearly 
detectable . 

Lastly,  Figures  5  and  6  present  the 
ef'ect  of  an  interfering  P4  code13*1  of  the 
same  length  as  the  desired  P3  code.  The  PDc 


Figure  2.  Expanded  and  coapressed  waveforms  for  a 
P3  code  of  length  128  imbedded  in 
Gaussian  noise.  SNR-0  dB. 


Figure  4.  Expanded  and  coapressed  waveforms  lor  a 
P3  code  of  length  128  imbedded  in  pulse 
interference  The  interference  has  a  10X 
duty  cycle  and  SNR-0  dB 


figure  5  Expanded  and  coapressed  waveforms  for  a 
Pi  coda  of  length  128  In  the  presence  of 
an  Interfering  P4  code  of  equal  length 
SNR-0  dB 


Figure  4.  Expended  end  coe^teeeed  vsveforma  for  a 
P3  code  of  length  128  In  the  presence  of 
en  Interfering  Pb  cod  . f  .^uai  length 
SNR-10  dB. 
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filter  coefficients  are  Batched  to  the  P3 
code  and  plots  are  shown  for  SMRs  of  o  dB 
and  -10  dB.  The  P4  code  is  not  as  well 
suppressed  as  were  the  Gaussian  and  pulse 
interferences  for  the  sane  values  of  SNR. 
This  is  because  the  P4  and  P3  codes  arc 
partially  correlated.  Ths  response  due  to 
the  P4  code  consists  of  two  peaks  which 
occur  ±12.8  us  fro»  the  trailing  edge  of  the 
P4  waveform. 

In  the  ECU  contest.  Figures  1  and  2  are 
representative  of  using  Gaussian  noise  as 
denial  ECU.  The  second  figure  illustrates 
that  even  when  the  SNR»0  and  the  transmitted 
waveform  is  buried  in  noise,  the  peak  of  the 
compressed  pulse  is  15  dB  or  sore  above  the 
peak  side lobe  level. 

The  pulse  train  interference  considered 
in  Figures  3  and  4  is  characteristic  of 
using  a  pulse  train  to  perform  denial  ECU 
(by  trying  to  raise  adaptive  thresholds  in 
the  radar)  .  It  is  also  representative  of 
using  a  pulse  train  as  deceptive  ECU  by 
trying  to  generate  false  targets.  The  DPC 
filter  is  also  quite  effective  in  reducing 
this  type  of  interference. 

The  P4  code  interference  presented  in 
Figures  5  and  6  is  characteristic  of 
deceptive  ECU  in  which  a  waveform  similar  to 
that  emitted  by  the  radar  is  repeated  in 
order  to  generate  false  targets.  Since  such 
a  code  will  be  partially  matched  to  the  DPC 
filter,  it  will  still  generate  a  detectable 
output.  However,  it  is  noted  that  this 
output  can  have  more  then  one  main  peak  and 
that  these  peaks  will  occur  at  false  ranges. 
It  will  be  shown  later  that  this  fact  can  be 
used  to  help  eliminate  false  targets. 

The  results  presented  in  the  previous 
figure'  ..ore  for  a  single  transmission  of  a 
particular  code.  In  practice,  a  radar  would 
employ  several  transmissions  to  detect  a 
target.  If  these  returns  are  coherently 
integrated,  the  depth  of  interference 
suppression  will  be  increased.  A  longer 
code  can  also  be  used. 


It  will  be  shown  that  adaptive  DPC  can 
be  used  to  counter  the  effects  of  repeater 
jammers.  The  scenario  considered  is  that  of 
a  repeater  jammer  which  stores  a  replica  of 
the  radar's  waveform  and  emits  it  in  order 
to  generate  false  targets.  This  is 

illustrated  in  Figure  7. 


Figure  7.  Illustration  of  a  DSTN  baied  repeater 
Jaaaar  ecteeptlng  co  generate  false 
targets  age Inst  adaptive  DPC 


The  repeater  jammer  contains  a  digital 
radio  frequency  memory  (DRFM) 151  which  can 
store  an  accurate  replica  of  the  radar 
waveform.  This  code  is  then  emitted  by  the 
jammer  at  controlled  intervals  in  an  attempt 
to  generate  false  targets  in  the  victim 
radar.  To  negate  thie,  the  radar  selects  a 
different  code  on  each  transmission.  On  the 
n1*  pulse  repetition  interval  (PRI)  ,  the 
radar  receives  the  current  code  from  skin 
returns  and  an  amplified  version  of  the  (n- 
1)““  code  from  the  repeater  jammer.  The 
technique  is  to  select  codes  that  minimise 
detection  when  a  code  is  received  to  which 
the  DPC  filter  is  not  currently  matched. 

This  technique  will  only  prevent  the 
jammer  from  generating  false  targets  at 
ranges  between  itself  and  the  radar.  It  is 
felt  that  this  scenario  is  of  interest  from 
an  operational  viewpoint.  Consider  an 
aircraft  which  fires  one  or  more  missiles  at 
a  target.  The  generation  of  false  missile 
targets  in  conjunction  with  the  attack  would 
aake  it  Bore  difficult  to  identify  the 
threat . 


A  burst  of  pulses  is  transmitted  and  a 
different  code  is  used  fcr  each  pulse.  The 
returns  from  each  pulse  are  then  combined 
and  compared  to  a  threshold.  It  is  desired 
to  select  codes  which  minimise  the  detection 
of  false  targets  in  the  combined  output. 

A  rigorous  formulation  of  this  problem 
would  be  to  write  an  expression  for  the 
output  of  the  DPC  filter  in  which  the 
parameter(s)  of  the  code  are  varied  from 
pulse  to  pulse.  The  individual  output  for 
each  pulse  in  the  burst  is  then  combined. 
An  optimisation  procedure  would  then  be  used 
to  maximise  the  signal  to  interference 
ratio  (SIR)  by  varying  the  code 
parameter(s) . 

The  above  methodology  is  unwieldy. 
Instead,  an  ad  hoc  solution  is  used.  Two 
different  coding  techniques  are  evaluated  to 
generate  the  required  waveforms.  The  first 
consists  of  a  series  of  "V"  chirps  where  the 
ratio  of  the  up  and  down  chirp  portions  is 
varied  randomly  from  pulse  to  pulse.  The 
other  method  is  to  generate  a  set  of  chirps 
in  which  the  start  frequency  is  varied 
randomly  from  pulse  to  pulse.  The  frequency 
versus  time  characteristics  of  the  two 
schemes  is  shown  in  Figure  8. 


Figure  •.  Frequency  vereuj  time  reletlon  for  the 
eete  of  *V*  chirps  (a)  end  linear  chlrpe 
(b)  that  were  evaluated 


A  computer  simulation  was  performed  to 
evaluate  the  two  techniques.  It  was  assumed 
for  the  simulation  that  two  waveforms  are 
simultaneously  received.  The  first  waveform 
represents  a  shin  return  from  a  target;  the 
DPC  filter  is  matched  to  this  code.  The 
other  return  is  an  amplified  replica  of  the 
previous  code  and  represents  the  ECM.  The 
filter  is  not  matched  to  this  code.  This  is 
illustrated  in  Figure  7  by  the  waveforms  w,., 
and  Up  - 1  . 

The  output  of  the  DPC  filter  is  plotted 
in  Figures  9  and  lo  for  the  two  techniques. 
In  each  case,  three  different  snapshots  of 
the  output  are  shown,  each  corresponding  to 
a  different  (random)  relationship  between 
the  current  and  previous  code.  The  true 
target  is  located  at  delay  unit  128  and  the 
ECU  or  interference  was  assumed  to  be  20  d8 
stronger  then  the  skin  return. 


Fljurs  9  Output  of  DPC  filter  for  three  successive 
pul eei  The  signal  to  interference  retio 
Is  -20  dfi  A  different  "V*  chirp 
waveform  of  length  128  is  rendoml  y 
selected  for  each  transmission 

It  is  noted  that  the  compressed 
waveforms  for  the  two  schemes  exhibit 
different  characteristics.  In  general,  the 
sidelobe  level  for  the  "V"  chirps  appear  to 
form  broad  plataau(s)  which  sometimes  tend 
to  mask  the  peak  due  to  the  true  target. 


The  sidelobe  level  for  the  linear  chirps  are 
more  characteristic  of  those  for  a  single 
chirp  with  the  response  to  the  interfering 
code  usually  showing  up  as  two  broader 
spurious  peaks.  These  characteristics  are 
due  to  the  different  frequency  versus  time 
relationships  for  the  two  schemas .  For  the 
•V*  chirp.  Figure  8  illustrates  that  the 
slopes  of  this  ralation  for  the  matched  and 
interfering  waveforms  are  never  parallel. 
In  contrast,  these  elopes  are  parallel  for 
the  linear  chirps.  This  characteristic 
gives  rise  to  the  dual  peak  response  for  the 
interfering  code  in  this  case. 

The  peak  due  to  the  true  target  always 
occurs  at  the  same  delay  in  the  output  of 
the  DPC  filter,  wbile  those  due  to  the 
interference  are  randomly  distributed.  This 
fact  is  exploited  by  coherently  integrating 
the  output  over  a  batch  of  pulses. 


Figure  10.  Output  of  DPC  filter  for  three  successive 
pulses  The  signal  to  Interference  ratio 
Is  -20  di  A  different  linear  chirp 
waveform  of  length  128  Is  randomly 
selected  for  each  transmission. 

Coherent  integration  causes  the  weaker 
returns  due  to  tne  skin  return  to  integrate 
to  a  strong  peak,  while  spreading  out  the 
energy  due  to  the  EOt.  The  improvement 
required  in  SIB  for  target  detection  is 
obtained  by  using  an  appropriate  batch  size. 


In  order  to  compare  the  relative 
performance  of  the  two  waveforms,  the  output 
of  the  DPC  filter  was  coherently  integrated. 
A  batch  of  100  pulses  was  assumed  and  the 
simulation  was  run  for  SIR  values  of  0  dB,  - 
10  dB,  -20  dB  and  -30  dB.  The  output  of  the 
DPC  filter  after  integration  of  these  pulses 
is  plotted  in  Figure  11  for  the  set  of  *v" 
chirps  and  in  Figure  12  for  the  set  of 
linear  chirps. 


It  can  be  seen  from  these  two  figures 
that  the  true  target  can  still  be  detected 
by  both  methods  when  the  ECU  is  30  dB 
stronger  than  the  skin  return  (SIR  =  -30  dB 
for  a  single  pulse) .  However,  the 
probability  of  detection  is  less  than  .85 
for  this  value  of  SIR  as  the  corresponding 
SIR  after  Integration  is  only  18  dB  for  the 
linear  chirp.  For  a  single  pulse  SIR  of  -20 
dB,  the  integrated  SIR  is  25  dB. 


Figure  11.  Coherent  Integration  of  a  burst  of  100 
pulses  at  the  output  of  the  DEC  filter 
The  results  are  plotted  for  Sit  values  of 
0  da.  -10  d>.  -20  dB  and  -30  dB  A  eat 
of  randomly  ealacted  "V  chirp*  of  length 
128  la  used. 


Figure  12  Coherent  Integration  of  a  burst  of  100 
pulses  at  che  output  of  the  DPC  filter 
The  results  are  plotted  foi  SIR  values  of 
0  dB.  -10  dB.  -20  dB  and  -30  dB.  A  set 
of  randomly  selected  linear  chlrpe  of 
length  128  Is  used. 


This  yields  a  probability  of  detection  in 
excess  of  .95  for  a  Swerling  1-2  target  at  a 
false  alarm  probability  of  10'*.  The  above 
calculation  assumes  that  the  ECH  energy  has 
a  normal  probability  distribution.  This  is 
probably  justified  if  their  are  enough 
pulses  in  the  burst. 

If  the  cross  section  of  the  false 
targets  is  made  much  larger  than  that  of 
real  targets,  the  element  of  deception  is 
lost.  it  is  thus  unlikely  that  values  of 
SIR  less  than  -20  dB  would  be  encountered. 

The  peak  tends  to  have  a  broad  pedestal 
for  the  "V"  chirp  waveforms  when  the  SIR  13 
less  than  0  dB.  In  contrast,  the  peak  for 
the  linear  chirp  waveforms  remains  narrow 
right  down  to  the  sidelobe  level.  Thi6 
characteristic  might  be  more  suitable  for 
use  with  an  automatic  detection  algorithm. 

OSS.  UffLOtEWTATIPM 

Implementation  consists  of  both 
waveform  generation  and  compression.  The 
desired  code  must  first  be  generated  in 
digital  format  and  converted  to  an  analogue 
signal  suitable  for  subsequent  up- 
conversion.  On  reception,  the  digitised 
radar  returns  must  be  processed  in  a  digital 
matched  filter  which  compresses  the 
transmitted  waveform. 

The  desired  waveforms  are  calculated 
off  line  and  are  stored  in  a  PROM  whose 
address  lines  are  connected  to  a  co inter. 
The  waveform  is  clocked  into  a  digita.  to 
analogue  converter  (DAC)  whose  output  is  up- 
converted  to  IF.  Control  lines  are  provided 
to  select  one  of  several  waveforms  stored  in 
the  PROM.  A  limiting  amplifier  along  with 
appropriate  filters  ensure  a  constant 
amplitude  signal  of  good  spectral  purity. 
The  time-bandwidth  product  of  the  code  is  a 
function  of  the  number  of  stored  samples  and 
the  clock  rate.  This  is  illustrated  in 
Figure  13. 


Figure  13.  ConcejiC-je  l  diagram  of  the  i>7C  waveform 
generation  circuitr. 

On  reception,  the  radar  returns  are 
digitised  into  I  and  Q  channels  for 
processing  by  the  pulse  compression  filter. 
The  present  implementation  of  the  filter 
consists  of  sixteen  digital  correlator  VLSI 
ICs  configured  into  four  parallel  channels 
to  procemsss  real,  imaginary  and  cross  tara 
products1*1.  A  micro-processor  based 

control lar  provides  the  means  for  changing 
the  filter  coefficients  on  s  pulse  by  pulse 
basis,  along  with  providing  a  BITE  function. 
This  architecture  yields  a  filter  vhlcn  is 


highly  adaptable.  A  conceptual  diagram  of 
the  DPC  filter  is  shown  in  Figure  14. 


Figure  14.  Cciveptuel  dtegraa  of  the  pulse 
compression  filter  and  control  circuitry. 

An  actual  radar  digital  signal 
processor  would  contain  additional  circuitry 
to  implement  functions  such  as  doppler 
processing,  adaptive  thresholding,  etc. 
These  functions  are  not  illustrated  in 
Pigure  14.  S.  photograph  of  the  pulse 
compressor  hardware  is  shown  in  Figure  15. 


Figure  13.  ntotograph  of  the  pulse  compression 
filter  end  rontrol  circuitry 


conclusions 

The  ECCM  advantages  of  adaptive  DPC 
wera  diccjesed.  Examples  of  this  type  of 
waveforc  >g<lity  as  a  counter  to  both  ESM 
and  liCTf  _y-‘ terns  were  given.  In  the  case  of 
ECM,  f-oth  denial  and  deceptive  ECM  tactics 
were  considered.  It  was  demonstrated  that 
adaptive  DPC  can  be  used  as  an  effective 
counter- counter  measure  against  repeater 
jammers  <hich  store  an  accurate  replica  of 
the  radar  signal. 

An  experimental  digital  pulse 
compressor  has  been  built  and  used  to 
evali'cte  some  of  the  techniques  discussed 
above.  The  use  of  VLSI  digital  correlator 
ICs  pvrnits  a  compact  Implementation  of  ths 
r>PC  fil  .T.  This  implementation  makes  it 
now  legible  to  use  adaptive  DPC  in  an 
« n  o me  MFR  where  space  is  at  s  premium. 

AC  present,  experimental  evaluation  nas 
consisted  of  injecting  digitismd  waveforms 
into  the  DPC  filter  in  real  time.  An  IF 
section  and  digital  damodulator  is  preeantly 
under  construction.  Once  completed,  this 


unit  will  i>«  used  to  study  the  effects  of 
isper  feet  ions  in  the  analogue  pa"~  on  the 
performance  of  the  DPC  waveforms.  It  is 
also  proposed  to  implement  a  two  dimensional 
filter  which  would  simultaneously  perform 
pulse  compression  and  doppler  processing. 
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cooperation  with  the  Defence  Research 
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Discussion 


Mr  Uttering,  Ge 

Obviously  ooe  uses  the  same  code  on  many  pulses  to  be  able  to  suppress  clutter  and  to  use  Doppler  filtering.  Did  you  take 
these  things  into  account  in  your  simulation? 

Author’s  Reply 

No,  we  did  not  carry  out  such  analysis.  But  what  we  shall  do  later  on  (is  toy  get  nd  of  the  Doppler  effect  and  maybe  wc 
shall  use  also  a  two- dimensional  filter  so  that  we  can  do  both  at  the  same  time  —  that  .  the  pulse  compression  and 
Doppler  effect  suporession. 


Prof  P.WJUier 

The  question  is  related  to  the  presented  dipial  impulse  compression  circuit.  Whai  is  the  resolution  of  the  A  D  eonserters 
(bits  for  input  and  reference  signals)?  What  is  the  clock  frequency"’ 

Author's  Reply 

The  circuits  can  carry  out  actuations  of  16-bits  with  the  radar  signals  and  also  16  bits  for  the  coefficients  wuh  2.5  MHi 
frequency  Now  for  10  MHz  frequency  we  shall  use  only  4  bits  for  the  filter  coefficients  The  analogue  output  —  I  think  it  is 
1 0  bits  It’s  just  to  give  you  an  idea  of  the  type  of  cjlculauon..Jt  is  not  alway  s  necessary  to  carry  out  such  calculations. 


Mr  Weis 

Is  the  correlator  i  special -purpose  computer  or  ts  it  procures!  from  the  shelf 

Author's  Reply 

It  has  been  hui.'t  by  INMAS  It  is  a  correlator  lor  .12  hits  for  carrying  out  complex  operations  It  is  one  of  (its)  applications 
—  Digital  pulse  compression  is  one  of  the  uses  of  such  a  computer 
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Figure  5  t>PSK  "vile  1/2.  K  -  7.  Hard  Dccmnn.  M  -  JH4 
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Discussion 


B Jacluon, Thorn-F.MI.  UK 

What  parameters  were  assumed  tor  the  soft -decision  coding  modulation  detection  criteria? 

Author's  Reply 

When  I  say  soft  decisions',  that  means  we  are  actually  quantizing  the  demodulator  output  into  more  than  one  hit.  If  I  say- 
hard  decisions',  that's  one  bit.  When  I  say  'soft  decisions'  1  usually  mean  3-bit  quantization.  In  order  to  maximize  the 
advantage  of  soft  decisions  you  can  get  by  having  5-bit  quantization  you  have  to  have  a....reasonablv  good  gain  control 
mechanism,  especially  in  a  poor  fading  environment  or  in  a  jamming  environment  Dr  Olsen's  assumption  here  when  he 
goes  through  the  analysis  is  that  these  things  can  t*e  done  (and  that)  all  the  quantization  and  dynamic  range  problems  have 
been  taken  care  of 


Dr  B.Felstead,  ORO.  Canada 

Would  you  explain  in  more  detail  how  the  diversity  was  accomplished,  especially  at  the  receiver ' 

Author's  Reply 

Diversity  may  not  be  the  right  word  to  use.  It  may  have  confused  people  here..  We  have  assumed  that  there  are  3K4  hits  —  I 
believe  that's  what  Dr  Olsen  aid  —  there  are  384  bits  per  block.  The  message  size  is  34N  bits  1  he  message  is  blocked  the 
block  is  divided  into  smaller  chunks  of  hops.  If  ail  the  message  is  transmitted  in  the  one  hop  then  we  call  that  diversity  of 
one.  And  if  the  message  is  divided  into  two  hops  —  and  sent  on  two  different  hops  —  we  call  that  diversity  ot  two  You're 
not  talking  about  having  any  kind  of  tune  diversity,  having  multiple  links  (or)  has  ing  different  kinds  of  interleavers 


Dr  M.Safak.  SU AIT  Technical  Centre.  M. 

Could  you  comment  on  the  performance  o'  HI’SK  and  DI’SK  svstems  relative  to  I  Sk  systems  in  a  last  Rayleigh  lading 
environment  ’ 

fulhor's  Reply 

In  mv  second  paper  I  II  show  you  a  chart  ot  last  fading  performance  Whai  he  meant  bv  Iasi  fading.  I  assume,  is  when  ihc 
fading  rate  is  faster  than  tile  bn  perivkl  I  think  (hats  what  you  mean  b»  fast  lading  On  the  KSk  type  of  waveform,  fast 
lading  improvements  can  tv  gained  it  you  h.oc  the  tone  spacing  increased,  in  other  words  it  vou  (make)  the  signal 
bandwidth  very  large  On  the  DI’SK  and  BI’SK.  as  I'm  going  to  show  you  later.  I  can  get  pretty  close  performance 
(between  the  two)  It  vou  compare  (DI’SK  and  HI’SK)  wiih  I  NK  with  a  larger  and  target  (lone)  spacing  (hen  (heir 
performance  is  inferior,  but  il  vou  talk  about  I  SK  with  minimum  spacing,  (he  performance  reasonably  similar 
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Concatenated  Coding  with  Two  Levels  of  Interleaving  (u) 

Samuel  LLm,  Member  of  Technical  Staff 
Michael  Newhouse,  Member  of  Technical  Staff 

The  Aerospace  Corporation 
P.  0.  Box  92957 
M4/937 

Los  Angeles,  CA  90009  USA 

Abstract 

(u)  This  paper  documents  a  performance  evaluation  of  an  electronic  counter  counter  measure 
(ECCM)  communication  system  in  a  worst-case  partial-band  noise  and  partial-band  tone  jamming 
scenario.  The  ECCM  communication  system  is  composed  of  two  levels  of  channel  coding  (concatenated 
coding)  and  two  levels  of  interleaving  An  analysis  has  been  performed  for  a  concatenated  code 
consisting  of  either  a  Reed-Solomon  or  a  convolutional  outer  code  and  a  convolutional  inner  code, 
and  the  decoded  bit  error  rates  (or  typical  binary  modnlation  schemes  (BPSK  and  DPSK)  have  been 
obtained.  The  performance  of  these  coded  waveforms  has  been  compared  with  convolutionally  encoded 
systems  with  respect  to  the  required  Ei,/Rj  to  achieve  an  overall  bit  error  rate  of  10"*.  The  results 
demonstrate  a  significant  coding  gain  achievable  from  systems  which  adopt  concatenated  coding 

1  NOTATIONS  (u) 

(u)  Below  is  a  brief  description  of  notations  used: 

n  R  S  codeword  size  in  symbols 

m  Number  of  bits  per  R-S  symbol 

t  RcS  codeword  error  correction  capabilities  in  symbols 
(?/  Inner  Code  Rate 

Ro  Outer  Code  Rate 

R  Code  Rate  (=  R/Ro  for  concatenated  code) 
p*(e)  Decoded  bit  error  probability 

P{f )  Decoded  symbol  error  probability 

pv»te)  Bit  error  probability  at  the  output  of  the  inner  Viterbi  decoder 
Pv(e)  Symbol  error  probability  at  the  output  of  the  inner  Viterbi  decoder 

pe*(e)  Hard  decision  channel  bit  error  probability 

W,,  Spread  spectrum  bandwidth 

p  Fraction  of  the  spread  spectrum  bandwidth  jammed 
Sj  Jammer  noise  density  normalized  to  W,, 

E^/Nj  Channel  bit  energy  to  jammer  noise  density  ratio 

Ei/Nj  Information  bit  energy  to  jammer  noise  density  ratio 


2  INTRODUCTION  (u) 


(u)  Concatenated  eodmg  uses  two  levels  of  coding  to  achieve  its  requited  system  bit  error  rate  (BER) 
performance  objective.  The  inner  code,  defined  as  the  code  which  interfaces  with  the  channel,  corrects 
most  cf  the  random  channel  errors.  The  outer  code  reduces  errors  further  to  a  desired  BER  level.  A 
benefit  from  selecting  a  concatenated  code  rather  than  a  single  coding  operation  is  the  possibility  that  for 
the  identical  required  BER  and  available  signal -to- noise  ratio,  an  overall  encoder/decoder  implementation 
of  less  complexity  can  be  achieved.  Or  concatenated  coding  can  improve  a  performance  of  an  existing 
communication  system  [1], 

(u)  A  concatenated  coding  scheme  commonly  consists  of  a  soft  decision  Viterbi  decoded  binary  con¬ 
volutional  inner  code  combined  with  either  a  hard  decision  Viterbi  decoded  binary  convolutional  outer 
code  or  a  Reed-Solomon  (R-S)  block  outer  code.  The  main  reason  that  soft  decision  convolutional  codes 
are  usually  used  as  inner  codes  is  that  they  provide  excellent  error  correction  capabilities  against  random 
channel  errors.  Bit  interleaving  of  channel  bits  is  provided  to  randomize  bursty  errors  that  can  occur 
in  certain  stressed  environments.  Since  only  hard  quantized  data  is  available  at  the  output  of  the  inner 
Viterbi  decoder,  hard  decision  convolutional  codes  are  logical  choices  for  the  outer  codes.  But  because  the 
errors  out  of  the  Viterbi  decoder  tend  to  occur  in  bursts,  a  bit  interleaver  has  to  be  placed  in  between  the 
inner  and  the  outer  code  to  randomize  the  inner  decoder  output  bit  errors.  An  alternative  is  to  use  R-S 
block  codes  whose  symbols  are  formed  from  m-bit  (m  >  2)  segments  of  the  binary  data  stream  R-S  block 
codes  are  particularly  useful  for  burst  error  correction.  However,  if  the  burst  out  of  the  Viterbi  decoder 
is  in  the  order  of  the  R-S  codeword  length,  the  outer  code  performance  will  be  severely  degraded  unless 
a  m-bit  symbol  interleaver  is  pUced  in  between  the  inner  and  the  oute'  code  to  randomize  symbol  errors 
The  necessity  for  symbol  interleaving  can  be  explained  by  the  general  property  of  non-binary  block  codes 
of  which  R-S  code  is  a  member.  R-S  code  performance  solely  depends  on  the  number  of  symbol  errors 
in  a  codeword.  For  a  large  number  of  symbol  errors  within  a  single  codeword,  the  R-S  code  performance 
can  be  catastrophically  degraded  Thus,  a  symbol  interleaver  is  used  to  distribute  bursts  of  symbol  errors 
among  several  codewords  to  reduce  the  probability  that  symbol  errors  within  a  codeword  exceed  the  error 
correction  capability  of  the  R-S  decoder.  The  block  diagram  of  a  concatenated  coding  system  is  shown  in 
fig  1 

(u)  In  this  paper,  the  decoded  BER  for  BPSK  and  DPSK  modulated  waveforms  using  R  =  1/4  concate¬ 
nated  codes  will  be  studied  Both  BPSK  and  DPSK  modulations  were  selected  in  order  to  be  representative 
of  both  coherent  and  non-coherenl  waveforms.  The  results  will  be  compared  against  that  of  It  —  1/2,  R  — 
1/3,  and  R  =  1/4,  A'  =  7  Viterbi  decoded  convolutional  code  in  both  partial  band  noise  and  partial  band 
tone  jammed  channels.  The  concatenated  code  consists  of  either  a  /i;  =  1/2  inner  code  combined  with  a 
Ro  —  1/2  outer  code  or  a  R/  =  1/3  inner  code  combined  with  a  Ro  =  3/4  outer  code  The  inner  code 
is  always  a  /C  =  7,  3-bit  soft  decision  Viterbi  decoded  convolutional  code.  For  convenience,  the  R-S  outer 
code  has  384  baseband  bits  per  codeword.  The  hard  decision  Viterbi  decoded  outer  code  has  either  K  = 
7  for  Ro  =  1/2  or  A'  =9  for  Ro  =  3/4.  The  overall  code  rate  of  concatenated  codes  is  always  R  =  1/4 
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2.1  CHANNEL  DESCRIPTION  (u) 

(u)  Below  is  a  brief  description  of  the  noise  or  tone  jammed  channels.  For  either  case,  the  BPSK  and 
the  DPSK  waveform  carriers  are  assumed  to  be  slowly  frequency  hopping. 

2.1.1  PARTIAL  BAND  NOISE  JAMMER  (u) 

(u)  A  partial  band  noise  jammer  can  be  described  ea  a  Gaussian  noise  jammer  whose  total  power  is 
restricted  to  a  fraction  p{ 0  <  p  <  1)  of  the  spread  spectrum  bandwidth  VV,, .  As  seen  in  fig.  2,  the  jamming 
noise  power  is  assumed  to  be  spread  uniformly  over  the  restricted  bandwidth  Wj  =  pW,,  resulting  in  an 
increased  power  density  and  a  correspondingly  degraded  signahto- jammer  ratio  in  the  jammed  band-  The 
jammer  is  assumed  to  occasionally  move  the  jammed  band  within  W,,  so  as  to  prevent  band  avoidance 
countermeasures  [2]. 

2.1.2  PARTIAL  BAND  TONE  JAMMER  (u) 

(u)  As  seen  in  fig.  3,  a  partial  band  tone  jammer  spreads  its  available  jamming  power  into  multiple  tones 
across  a  fraction  p(0  <  p  <  1)  of  the  spread  spectrum  bandwidth  W,,.  The  jamming  tones  are  spread  with 
uniformly  distributed  tone  spacing,  A J ,  over  Wj  =  pW,,  resulting  in  an  increased  power  per  tone  relative 
to  full  band  jamming  and  correspondingly  a  degraded  signal-to-j&mmer  ratio  (SJR)  in  the  jammed  band. 
Again,  the  jammer  is  assumed  to  occasionally  move  the  jammed  band  within  W,,  so  as  to  prevent  band 
avoidance  countermeasures  [2|.  In  this  paper,  AJ  =  2  Kz/bits/sec  to  guarantee  that  at  most  1  jammer 
tone  can  reside  within  the  signal's  null-to-null  bandwidth.  Furthermore,  non-coincidental  jamming,  where 
the  jammer  tone  is  uniformly  distributed  within  the  signal’s  null-to-null  bandwidth,  is  assumed  because 
the  carrier  hop  granularity  is  much  finer  than  the  signal  bandwidth. 

3  ASSUMPTIONS  (u) 

(u)  In  order  to  reduce  the  complexity  of  the  problem,  several  critical  assumptions  were  made  First, 
the  depth  of  interleaving  for  both  the  inner  bit  interleaver  and  the  outer  m-bil  symbol  interleaver  was 
assumed  to  be  sufficiently  larger  than  the  channel  bit  error  burst  length  and  the  Viterbi  decoded  m-bit 
symbol  error  burst  length  respectively  to  insure  independent  channel  bit  errors  and  independent  Viterbi 
decoded  symbol  errors  Note  that  m  =  1  for  binary  convolutional  outer  code  Second,  although  symbol 
interleaving  was  performed,  it  was  assumed  that  the  bit  errors  out  of  the  Viterbi  decoder  were  uniformly 
distributed  instead  of  in  bursts  regardless  of  the  type  of  coding  and  demodulator  decision  schemes  This 
has  no  effect  on  the  p»(e)  performance  if  the  outer  code  is  a  hard  decision  convolutional  code  since  bit 
deinterleaving  is  performed  prior  to  outer  decoding  But  for  a  R-S  outer  code  where  symbol  interleaving  is 
performed  prior  to  R-S  decoding,  this  amounts  to  an  over-estimation  of  Pv(e)  out  of  the  Viterbi  decoder 
for  a  given  p»*(e),  since  the  bit  error  patterns  actually  do  occur  in  bursts.  However,  this  assumption  will 
provide  a  sufficiently  tight  upper  bound  on  the  p*(e)  performance.  Furthermore,  the  relationship  between 
P(e)  and  p*(e)  was  assumed  to  follow  a  2m-ary  symmetric  memory  less  channel  model.  Finally,  perfect 
jammer  side  information  ( J  SI )  was  assumed  to  exist.  With  this  knowledge,  a  3-bit  quantization  algorithm 
can  be  found  for  BPSK  and  DPSK  which  provides  a  pc»(e)  vs.  p,»(e)  transfer  function  in  optimized  partial 
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The  Pci(e)  vs.  Ect/Nj  for  DPSK  modulated  waveform  in  optimum  partial  band  noise  jamming  is  given  by 
[21 

f  0.184  3*  >  O.OdB 


In  case  of  optimum  partial  band  tone  jamming, 

*.«>  =  {  o  m&Y' 

l  /o 'iM- 


(0.184  (3*1  3*  > 

M-ir)  3t< 


Prt(e)=  J  018  2  {ft)  ft  >  1.9MB 

l  Tr/-J.  37J0*  7[tt(-co»|9i(^.V»)l)  +  «(co6|«j(^1v»)|)]d*<l^  ft  <  1-MdB 

where  u(f)  is  the  unit  step  function  defined  by 


{1  i  > 
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0  t  < 


CO«(|tfl(*,V5)|)  = 


cos(|0j(^,'4>)|)  = 


12(fi)+  cos(y>)  +  7(y)[cos(y  +  4)  +  cog(4)l 
^h2(-P)  +  1  -i-  27(w)  cos(v  + *)][730)  +  1  +  2y(<p)cox(d)j 

coi(^)  -  7a(y)  +  y(y)[cos(y»  +  d)  ■+  co»(^)) _ 

^72(V>)  +  1  “  27(¥>)cos(yi  +  <i)l[73(V’)  +  1  +  2y(v)coa(<t>)] 
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T  he  3-bit  soft  decision  Vilerbi  decoded  convolutions]  code  bit  error  probability  in  optimized  partial  band  noise  and 
tone  jamming  can  be  acquired  by  inserting  pct(e)  of  *q*-  1  -  10  into  the  p„»(e)  vs  pc*(e)  transfer  function.  The 
transfer  function  is  empirically  given  by  [1], 


loKio(P.s(«))  -  8  •»81og10(pek(<))  +  6  26 

BPSK, 

R,  =  1/2 

(11) 

*oBig(p.s(<0)  =  6  73log,0(pts(e))  +  4  00 

DPSK, 

R,  =  1/2 

(12) 

lo8ig(p.6(«))  =  12.2  log10(pcs(e))  +  745 

BPSK. 

5o 

II 

CsJ 

(13) 

lo8ig(P*»l*))  =  9  <slo8io(P«s(t'))  +  5-34 

DPSK, 

II 

(’.4) 

(uj  Consider  the  case  of  C+RS  concatenated  code  Assuming  independent  bit  errors, 

P.(e)  =  l-(l-p.,.(e)r  (15) 

Now.  P(e)  is  also  related  to  P»(e)  by  an  upper  bound  expression  as  long  as  the  symbol  errors  are  independent 
T  his  is  given  by  [l] 


s=i(;) 


0  +  t)P.(e)J[l  -  /’.(e))"-' 


Th>s  expression  also  applies  to  both  extended  and  shortened  R-S  codes.  The  overall  bit  error  probability  is  expressed 

as 

2»»-i 

y»(«)  -  ^:~1,iKe)  (H) 

(u)  In  case  of  C+C  concatenated  code,  the  hard  decision  Viteibi  decoded  convolutions!  code  transfer  function 
is  empirically  given  by 

*°Rig(Ps(<))  =  S  «3logl0<jr.s(r))  +  443,  Ro  =  1/2  (181 


lofmfM*))  =  3.261og10(p.,(e))  +  3S5,/Jo  =  3/4 


(19) 
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band  noise  and  optimized  partial  band  tone  jammed  channels  that  is  essentially  equivalent  to  that  of  an 
AWGN  channel. 


4  ANALYSIS  (u) 

(u)  From  the  assumptions  above,  a  reasonable  upperbound  for  the  pi(e)  vs.  E%/ Nj  performance  can  be 
acquired  for  the  convolutional  code  concatenated  with  a  RrS  code  (C+RS)  and  an  exact  p*(e)  vs.  Eh/ Nj 
performance  can  be  empirically  derived  for  the  convolutional  code  concatenated  with  a  convolutional  code 
(C+C) 

(u)  A  shortened  R-S  code  or  an  extended  RrS  code  may  have  to  be  selected  to  meet  the  combined  R 
=  1/4  criterion.  A  shortened  R-S  code  is  created  by  deleting  a  portion  of  the  information  symbols  while 
maintaining  all  of  the  parity  check  symbols  of  a  standard  RrS  code.  An  extended  R-S  code  is  created  by 
adding  as  many  as  2  additional  information  symbols  to  a  standard  R-S  code  while  maintaining  the  same 
number  of  parity  check  symbols  [3].  Denote  a  RrS  code  by  RS(n,n  —  2 t,m).  For  an  R-S  code  with  384 
baseband  bits  per  codeword,  the  two  R-S  codes  for  Ro  —  1/2  and  Ro  =  3/4  RrS  are  given  by  RS(96,48,8) 
and  RS(64,48,3)  respectively 


4.1  THE  BIT  ERROR  RATE  EVALUATION  (u) 


(u)  The  decoded  bit  error  rate  performance,  p»(e)  vs.  E^/Nj,  for  concatenated  codes  will  be  evaluated 
in  this  se'-iion.  The  3-bit  soft  decision  Viterbi  decoded  convolutional  inner  code  bit  error  probability  in 
AWGN  fc-  Ri  -  1/2  and  Rt  =  1/3  is  available  from  simulation  By  assuming  perfect  JS1,  p„i(e)  in 
optimized  pw'ial  band  noise  and  optimized  partial  band  tone  jamming  can  be  derived  by  first  evaluating 
the  uncoded  bit  error  probability  for  BPSK  and  DPSK  in  optimized  partial  band  noise  and  optimized 
partial  band  tone  jamming.  The  pc»(e)  v*  Ect/Nj  performaa;e  of  these  uncoded  waveforms  in  optimum 
noise  and  tone  jamming  is  summarized  below; 

(u)  The  channel  errors  are  assumed  to  occur  strictly  due  to  jamming.  The  pci(e)  v»  Ect/Nj  for  BPSK 
modulated  waveform  in  optimum  partial  band  noise  jamming  is  given  by  [2] 


p<M  = 


8.625  x  10-’  7ff>~  1-SdB 

fc<-1.5dB 


q{x)=L  i“p(-^)dy 


In  case  of  optimum  partial  band  tone  jamming, 


19  134  x  10-’  (ff* 


>  -0  8dB 
<  -0.8dB 


*(v.*)  = 
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P*(e)  is  acquired  by  inserting  p**fe)  o i  eqs.  11  -  12  into  eq.  18  and  p.t(e)  of  eqs.  13  -  14  into  eq.  19. 

(u)  The  the  concatenated  coding  system  information  bit  energy-to-noise  density  ratio  is  given  by 

£*/Nj  =  R-'E^/Nj  (20) 

5  RESULTS  (u) 

(u)  Bit  error  probability  performance  of  the  four  R  =  1/4  concatenated  codes  in  optimized  partial  band  noise  and 
tone  jamming  have  been  obtained  from  the  analysis  of  Section  4.  The  four  concatenated  codes  axe  soft  decision,  ft i 
=  1/2,  K  =  7  Viterbi  decoded  convolutional  code  combined  with  either  RS(96,48,8)  block  code  or  hard  decision , 
Ro  —  1/2,  X  —  ?  Viterbi  decoded  convolutional  code,  and  Rj  =  1/3,  A'  •=  7  Vi'etbi  decode  convolutional  code 
combined  with  either  RS(64,48,8)  block  code  or  hard  decision,  R t  —  3/4,  A'  =  9  Viterbi  decoded  convolutional 
rode.  Figs.  4-7  display  the  ps(e)  vs.  Et/Rj  curves  for  the  2  modulation  and  the  2  channel  cases  listed  below: 


Jammer 

MgdaU.t.iga 

Case  1: 

Partial  Band  Noise  Jammer  (PBNJ) 

BPSK 

Case  2: 

Partial  Band  lone  Jam  .Hex  (PBT3) 

BPSK 

Case  3: 

PBNJ 

DPSK 

Case  4 

PBTJ 

DPSK 

(u)  Each  graph  depicts  a  BER  comparison  of  the  four  R  ~  1/4  concatenated  coding  scheme  As  seen  from 
these  graphs,  using  the  lower  rate  inner  code  along  with  the  higher  rate  outer  code,  as  opposed  to  equal  inner 
and  outer  code  rates,  provides  superior  performance  in  all  options  list'd  above  The  performance  improvement 
is  very  significant  for  BPSK  modulation,  1.5  dB  on  the  average  for  switching  to  unequal  code  rates,  and  barely 
noticeable  for  DPSK  modulation,  less  than  one-half  dB.  The  difference  between  using  a  R-S  inner  code  as  opposed 
to  a  convolutional  inner  code  is  negligible.  However,  it  must  be  noted  that  C+RS  concatenated  code  performances 
axe  given  in  terms  of  an  upperbound  pv(e) 

(u)  The  concatenated  code  decoded  bit  error  performances  at  ps(e)  —  10'*  are  compared  against  P  =  1/2, 
1/3,  and  1/4  convolutional  codes  (4j.  This  is  shown  in  fig  8  in  terms  of  required  Et/Nj  to  achieve  ps(e)  =  10'*. 
As  expected,  all  R  =  1/4  concatenated  codes  of  either  ianer/onter  code  rate  combination  outperform  the  R  =  1/2 
Viterbi  decoded  convolutional  code  in  all  cases  at  ps(e)  =  10'*.  For  example,  between  2  and  2.5  dB  of  coding 
gain  is  available  by  switching  from  a  single  R  =  1/2  Viterbi  decoded  convolutional  code  to  Hi  =  1/3,  Ro  = 
3/4  concatenated  codes  Not  as  significant  a  coding  gain,  between  0  5  and  1  dB  for  ps(e)  =  10'5,  is  achieved 
by  switching  to  R /  =  1/2,  Ro  —  1/2  concatenated  codes  from  R  =  1/2  Viterbi  decoded  convolutional  code. 
Compared  with  A  =  1/3  aid  R  =  1/4  Viterbi  decoded  convolutional  code,  the  Ri  =  1/3.  Ro  =  3/4  concatenated 
codes  perform  better  at  p*(e)  =  10'*  for  all  cases  but,  the  Ri  =  1/2,  Ro  =  1/2  concatenated  codes  perform  belter 
at  p»(e)  —  10'*  only  for  DPSK  modulation-  Aboal  1  dB  of  coding  gain  for  BPSK  and  1.5  dB  of  coding  gain  for 
DPSK  is  available  for  twitching  from  a  single  R  —  1/3  Viterbi  decoded  convolutional  code  to  either  Ri  —  1/3. 
Ro  —  3/4  concatenated  codes.  Conversely,  about  15  dB  of  coding  gain  for  BPSK  and  1  dB  of  coding  gain  for 
DPSK  is  available  from  switching  from  a  tingle  R  —  1/4  Viterbi  decoded  convolutional  code  to  either  Ri  =  1/3, 
Ro  —  3/4  concatenated  codes.  Therefore,  the  average  coding  gain  achieved  by  switching  to  Ri  =  1/3,  Ro  —  3/4 
concatenated  codes  from  the  best  single  R  =  1/2,  1/3,  and  1/4  Viterbi  decoded  convolutional  code  for  BPSK, 
whii.li  it  R  —  1/3,  and  foi  DPSK,  which  is  R  =  1/4,  is  1  dB. 

(a)  As  seen  from  fig.  8,  a  dear  cat  advantage  for  concatenated  coding  with  Ri  =  1/3  and  Ro  =  3/4  exists  for 
all  modulation  scheme*  at  p*(e)  =  10~V  Furthermore,  it  is  apparent  that  BPSK  requires  about  3  to  3  5  dB  less 
Et/Nj  than  DPSK  to  achieve  p »(e)  —  10'*  in  either  jamming  environments. 
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6  CONCLUSION  (u) 

(u)  In  this  paper,  the  performances  of  R  —  1/4  concatenated  codes  were  evaluated  for  different  modulation 
schemes  and  optimum  partial  band  jamming  environments.  Reasonable  approximations  were  made  rc  arrive  at 
result!  displayed  in  fig.  8,  If  greater  accuracy  is  desired,  some  of  the  simplifying  assumptions  cannot  be  used. 
Nevertheless,  from  this  study,  it  is  obvious  that  under  the  assumed  constraints  and  in  optimised  part, a)  band  noise 
and  tone  jamming,  concatenated  coding  provides  significant  coding  gain  in  terms  of  required  £»///j  for  BPSK 
and  DPSK.  Furthermore  the  advantage  of  using  a  lower  rate  inner  code  and  a  higher  rate  outer  code,  as  opposed 
to  equal  inner  and  outer  code  rates,  is  clear  cnt  for  the  modulations  studied  In  conclusion,  concatenated  coding 
using  Rt  —  1/3  and  Ro  —  3/4  is  very  robust  for  either  modulation  scheme  in  optimum  partial  7 and  noise  or  tone 
jammed  environments. 
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BH-  (u)  A  concatenated  coding  system  until  a  Reed  Solomon  or  convolutional  outer  code  and  convolutional  inner  code. 
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Fig.  2.  (u)  Partial  band  noise  jamming  of  FH  system:  Jammer  concentrates  power  in  a 
fraction  of  the  spread  spectrum  bandwidth.  Carrier  frequency  changes 
every  symbol  period. 
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Fig.  3.  (u)  Partial  band  tone  jamming  of  FH  system:  Jammer  concentrates  power  into 
multiple  tones  within  a  fraction  of  the  spread  spectrum  bandwidth.  Carrier 
frequency  changes  every  symbol  period. 
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fif  i.  (a)  Probata  lity  of  bu  error  (or  Uo*  frequency  hopped  BPSK  in  •  optimum 
parual  band  none  jamming  cfanoel 


fi*  S  (u)  Probability  of  bu  error  for  ikiw  frequency  hopped  BPSK  in  a  optimum 
partial  band  toot  tamouAg  channel. 


{»)  BER  for  Coded  DPSK  in  Optimum  Partial  Band  .Noise  Jamming  (uj  BER  for  Coded  DPSK  in  Oplimam  Partial  Band  Tone  Jamming 


*  (•>  of  tai  error  far  «k>«  (regency  hopped  DPSK  «  •  opomam  Fig  7  («)  Probed Ury  of  hu  enar  for  Uo*'  frequency  hopped  DPSK  in  a  optimum 

pvtnl  hand  me  jammvg  channel  p*tuJ  band  lone  jamming  channel 


(ap)  ‘  Nr  3 


l“J  Required  E^/W  (dB)  for  BER  =  LOe  -05 


8PSK  n  PBMJ  BPCX  n  PBTJ  OPSX  in  PBNJ  oF3K  m  PBTj 

Modulation  and  Optimized  Jamming  Environment 


B  C*RS/?^*l/3*^=3/4  £3  Caovohujonil  Code  R  —  1/  2 

B  C»  RS  R 1  *  1/2  R 0  *  1/2  □  Convohiuxial  Code*  =  1/3 

H  C»  C  s  l/J  =  3/4  |  Ccovoluijonal  Cade  R  ~  1/4 

B  C*  C  *f  -  1/2  Ra  -  1/2 

Fig  8.  (u)  Required  SNR  for  coded  BPSK  and  PPSK.  in  optimal  partial  band  noise  and  tone  jamming 
achieve  BER  =  I0e-05 
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iBUCrfustlon 

Two  advanced  Electonlc  Counter 
Countaraaaiure*  (ECCM)  enhancement  techniques  have 
been  ahown  to  significantly  improve  the  anti  jam 
performance  of  Clobal  Positioning  Systea  (GPS) 
receivers.  The  first  method.  Amplitude  Domain 
Processing  (ADP) ,  is  a  nonlinear  precorrelation 
processing  technique  which  adapts  to  a  changing 
ECU  environment  and  exploits  the  statistical 
properties  of  strong  nooCaueslan  jammers  to  sig¬ 
nificantly  reduce  their  effectiveness .  ADP  has 
been  demonstrated  in  hardware  agaluet  a  heavily 
Jammed  CPS  signal;  measured  performance  shows  a 
reduction  in  continuous  wave  (CM) ,  pulsed  CV  and 
swept  CV  jammer  power  of  16  dB  25  dB .  and  26  dJJ , 
respectively . 

The  second  technique.  Extended  Range  Adaptive 
Tracking,  is  a  correlation  process  which  optimally 
adjusts  cracking  loop  bandwidths  and  multiple  cor¬ 
relator  weights  in  response  to  changing  levels  of 
CPS  signal  dynamics  and  EQI  power  levels.  The 
extended  range  feature  tolerates  the  growth  of 
tracking  error  beyond  the  ±1  chip  conventional 
limit  to  *5  chips  to  guard  agalnac  loss-of-lock 
under  exceptionally  severe  combinations  of  Jamming 
and  dynamics  Analysis  and  simulation  ha  vs  shown 
that  this  technlqua  can  extend  the  receiver  track¬ 
ing  threshold  by  an  additional  26  dB  A  hardware 
demonstration  of  this  technlqua  is  currently  under 
development  Both  Extended  Range  Adaptive  Track¬ 
ing  and  ADP  are  eultable  for  efficient,  lev  power 
Very  Large  Scale  Integrated  Circuit  (VLSI)  imple¬ 
mentation 

tniinh  Pfl—xa  rtwiiitai  (WHO 

ADP  is  an  ECCH  technlqua  which  acts  to  Improve 
precorrelecton  signal - to-nolse  ratio  Co  enhance 
the  antljam  performance  of  e  CPS  receiver.  ADP 
exploits  the  ecatietlca  of  the  Jammer's  amplitude 
probability  distribution  function  by  deriving  a 
functional  vhlch  la  used  to  reassign  a  new  value 
to  each  of  the  ADP's  Input  samples  Reassignment 
is  performed  in  a  way  that  deemphaalte*  those 
samples  In  which  (lgnal  detection  le  unlikely, 
thereby  effecting  a  signal • co-nolee  Improvement 
ADP  has  been  shown  to  provide  significant 
rejection  of  all  currant  Jamming  throat*. 

ADP  la  a  signal  processing  technique  that  la  based 
on  statistical  decision  theory  (Ref  1)  In  which  a 
derived  optimal  nonlinearity  operates  on  the 
altitude,  r.  of  a  combined  strong  interference . 
n.  and  a  weak  signal,  t.  to  affect  signal -to-nolee 
<«*)  Improvement  The  non  1  Insert Cy  la  baaed  on 
the  aa^lltude  probability  distribution  function 
(R>F)  of  the  received  lnpmt ,  fm(r),  which,  under 
the  above  conditions,  can  be  approximated  by 

f,<r)  -  ft+fl(r)  -  f„(r)  (1) 


That  Is,  the  PDF  of  the  composite  input  Is  essen¬ 
tially  that  of  the  Interfering  weveform.  By  pro¬ 
cessing  this  Input  by  the  nonllneer  operator. 

g(r). 


S<  r> 


-  d( £n( r)/rl/dr 


(2) 


it  can  be  shown  that  SNR  cnhAncesent  will  occur  in 
all  cosas  in  which  the  interference  in  non* 

Gaussian . 


Amplitude  Domain  Processing  is  depicted  in  Figure 
1-  (See  Figures  1  through  18  on  peges  5  through 
12.)  The  incoming  wmfore  is  resolved  into 
inphase  (I)  end  quadrature  (Q)  c oapone n t s  in  an 
RF- to -baseband  converter,  and  are  transformed  to  a 
polar  representation  in  magnitude  (R)  and  phase 
<#)  The  phase  component  is  delayed  to  compensate 
for  an  equivalent  delay  associated  with  the  pro¬ 
cessing  of  the  signal's  aagnltude.  This  process¬ 
ing  consists  of  PDF  estimation  and  the  subsequent 
darivation  of  the  nonlinear  function  used  to  reas¬ 
sign  enhanced  value  to  each  input  sample.  These 
staples  are  then  retrans formed  to  quadrature  fora 
prior  to  final  correlation  and  date  detection. 

SlJWliUga 

A  simulation  of  ADP  was  conducted  for  the  case  of 
CV.  pulsed  CV  and  swept  CV  jasmer  (Ref.  2 ) 

Figure  2a  Illustrates  the  probability  density 
function  of  a  CV  jtMtr  generated  in  histogram 
fashion  and  Figure  2b  Is  the  derived  nonlinear 
sapping  function  These  plots  are  besed  on  2048 
9  bit  samples  of  the  signal’s  aagnltude-  When 
applied  to  the  Input  signal,  this  function  pro¬ 
duces  the  results  shown  in  Figure  1,  which 
Illustrates  e  comparison  between  the  ADP's  input 
end  output  power  spectral  densities.  ADP  has 
reduced  the  CV  j earner  to  the  level  of  the  beck- 
ground  noise  resulting  Ln  s  theoretical  3  dB  total 
noise  increase.  This  increase  Is  e  favorable 
tradeoff  when  vleiwd  In  the  context  of  significant 
jammer  reduction 

Figures  4  and  5,  respectively,  show  simulated  ADP 
performance  ln  the  case a  of  pulsed  CV  and  swept  CV 
jamming.  both  of  which  show  virtually  complete 
Jeamsr  rejection 

Figure  6(e)  Illustrates  en  ADR  architecture 
designed  to  minimise  else  end  uover  requirement* 

In  e  future  VLSI  Implementation  at  well  st  provide 
design  guideline*  In  a  neer-tirm  discrete  com¬ 
ponent  proof-of -concept  hertfumre  demonstration 
Figure  6(b)  It  en  eeeoclocod  sequencing  diagram  to 
llluetrato  Ito  operation  The  operations  of 
■madam  Access  Memory*  (IAN)  A.  I.  end  C  are 
Identical  but  offset  by  120  degree*  In  *  process¬ 
ing  cycle  consisting  of  throe  modes.  This  pre- 
vldss  for  the  continuous  gonsretlon  of  f(r)  from 


samples  of  r  while  allowing  time  fer  the  processor 
to  compute  g(r)  ,  thereby  providing  real-time  pro¬ 
cessing  of  the  Input.  During  Node  1,  histogram 
formation,  the  Input  data  addrosses  a  RAM.  incre¬ 
ments  Its  contents  by  one.  and  stores  the  results 
in  the  same  location.  After  2048  data  points  have 
been  similarly  processed;  Mode  1  Is  complete  and 
an  estimate  of  f(x)  is  contained  in  the  memory  in 
histogram  fashion. 

In  Mode  2.  a  counter  sequentially  addresses  the 
RAM.  thus  serially  reading  out  f(r) .  A  Finite 
Impulse  Response  (KIR)  filter  is  used  to  smooth 
the  function  to  reduce  errors  in  its  derivative. 
The  nonlinearity,  g(r),  is  then  computed  and 
stored  in  the  same  block  of  memory.  A  signal 
normalization  scale  factor  (SF)  is  alsc  computed 
from  g(r)  and  df(r)/d(r). 

During  Mode  3,  the  original  delayed  input  data 
addresses  the  memory  containing  g(r).  thereby 
mapping  itself  to  the  ADP  output.  The  memory  is 
Chen  cleared  to  again  begin  the  cycle. 

An  evaluation  of  the  -*^P  hardware  was  conducted 
with  inputs  consisting  of  a  CPS  C/A  code  signal  at 
the  LI  (1575  KHz)  frequency,  thermal  noise  and  a 
single  Jammer.  Power  spectral  densities  were 
measured  for  the  CV,  pulsed  CU  and  swept  CV 
wavefom  cases  before  and  after  Amplitude  Domain 
Processing.  The  measurements  ere  in  excellent 
agreement  with  simulation  results 

Figures  7,  8  and  9  show  the  measured  spectrum  at 
the  ADP  input  and  output  and  are  counterparts  to 
the  simulated  results  of  Figures  3.  4  and  S. 
respectively.  As  shown.  Jammer  rejection  is 
nearly  complete  in  all  cases.  Other  frequency 
components  are  present  in  the  upper  (input)  spec¬ 
trum  of  Figures  7  and  8.  These  spurious  com¬ 
ponents  appear  to  be  the  result  of  RF  receiver 
Implementation  anomalies  such  as  analog- to* 
digtral  (A/D)  converter  nonl Inearl t let  or  inter¬ 
modular!  on  products  It  is  Important  to  note  that 
ADP  tends  to  suppress  these  components  as  well  es 
the  Intended  JesMer.  The  decreasing  power  level 
of  the  input  swept  CU  jammer  shown  in  Figure  9  is 
the  result  of  low  peas  filtering  operation  applied 
at  the  A/D  input  prior  to  Amplitude  Domain  Pro¬ 
cessing.  As  predicted,  and  ee  shown  in  Figures  7 
ar.d  8,  background  noise  Increases  slightly  at  the 
ADP  output  when  a  j amer  Is  present  In  Figure  9 
the  noise  floor  at  the  ADP  input  is  obscured  by 
the  in- bend  aliased  second  hen  Uc  component  of 
the  swept  CV  JsMsr. 

In  addition  .o  substantiating  Jammer  suppression, 
tests  wars  performed  to  ensure  thee  ADP  processing 
does  not  have  s  deleterious  effect  on  the  CPS 
signal  itself.  The  reaults  of  post -correlation 
data  measurement a  ere  shown  in  Figures  10  through 
13  and  illustrate  data  recovery  performance  at  the 
ADP  output  Figure  10  shows  e  baseline  measure¬ 
ment  without  Jaslng,  resulting  In  ADP  processing 
of  the  CPS  signal  buried  in  additive  white  Causa 
lan  noise  The  measurements  consist  of  spectral 
analyses  of  a  equate  wave  which  was  substituted 
for  CPS  data  to  facilitate  evaluation 

flie  upper  half  of  Figure  10  shows  the  fundamental 
and  odd  uider  components  ot  the  waveform  with  ADP 
disabled  In  this  test,  dace  undergoes  forward 
and  inverse  coordinate  transformation  without 
Intermediate  processing  by  ADP  A  comparison  with 
the  lower  half  of  the  figure  In  which  ADP  resumrs 
operation  shows  minimal  degradation  of  the  data 
There  is  also  no  detectable  Increase  in  the  noise 
floor,  a  result  predicted  by  theory.  The  net 
result  Is  that,  in  the  absence  of  s  jsmner,  ADP 
process  no  eigrlf leant  degradation  of  SNR 


Figures  11,  12  ax*d  13  show  the  results  of  data 
measurements  with  and  without  ADP  processing  for 
the  cases  of  CV,  pulsed  CV  and  swept  CV  jamming, 
respectively.  In  Plgures  11  and  12,  ADP  is  seen 
to  suppress  tha  jammer  component  at  20  Hz  whereas 
the  spectrum  of  the  square  wsve  data  is  essen¬ 
tially  left  intact.  Vast  appears  to  be  an 
Increase  In  the  power  levels  of  the  square  wave 
Line  spectrum  is  attributed  to  D/A  decompression 
resulting  from  the  ADP  removal  of  the  high  level 
Jammer.  That  is.  In  the  absence  of  ADP  suppres¬ 
sion,  the  jamlng  waveform  tends  to  saturate  the 
D/A  resulting  in  decreased  gain  to  the  CPS  signal 
and  an  Increase  In  spurious  generation. 

Figvre  13  shows  data  recovery  with  ADP  operating 
on  a  swept  CV  Jammer.  Again,  the  spectral  com¬ 
ponents  of  the  square  wave  are  essentially  left 
intact  during  jammer  suppression. 

Extended  Ri’  CglTtlatiDIl  LX&Z1 
Extended  Ra.  .  Correlation  provides  a  means  of 
maintaining  code  lock  when  tracking  loop  errors 
exceed  chose  that  can  be  tolerated  by  a  standard 
correlator.  A  simulation  and  analysis  of  extended 
range  adaptive  tracking  has  shown  that  correlation 
over  ±5  code  chips  Is  sufficient  to  bound  code 
tracking  errors  under  combinations  of  Jamming  and 
dynamics  that  significantly  exceed  Chose  specified 
for  CPS.  An  XRC  design  based  on  this  an&lys is  La 
shown  in  Figure  14.  Samples  of  the  wideband 
signal  are  distributed  to  21  complex  correlation 
channels,  each  spaced  in  0.5  code  chip  increments 
to  subtend  the  required  range.  Spacing  is  con¬ 
trolled  by  correct  phasing  of  the  local  reference 
code  applied  to  each  channel.  The  indicated 
initial  integration  interval  following  code  remov¬ 
al  is  limited  by  the  decorrelat lng  effects  of  full 
carrier  Doppler  which  Is  removed  by  complex  multi¬ 
plication  prior  to  final  accumulation.  Total  XRC 
integration  time  can  be  varied  from  10  to  20  ■« . 

The  XRC*  a  initial  accumulators  also  decrease 
throughput,  thereby,  permitting  thu  implementation 
of  a  shared  muiitplier/f inal  accuswulator  to  effi¬ 
ciently  process  their  outputs.  A  Doppler  vipeoff 
signal  is  provided  to  the  multiplier  by  a  numeri¬ 
cally  controlled  oscillator/look-up  table  which 
derives  optimal  Doppler  frequency  estimates  from 
an  adaptive  carrier  tiacklng  loop.  The  XRC's 
fine)  outputs  art  sequentially  forwarded  to  en 
adaptive  loop  process  c  which  utilizes  measure¬ 
ments  of  dynamics  and  jamming  levels  to  optimally 
weight  each  correlr-  n  value  before  final  summa¬ 
tion  and  tracking  l  functions  illustrated  in 
Figure  lb  era  curre  r  being  Integrated  in  s 
single  VLSI  design  wil:  a  complexity  of  epproxi- 
mately  20.000  gates. 


The  design  of  the  coda  tracking  loop  for  the  XRC 
requires  that  c  sophisticated  approach  be  employed 
to  extract  maximal  information  from  the  available 
21  correlator  outputs.  Intuitively,  the  algorithm 
should  perform  two  functions:  (1)  process  the  XRC 
outputs  to  form  an  error  signal  chat  drives  the 
loop;  and  (2)  filter  the  error  signal  to  generate 
an  estimate  of  the  code  phase  delay  Moreover, 
both  functions  should  optimally  sdapt  to  CPS 
signal  dynamics  ar.d  Jamming  conditions. 

An  adaptive  tracking  loop  with  the  above 
properties  was  developed  for  the  XRC  using  methods 
from  nonlinear  filtering  theory  (Ref.  3)  The 
loop  baa  the  structure  sbovn  In  Figure  15.  which 
indicates  the  major  functions  of  the  XRC  and  its 
output  weighting,  the  filtering  functions  of  state 
estimation  and  covariance  propagation,  and  rate 
aiding  by  an  inertial  Navigation  System. 
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The  operation  of  the  adaptive  code  lc-op  is  most 
easily  understood  by  first  considering  its  estima¬ 
tion  covariance  algorithms.  The  estimation  algo 
rltha,  which  is  s  second-order  loop  that  estimates 
residual  code  phase  and  Its  rate,  performs  the 
usual  filtering  function  of  traditional  code 
tracking  loops.  However,  aa  is  typical  with  state 
estimation  algorithms,  and  in  contrast  to  typlcsl 
GPS  racelvsrs.  the  adaptive  loop  also  continuously 
adjusts  its  bandwidth  to  the  environment  by 
modifying  the  loop  gains  as  a  function  of  the 
estimated  Jamming  level  end  the  covariance  of  the 
estimation  error.  It  is  through  this  process, 
which  depends  upon  the  covariance  algorithm 
reliably  predicting  the  statistics  of  the  tracking 
error,  that  the  tracking  loops  can  respond  to  high 
dynamics  while  minimizing  the  effects  of  high 
JasAing.  This  covcrLance  algorithm  Is  similar  to 
that  found  In  standard  Kalman  flltett,  except  that 
Its  development  was  oased  upon  a  nonlinear 
measurement  model  of  the  XRC  operating  as  a 
square -law  detector.  The  algorithm  responds  to 
the  residual  acceleration,  which  is  a  function  of 
the  modeled  INS  error  parameters  and  the  instan¬ 
taneous  vehicle  dynamics,  and  to  the  Jamming 
environment .  which  can  be  estimated  fro®  outputs 
of  the  XRC  Since  the  algorithm  is  based  upon 
nonlinear  filtering  methods  with  covariance 
responding  directly  to  the  outputs  of  the  XRC,  the 
adaptive  tracking  loops,  in  contrast  to  those  of  a 
typical  Kalman  filter,  promises  Improved  robust¬ 
ness  because  its  estimation  error  directly  affects 
the  covariance  via  feedback  through  Che  cor¬ 
relator 

Following  an  estimation  of  residual  code  phase 
rate,  INS  rate-aiding  is  Introduced  to  develop  an 
estimate  of  1 ine -of • s ight  (LOS)  velocity.  This  is 
subsequently  Integrated  by  the  NCO  to  produce  an 
estimate  of  code  phase  delay,  which  closes  the 
loop  through  the  XRC .  INS  rate-aiding  lowers 
tracking  loo  bandwidth  requirements  by  reducing 
the  bandvidtn  of  the  signal  processed  by  the  code 
loop  That  Is.  the  loop  only  needs  to  track  the 
residual  between  the  tr_c  LOS  and  that  estimated 
by  the  INS  Consequent ly .  the  tracking  loop  can 
maintain  lock  under  high  Jamming  with  significant¬ 
ly  lower  bandwidth  to  improve  accuracy  by  provid¬ 
ing  a  lower-noise  code  phase  estimate 

The  XRC  estimator  and  coverlance  weights,  which 
are  computed  optimally  based  upon  the  solution  to 
the  nonlinear  filtering  problem,  are  driven 
primarily  by  the  variance  of  the  code  phase 
estimation  error.  In  severe  environmental  situa¬ 
tions  in  which  the  computed  variance  of  the  track¬ 
ing  error  is  large,  range  extension  occurs  with  an 
automatic  Increase  of  the  estimator  weights  for 
correlators  that  are  far -removed  from  the  on-time 
or  prompt  channel  As  environmental  conditions 
Improve  and  the  error  variance  decreases,  these 
weights  adjust  so  that  only  those  correlators  nasr 
the  on-tlme  estimate  ere  weighted  This  ensures 
that  the  code  phase  tracking  error  Is  always 
within  the  detection  envelope,  end  facilitates 
automatic  reacquis  1 c ion  of  the  code  phase  when 
conditions  Improve.  The  covarlence  weights  are 
adjusted  by  the  algorithm  to  ensure  that  tha 
statistics  of  the  estimation  error  are  consistent 
with  meesuremsnts  observed  / t  the  output  of  the 
XRC.  it  the  stiiuiaMiiii  Indicate  that  the  actual 
error  is  larger  than  tha  piedlcted  l- sigma  value, 
then  tha  weighted  XRC  measurements  tend  to  cause 
the  covariance  to  lncreaaa  Conversely.  If  the 
observed  tracking  accuracy  is  better  then 
predicted,  then  a  corrective  term  in  the  algorithm 
causae  the  covarlence  to  decrees#  As  en  overell 
consequence,  the  entire  tracking  loop  Is  less 
sensitive  to  modeling  and  measurement  errors  asso¬ 
ciated  with  residual  dynamics  and  the  Jessslng 
environment . 


The  adaptive  coda  tracking  loop  was  evaluated  via 
Monte-Carlo  simulation  of  a  variety  of  stressing 
scenarios  which  included  initial  acquisition  as 
well  as  tracking  of  both  CV  and  broadband  J am ing . 
Figures  16(a)  and  16(b),  respectively,  depict  tha 
U?S  acceleration  between  the  receiver  and  a  CPS 
satellite  and  the  simulated  jamming- to- signal 
(J/S)  ratio  at  the  receiver  input  for  a  broadband 
jammer.  Note  that  the  LOS  acceleration  varies 
between  ±6  g  with  Jerk  levels  in  excess  of  10  g/s , 
and  J/S  ranges  from  32  dB  to  80  dB  at  the  receiver 
input.  Under  these  conditions,  the  adaptive  loop 
performance  is  shown  in  Figure  16(c),  with  the 
solid  graph  representing  the  coda  phase  estimation 
error  and  the  dashed  graph  is  the  standard  devia¬ 
tion  of  the  error  predicted  by  the  covariance 
algorithm.  It  is  observed  that  the  tracking  error 
generally  remains  well  within  a  code  chip  (approx¬ 
imately  30  ■)  throughout  the  entire  scenario,  even 
during  periods  where  J/S  is  60  dB,  and  that  the 
computed  standard  deviation  of  the  code  cracking 
error  typically  agrees  quite  well  with  the  actual 
error. 

C,»rrlii,.,Lo9B  Baauiag 

The  conventional  approach  to  carrier  tracking  loop 
design  employs  a  Costas  tracking  loop  to  procsss 
the  on-tlme  correlator's  inphase  channel  to 
produce  an  estimate  of  the  encoded  data,  utilizes 
chat  estimate  to  data- demodulate  the  quadrature 
measurement,  and  filters  the  resulting  error 
signal  to  track  carrier  phase  and  Doppler.  Typi¬ 
cally,  the  Costas  loop  is  nonadaptive  and  there¬ 
fore.  suffers  performance  degradation  and  Loss -of* 
lock  when  jamming  and  dynamics  vary  significantly 
from  the  baseline  design  point. 

Two  features  which  provide  significant  benefit 
over  conventional  Costas  loop  are  INS  aiding  and 
adaptive  tracking.  As  in  the  case  of  the  coda 
tracking  loop.  INS  aiding  permit#  lover  bandwldths 
to  reject  Jammer  power  by  reducing  the  dynamics 
that  must  be  processed.  This  also  Improves 
accuracy  by  reducing  the  effects  of  J ammer - induced 
noise  on  the  carrier  phase  and  Doppler  estimates, 
but  primarily  serves  to  extend  the  receiver's 
lossof-lock  threshold  As  in  the  code  loop,  gain 
adaptation  improves  the  carrier  loop  performance 
by  optimally  adjusting  loop  bandwidth  in  response 
to  measurements  of  the  environment.  However, 
since  the  Doppler  -  induced  dynamics  processed  by 
the  carrier  iocp  are  significantly  higher  than 
those  of  the  code  loop,  a  sufficiently  accurate 
implementation  of  the  aiding  Measurement  requires 
a  more  detailed  sccountlng  of  error  sources 
including  lever  arm  effects  and  the  latency  and 
update  rate  of  the  INS  data 

The  adaptive  carrier  tracking  loop  operates  on  the 
XRC's  prompt  output  in  a  manner  analogous  to  the 
Costas  loop  discussed  previously  by  processing  the 
inphsse  channel  to  estimate  the  data  while  utiliz¬ 
ing  the  quadrature  channel  to  drive  the  tracking 
loop  (set  Figure  17).  However,  in  contrast  to  the 
Costas  loop,  which  Implements  a  hard  limiter  to 
estimate  the  date  bit  the  adaptive  carrier  loop 
employs  an  adaptive  soft  limiter  (or  a  hyperbolic 
tangent)  for  this  function  The  advantage  of  this 
approach ,  which  is  based  upon  maxitsum  likelihood 
estimation,  is  that,  whereas  in  high-jamming 
situations  the  hard  limiter  behaves  erratically  by 
responding  primarily  to  nolea.  tha  soft  llmitei 
adapts  to  the  predicted  tracking  arror  varianca 
and  the  computed  Inphase  noise  ver Lance  to 
Initiate  a  gain  reduction  when  conditions  at# 
severe,  thus  resulting  In  more  srabLe  operation 
Under  banign  conditions  of  tight  carrier  loop 
trecklng  and  negligible  Jamming  the  soft  limiter 
revert  to  a  hard  limiter 
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After  data  estimation,  che  quedreture  signal  ia 
data  damodulated  to  provlda  a  signal  proportional 
Co  cha  carrier  phase  cracking  error  for  che  loop 
filter .  The  loop  filter  Is  derived  using  non¬ 
linear  aacimacion  (Ref.  3)  and  conalata  of  a 
third-order  eetleacion  algorltha  Co  compute 
carrier  phase,  Doppler,  end  residual  acceleration 
An  additional  covariance  algorithm  is  used  for 
gain  adaptation  and  co  adjust  che  paraaeCcrs  of 
che  soft  lialcer. 

The  adaptive  carrier  loop  was  analysed  via  Konte- 
Carlo  simulation  for  e  variety  of  acenarlot, 
including  the  LOS  acceleration  profile  ahovn  pre¬ 
viously  in  Figure  16(e).  Of  primary  Interest  was 
the  J/S  lose -of- lock  thresholds  for  broadband  and 
CV  leaning  environments .  Under  the  ±6  g  accelera¬ 
tion  profile  It  vea  found  that  loaa-of-lock  occurs 
at  approximately  52  dB  for  the  broadband  case  and 
at  49  dB  under  CU  Jamming.  Thia  represents  as 
much  as  10  dB  improvement  over  traditional 
approaches.  Moreover,  Ch#  resulting  velocity 
error  ia  approximately  0.02  a/s  at  50  dB  of  broad¬ 
band  J aiming  and  48  dS  of  CU  Jamming.  The  carrier 
loop  cracking  error  response  to  45  dB  of  CU 
Jamming  is  shovn  as  the  solid  curve  in  Figure  18 
Note  that  the  spikes  occur  at  times  of  large  LOS 
Jerk  (»  10  g/s) ,  but  rapidly  decay.  The 
1-slgna  standard  deviation  cosputed  by  the 
covariance  algorithm  (dashed  curve)  la  shovn  to 
track  che  actual  error  closely 

Conclusions 

Implltude  Domain  Processing  and  Extended  Range 
Adaptive  Tracking  are  advsnced  signal  processing 
techniques  that  have  been  shown  to  substantially 
increase  the  ECCM  capability  of  GPS  receivers 
ADP  has  been  demonstrated  In  hardware  to  sig¬ 
nificantly  suppress  CU.  pulsed  CV  and  swept  CV 
jammers .  An  additional  significant  level  of 
jammer  rejection  Is  provided  by  Extended  Range 
Adaptive  Tracking  which  is  currently  being  Imple¬ 
mented  In  a  proof *of -concept  demonstration.  Adap 
tlve  tracking  loops  provide  an  advantage  over  con¬ 
ventional  tracking  loops  in  that  measurements  of 
Jamming  and  dynamics  are  used  to  optimize  tracking 
performance.  Extended  range  correlation  maintains 
code  lock  for  errors  greater  than  l  chip  and 
lowers  the  need  for  reacquisl tion  Overall,  the 
benefits  to  be  realized  by  these  advanced  signal 
processing  techniques  are  Improved  positioning, 
velocity  estimation,  free  Inertial  performance, 
and  faster  reacqul s 1 t ion .  Both  techniques  can 
provide  enhanced  baseline  ECCM  processing  for 
future  CPS  systems  snd .  ss  a  VHSIC/VLSI  insertion, 
can  provide  an  efficient,  near-term  performance 
upgrade  in  current  CPS  receivers 
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Figure  8  ADP  aeasured  performance  pulsed  CV  jamreer 
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Figure  9.  ADP  aeaaured  performance:  swept  CV  jemaer 
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Figure  11  ADP  data  recovery  pulsed  CV  Jamncr 
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Figure  16(e) .  LOS  acceleration. 
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Figure  16(b).  J/S  level*. 
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Figure  17.  Adaptive  Carrier  Tracking  Loop. 
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Figure  18  Adaptive  Carrier  Loop  performance 


Discussion 


Df  Vrtles.  UK 

If  ihc  adversary  knew  that  you  were  using  ADP,  whai  would  be  the  optimum  signal  he  should  use  to  achieve  maximum 
effectiveness  —  and  what  then  u  the  overall  effect  on  the  GPS  system? 

Author's  Reply 

ADP  provides  no  process  gain  against  Gaussian  jamming  and  multiple  jammers  that  tend  to  appear  Gaussian  at  the  ADP 
input.  Generating  a  purely  Gaussian  jammer  is  impossible  due  to  the  infinite  dynamic  range  necessary  A  clipped  Gaussian 
appears  optimal  at  this  ume.  ADP  will  provide  some  process  gain  against  this  jamming  formal  with  additional  f-C'CM  due 
to  the  reduced  ERP  At  this  ume  the  optimal  clipping  level  is  not  known. 


Question 

My  question  is  also  related  to  ADP.  If  for  ins  lance  the  jammer  is  a  constant-envelope  :>j>e  ilte  I  and  O  components  are 
correlated,  or  they  aren't  statistically  independent.  Did  you  take  into  account  this  effect  in  your  simulation'7 

Anther’s  Reply 

The  simulation  was  a  Monte-Carlo  simulation,  and  hence  it  included  a  software  replica  of  an  IF  to  baseband  convener  So 
it  did  very  well  simulate  the  correlation  between  I  and  Q  channels  for  a  CW  or  constant-envelope  jammer 
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The  antl-Jam  performance  of  fast  frequency  hopping  spread  spectrum  communications  is 
proportional  to  the  .-ado  of  the  spread  bandwidth  to  the  hop  rate.  In  fast  hopping,  there  are  J.2  1  hops 
per  data  symbol  transmitted,  to  the  presence  of  very  strong  Jammers.  Improvement  of  the  anti-jam 
performance  may  be  required.  Extra  ECCM  performance  can  be  obtained  by  using  the  redundancy.  L  in 
a  process  called  diversity  combining.  To  date,  the  predominant  type  of  diversity  combining  uses  some 
nonlinearity  to  reduce  the  effect  of  a  very  powerful  jamming  signal  on  a  few  of  the  L  hops.  Normalized 
envelope  detection  (NED)  Is  the  best  example  of  this  type.  A  new  type,  called  the  ‘moment 
subtraction"  method.  Is  Introduced  here.  Examples  of  both  types  are  described  and  then  error 
performance  results  are  presented  for  very  large  noise  and  multitone  Jamming  (SJR  -  0  dB).  It  is  found 
that  bit  error  rates  as  high  as  0.4  can  be  reduced  to  <0. 1  for  L  <  10  by  both  types  of  diversity  combining 
and  that  one  of  the  moment  methods  does  even  better  than  the  baseline  NED  method. 


1  Introduction 

Frequency  hopping  (FH)  spread  spectrum  (SS)  is  a  very  powerful  ECCM  technique  for  combatting 
the  effects  of  Jamming  on  digital  radio  links.  A  number  of  current  military  radio  systems,  both 
terrestrial  and  satellite,  use  FH  for  antl-Jam  protection.  FH  has  become  the  5S  technique  of  choice  in 
applications  where  very  strong  Jammers  are  a  threat-  This  popularity  over  other  SS  techniques  arises 
from  the  combination  of  two  facts:  the  antl-Jam  protection  afforded  by  any  SS  system  is  proportional  to 
the  spread  bandwidth  and.  for  a  number  of  practical  Implementation  reasons,  it  is  easier  to  implement 
the  largest  spreading  with  FH. 

In  strong  Jamming,  fast  FH  becomes  necessary  and  Is  the  form  considered  in  this  papier  Here,  fast 
hoppitng  is  In  the  relative  sense,  and  means  that  the  hop  rate  is  greater  than  or  equal  to  the  data  symbol 
rate.  It  Is  assumed  here  that  the  absolute  hop  rate  is  sufficiently  high  so  as  to  eliminate  follower 
Jammers  as  a  threat. 

The  usual  assumption,  that  the  Jammer  has  a  limited  average  power  but  can  arrange  this  piower  so 
as  to  cause  the  worst  (highest)  error  performance  in  the  communications  link,  is  used  here.  It  is 
further  assumed  that  the  Jammer  knows  all  the  parameters  of  the  FH  link  except  the  pseudo-random 
hopping  piattem  An  intelligent  jammer  of  intermediate  piower  level  has  available  some  simple  Jammer 
EC3M  strategies  that  can  make  much  more  effective  use  of  the  available  Jamming  piower  and  degrade 
communications  performance  well  below  that  expected  for  a  given  Jammer  level  1 1 )  These  strategies 
Include  partial -band  noise  (PBN)  Jamming  and  multiple-tone  (MT)  Jamming  |1).  Fortunately,  such 
EC3M  Jammer  strategies  can  easily  be  countered  by  forward-error-co erection  (FEC)  techniques.  |2) 

if  the  Jammer  has  sufficient  power,  then  the  worst  case  EC3M  Jamming  strategy  becomes  the 
simple  one  of  spreading  the  Jamming  uniformly  across  the  hopping  band.  Under  such  conditions,  the 
error  rate  becomes  unacceptably  high,  even  with  a  combination  of  fast  FH  and  normal  FEC  coding.  The 
reason  for  this  breakdown  Is  that  FEC  coding  la  normally  used  to  reduce  a  moderate  hlt-erroi  rate 
(BER)  (<10~3)  to  less  than  a  target  BER.  say  <10~9.  Since  In  strong  jamming  the  BER  at  the  Input  to 
the  decoder  may  be  >10'1.  an  intermediate  step  is  required.  Fortunately,  an  EC4M  technique  called 
"time  diversity  is  available  to  provide  this  step.  It  involves  the  use  of  redundancy  by  re  pirating  the 
transmitted  symbol  on  L  hopjs  at  the  expjense  of  bit  rate.  This  simple  diversity  can  be  viewed  as 
repetition  encoding  At  the  receiver,  the  received  L  ho  pis  must  be  combined  In  some  manner  so  as  to 


determine  the  actual  symbol  transmitted.  A  variety  of  such  diversity  combining  techniques  have  been 
devised. 

A  good  diversity  combining  technique  should  not  only  jtw  good  performance  enhancement  against 
large  levels  erf  PBN  or  MT  Jamming,  but  also  be  robust  to  changes  in  Jamming  strategy.  Although 
numerous  techniques  have  been  proposed,  only  a  relatively  small  number  satisfy  both  of  these  criteria 
In  this  paper,  the  best  of  these  diversity  combining  techniques  are  discussed.  A  new  class  of  diversity 
combining  that  uses  moment  subtraction  techniques  is  introduced. 

First  in  this  paper,  the  basic  fast  FH  system,  and  the  signal  and  interference  are  described.  Next 
the  concept  of  processing  gain,  when  FH  and  diversity  combining  are  combined,  is  discussed.  Then 
diversity  combining  in  general  is  described  followed  by  a  discussion  of  the  two  principle  forms,  namely, 
across— bin,  and  a  cross-hop  diversity  combining.  Finally,  simulation  performance  results  are  presented. 


2  FH  System  Description 

The  system  model  considered  in  this  paper  is  shown  in  Fig.  1.  Transmitted  signals  are 
noncoherent  M  ary  frequency  shift  keyed  fMFSK)  orthogonal  signals  that  frequency  hop  over  a  total 
spread-spectrum  bandwidth  of  Wst.  The  Af-ary  symbol  rate,  Rs,  is  related  to  the  bit  rate.  Rj,.  by  Rs  *  Rb 
/log^M  .  The  hop  rate  is  Rh  so  that  the  diversity  level  is 

L-Rt,  /  Rs  i1* 

It  ts  aMnivd  here  that  the  hop  period.  T>,_  is  Th  «  1  /  Rh  The  frequency  hopping  pattern  is  generated 
from  a  pseudo-random  (PN)  sequence  which  can  be  encrypted  (transec)  to  prevent  an  ei.emy  from 
determining  the  sequence.  The  smallest  step  size  between  two  adjacent  hop  frequencies  should  be  no 
more  than  Rh  and  generally  Is  less  In  order  to  defeat  certain  Jammer  strategies.  Multiple  users  can 
easily  be  accommodated  by  use  of  frequency  division  multiple  access  (FDMA) 

At  the  receiver,  the  signal  is  dehopped  by  mixing  with  a  replica  of  the  original  hopping  pattern 
The  AfFSK  signal  is  demodulated  by  a  bank  of  M  matched  filters.  A  good  method  of  performing  this 
demodulation  and  simultaneously  separating  multiple  users  is  to  use  a  Fourier  transform  processor 
which  is  mathematically  equivalent  to  the  bank  of  matched  filters  The  output  of  the  transformer  is 
envelope  detected  and  then  sampled  to  give,  for  the  tth  hop  and  the  mth  frequency  bin.  the  sample 

T.mi.  where  m  -  1.2.  .M,  and  I  =  1.2 . L  For  L  hops,  there  are  LM  envelope  sample  values  available  for 

determining  which  of  the  M  possible  symbols  was  actually  transmitted. 


FIG.  l.  A  block  diagram  of  the  fast  frequency  hopping  M-ary  NCFSK  system 


3  S^nl  Mid  htriWBM 

The  power  to  a  received  M~«iy  signal  tone  Is  Ps.  so  that  the  energy  per  symbol  ts  Eft  «  PsTh.  The 
receiver  system  notoe  to  assumed  to  be  additive  white  Gaussian  noise  (AWGN)  with  single  sided  power 
spectral  density  The  signal  to  noise  ratio  used  here  is  then  SNR  «  Eh  /  Na  . 

The  total  average  jamming  power  to  assumed  to  be  United  to  some  value  Jt  The  jamming  can  be  in 
the  form  of  AWGN  or  in  the  form  of  trams. 

For  noise  jamming,  a  jamming  noise  power  spectral  density  is  often  defined  as  J0  »  J,  /W’M  which 
ts  the  power  density  that  would  occur  if  the  jamming  power  were  uniformly  spread  across  the  entire 
hop  bandwidth.  The  effective  partial-band  ncdsc  (PBN)  SJR  is  then  SJRpbn  *  Eh  I  Jo  ■  for  PBN 
jamming,  a  fraction  y  of  the  band  WM  is  jammed  at  a  power  density  of  Ja  /y,  and  the  remaining  traction 
ly  of  the  band  is  not  jammed. 

For  tone  jamming  a  spectral  density  Is  not  meaningful.  The  starting  point  for  defining  an 
equivalent  multi-tone  SJR.  ts  to  calculate  the  power  Pj  in  a  single  tone  If  the  total  jamming  power.  Jt . 
were  spread  in  N  tones  at  a  spacing  of  Rh  across  the  band.  yWss,  so  that  N  »  yW'5t  / Rh .  Here  it  is 
assumed  that  the  Jammer  Is  the  worst  case  in  Houston's  sense  [1]  so  that  in  the  bands  jammed,  there  is 
only  one  Jamming  tone  per  M-axy  channel  Thus  the  effective  SJR  is  SJR&cr  “  fM/y)  (Ps  /  Pj). 

For  this  paper,  it  will  always  be  assumed  that  the  effective  SJR  is  low,  say  S  5  dB  For  such  levels,  it 
can  be  shown  (51  that  for  worst  case  Jamming  with  either  PBN  or  MT  jamming,  y  *  1.  i.e.,  the  jamming 
is  spread  uniformly  across  the  entire  hop  band.  W&  .  Therefore,  we  always  use  y  -  1  here,  so  that 

SJRpbn  *  Eh  /Jo  (2a) 

and  SJRut  •  M Ps  /  Pj .  (2b) 

The  above  parameters  were  defined  at  the  input  to  the  receiver  in  Fig  1.  For  the  subsequent 
analysis,  the  parameters  at  the  output  of  the  Fourier  transformer  are  of  more  interest  and  are  now 
given 

The  envelopes,  irru  *t  the  output  of  the  FT  device  can  be  expressed  in  terms  of  two  components 

*mi  -  (->4,  y%Jl/2  (3) 

If  the  Input  interference  consists  of  system  noise  plus  full  band  noise  Jamming  then  the  two 
components  are 

Xml  -  4»m  oosfl,  +  Ocat  (4a) 

and 

ymi  m  Atm  sindi  +  n*mi  (4b) 

where  the  signal  amplitude  is 

A.m  -  21EhTh  -  2T„l'P,  «  A,  in  the  signal  bin 


»  0  In  the  other  M  1  bins  ( 5 ) 

The  noise  interference  components,  rv  and  n(.  are  Gaussian  random  variables  with  zero  mean  and 


variance 

a3  »  (Nj  *  J0)Th  (6) 

where  N0  *  Ja  is  the  sum  of  the  system-  and  Jamming-noise  power  spectral  density  before  the  Fourier 
transform.  The  signal  to  Interference  ratio  to  then  SIR  *  EhAN0  ♦  J0)  .  The  parameter  6t  is  a  random 
phase  uniformly  distributed  between  0  and  2% 

If  the  input  interference  consists  of  system  noise  plus  MT  Jamming,  then  the  two  components  of 
are 

*mi»  A.m  cose,  V  rVmj  +  A/iml  cos#,  (7a) 


and 


•  A,m  sinS,  *  n.m,  ♦  A/tm)  sine, 


(7b) 


where  ♦,  is  a  uniformly  distributed  random  phase  between  0  and  2k.  For  worst  case  (Houston's  sense) 
jamming  there  Is  a  single  Jamming  tone  located  randomly,  hop-to-hop,  in  one  of  the  M  bins  at  a  power 
level  of  HP)  The  amplitude  of  the  Jamming  tone  alone  to 


A,  ( Cm)  -  2  ThJWrJmAji 

-  0 


in  the  jammed  bin  on  the  Ith  hop 
Ui  the  M- 1  non  Jammed  bins. on  the  Ith  hop. 


(8) 
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The  "1"  In  the  subscript  of  Aj\  indicates  that  there  is  only  a  single  jamming  tone  per  M-ary  channel. 
The  value  of  Pj  Ls  found  from  the  given  SJRmt  by  (2b)  for  y  =1  and  worst  case  Jamming  In  Houston's 
sense.  For  more  than  one  jamming  tone,  the  relation  (2b)  can  be  modified  appropriately. 

For  noise  interference  only,  l.e.  no  tones,  the  probability  density  function  (pdf)  of  the  envelopes  zm( 
is  Rician  (3).  The  moments  of  Interest  here  are  the  first,  second  and  fourth,  given  by  (3] 

Bz]  *  (fix/ 2  exji-AjnJAo*) ;( 1  +  A^nJla1)  foUjm/4cr2)  +  (A^m/203)  fiU?m/4o3)j  (9) 

B[Z2}  m  2ff2  *  Asm  (10) 

and 

E [z*]  -  8cr*  *  8 +  (  1  1 ) 

For  system  noise  plus  tone  jamming,  the  pdf  becomes  more  complicated  than  Rician  because  of  the 
interaction  of  the  signal  and  jamming  tones  according  to  (7a)  and  (7b).  However,  if  the  SNR  is 
sufficiently  high,  then  the  slight  effect  of  the  system  noise  can  be  ignored  and  the  probability 
distribution  of  each  bln  on  each  hop  can  be  found.  Regardless  of  the  form  of  interference,  the  one-half, 
first,  second  and  fourth  moments  are  calculated  from  the  envelope  measurements  Zm,  by 


n  p  rji  ■ 


.p 

* mi 


p  =  1  /2.  1 ,  2,  and  4 


(12) 


respectively.  In  the  moment  methods  of  diversity  combining,  these  estimates  of  the  moments  are  used 
in  various  combinations 


4  Processing  Gain 

A  measure  of  the  performance  improvement  of  a  spread  spectrum  system  is  the  processing  gain. 
The  concept  of  processing  gam  ls  valid  only  for  noise  interference  that  is  spread  uniformly  across  the 
spread  band.  IVSS.  For  other  types  cf  Jamming,  such  as  PBN  and  MT  jamming.  PG  has  less  significance 

Nonetheless,  it  can  be  used  as  an  ideal  objective  at  which  to  aim.  It  is  particularly  applicable  when 

diversity  combining  is  used  because  then,  the  worst-case  jamming  distribution  is  uniform  noise  or 
multitone  lamming  across  the  entire  band.  Therefore,  the  Jammer  is  forced  to  broad  band  Jamming 
which,  fortuitously,  ls  the  condition  under  which  Ffi  performs  the  best! 

It  ts  common  to  define  the  processing  gam  of  an  SS  system  as 

PGS,  =  Wss  /  Rfc  (i3) 

where  fib  is  the  information  bit  rate  For  fast  Ffi  this  definition  is  incorrect  ani  gives  an  optimistic 
value  comjiared  to  the  correct  definition 

POrh  “  Wss/R„  (141 

This  definition  Is  justified  by  a  simple  argument.  The  effective  ,amming  power  spectral  density  for 
wideband  noise  was  seen  to  be  J0  -  Ji  /  W’ss  For  the  signal,  recall  t he  t  E>x  -  Ps  /  R„  Thus  the  effective 
SJR  defined  by  (2a)  can  be  rearranged  to  give,  for  .’.'ll  band  noise  jamming 

ns, 

which  shows  that  the  effective  SJR  is  the  actual  Input  SJR  Increased  by  a  lactor  which  is  PCp ,  defined 
by  (14)  Therefore.  (14)  represents  the  improvement  In  perfoi  mani  e  of  an  FH  system  In  the  presence 
of  wideband  noise  Jamming 

If  the  Jammer  uses  PBN  or  MT  Jamming  strategies,  definition  (!4)  for  PCt,h  becomes  meaningless 
and  the  PG  actually  achieved  can  be  tens  of  dB  below  that  predicted  by  (14)  For  larger  ’values  of 
effective  SJR,  say.  about  210  dB,  this  very  large  degradation  in  performance  can  be  mostly  recovered 
with  standard  errr>r-eerT<“ct(ein  (EC)  coding  techniques  |2j. 

If  the  Jamming  is  large,  say  SJR  «  10  dB.  then  the  processing  gain  defined  by  (14)  will  not  be 
sufficient  to  provide  a  large  enough  effective  SJR  to  result  In  an  acceptable  bit  error  rate  (HER)  If  Rs  < 
Rb  .  there  Is  a  redundancy  arising  from  the  diversity.  L.  given  by  (1),  that  can  be  exploited  to  obtain 
additional  processing  gain  which  ts  denoted  the  diversity  processing  gain 

PC,Lm  R^/R,  (16) 

It  is  not  yet  known  If  PCi  gtven  by  (16)  can  be  obtained,  or  if  It  is  even  a  limiting  factor  from  some 
results  to  date  It  appears  that  it  can  not  only  be  achieved,  but  exceeded 
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In  order  to  exploit  the  potential  PG  arising  from  the  diversity  redundancy,  a  means  of  diversity 
combining  at  the  receiver  Is  required  and  is  the  subject  of  this  paper.  This  diversity  can  be  viewed  as 
(L.  1)  repetition  coding. 


5  Diversity  Combining  in  General 

The  LM  envelope  samples,  Zmi  collected  on  L  hops  in  the  M  bins,  are  available  to  make  a  decision 
as  to  which  one  of  the  M  symbols  was  actually  transmitted. .  An  example  of  a  set  of  LA 1  such  samples  is 
shown  in  Fig.  2  for  tone  ■amming  plus  system  noise.  In  this  example.  M«8.  and  L-7.  The  system  noise 
is  seen  to  cause  the  signal,  located  here  in  bln  number  1.  to  vary  in  amplitude.  The  system  noise  in  the 
non-signal  bins  is  omitted  for  clarity.  The  following  heuristic  discussion  on  diversity  combining  is  for 
the  tone  Jamming  example  of  Fig.  2  but  Is  equally  valid  for  noise  Jamming. 


Zmi 


T  -  SIGNAL  TONE 
+  SYSTEM  NOISE 


Fig.  2.  Example  of  the  Lx  M  matrix  of  samples.  Zmi  ,  for  tone 
lamming  System  noise  causes  the  signal  level  to  vary  The 
system  noise  in  the  non-signal  bins  Is  omitted  for  clarity 


Linear  diversity  combtntng  can  be  considered  the  basic  or  baseline  diversity  combining  method  in 
that  the  LM  values.  zm<  are  not  preprocessed  In  any  manner.  In  linear  combining,  the  L  values  in  each 
frequency  bln  (see  Fig  2|  are  added  to  form  the  M  sums 

L 

y<n  “  X  Zml  (17) 

tel 

The  bln  w.th  the  largest  sum.  ym.  Is  declared  to  correspond  to  the  received  symbol.  Linear  combining 
can  be  vieweu  as  soft  decision  decoding  of  the  (L.  1)  repetition  code.  This  method  works  well  in  wide 
band  noise  but  is  very  susceptible  tc  jammer  strategy  attacks.  For  example,  a  single  large  tone  in  one  of 
the  non-signal  bins  on  Just  one  hop  could  cause  a  symbol  error 

In  an  attempt  to  overcome  the  considerable  vulnerability  of  linear  combining  to  jammer  strategy 
changes,  a  wide  variety  of  other  diversity  combining  techniques  have  been  devised.  These  techniques 
can  be  divided  into  two  types  that  depend  upon  whether  the  initial  processing  of  the  samples  zmt  is 
done  across  bins  on  each  hop.  or  across  hops  on  each  frequency  bin.  They  will  be  called  here,  across- 
bln,  and  acroaa-hop  diversity  combining,  respectively. 

In  the  across-bin  approach,  on  each  hop  (see  Fig.  2)  the  M  values  of  zm(  are  processed  tn  a  manner 
that  reduces  the  effect  of  non- signal  bins  containing  very  large  Jammers  Numerous  nonlinear 
operations  have  been  suggested  to  Implement  this  reduction  This  operation  results  In  M  modified 
values.  *  mi  ,  for  the  llh  hop.  Then  the  L  modified  values  are  added  to  form  the  M  sums 


ym  m  ^  t  mi 

tol 

Again,  the  bln  with  the  largest  sum.  ym.  is  declared  to  correspond  to  t1  -  received  symbol 


(18) 
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In  acro6s-hop  diversity  combining,  the  L  values  of  Zmt  are  processed  in  each  bin  to  produce  a  single 
value,  ym  .  Once  again,  the  largest  value  of  ym  is  declared  to  correspond  to  the  received  symbol.  The 
processing  across  the  hops  is  designed  to  reduce  the  effects  of  Jamming. 

Since  the  across-bln  and  across- hop  combining  methods  can  be  considered  orthogonal  methods, 
there  is  some  thought  that  it  might  be  possible  to  apply  both  techniques  simultaneously.  No  significant 
work  has  yet  been  dor.e  on  this  possibility.  The  major  difficulty  is  determining  two  good 
complementary  methods. 

Many  methods  have  been  proposed  that  use  "side  information."  By  some  means,  one  attempts  to 
determine  if  a  particular  hop  has  been  jammed  or  not  and  to  use  this  information  to  either  discard 
Jammed  hops  entirely,  or  to  assign  a  quality  value  to  the  hop.  There  are  considerable  disadvantages  to 
the  use  of  side  information.  First,  the  side  information  tends  to  be  unreliable  and  can  complicate  the 
overall  system  qul'.e  considerably.  Secondly,  diversity  combining  approaches  we  have  looked  at  are 
prone  to  simple  Jammer  strategy  attacks  tnat  make  performance  worse  than  If  side  Information  were 
not  used.  The  worst  disadvantage  la  that  in  the  presence  of  very  large  jamming,  which  is  of  interest 
here,  all  hops  could  be  Jammed,  rendering  side  information  useless.  Thus,  we  do  not  consider  side 
information  here. 

If  at  the  transmitter,  the  diversity  repetition  L  is  replaced  by  a  low-rate,  r  «  1/L.  EC  encoding  [4), 
then  at  the  receiver,  the  diversity  combining  becomes  decoding.  In  effect,  a  more  complex  code 
replaces  the  simple  (L.  1)  repetition  code.  Generally,  hard  decisions  are  required  before  the  decoding 
because,  otherwise,  the  Jammer  could  devise  some  simple  counter  strategies  to  nullify  the  benefits  of 
the  coding  Low  rate  encoding  has  the  major  disadvantage  of  being  somewhat  more  complex  to 
Implement  than  the  diversity  methods  considered  here.  Also,  there  is  little  flexibility  to  change  the 
code  rate  as  compared  to  simple  diversity.  There  Is  concern  that  low-rate  coding  may  exhibit  the  same 
failure  mechanism  found  in  high-rate  codes  where  the  output  error  rate  of  the  decoder  becomes  higher 
than  the  Input  error  rate  once  a  certain  input  error  rate  is  exceeded  Since  the  application  here  is  to 
very'  low  SJR.s,  the  input  error  rate  is  expected  to  be  very  high  so  such  a  failure  would  be  likely,  and  is 
therefore,  unacceptable  Finally,  it  appears  from  early  results  that  some  of  the  diversity  combining 
techniques  considered  here  perform  as  well  or  better  than  low-rate  EC  coding  even  if  the  other 
problems  can  be  overlooked.  Therefore,  low-rate  EC  coding,  beyond  an  (L.l)  repetition  code,  is  not 
considered  In  any  depth  in  this  papier 


6  Across-bin  Diversity  Combining 

Although  a  large  variety  of  across-bln  diversity  combining  techniques  have  been  discussed  in  the 
literature,  we  will  htghllgh*  Just  a  few 

Hard  decision  majority  vote  (HDMVj  (51.  )I|  is  probably  the  earliest  and  simplest  of  the  nonlinear 
diversity  combining  methods.  It  consists  simpiy  of  choosing  the  bln  with  the  largest  value  on  each  of 
the  L  hops  The  bin  with  the  most  votes  is  declared  to  correspxmd  to  the  received  symbol  It  works 
moderately  well  against  tone  Jammers  and  is  not  degraded  by  changes  In  Jammer  strategy’.  Some 
analysts  Is  found  In  (5|  and  (11.  and  results  for  L  =  3  to  9.  and  for  M  from  2  to  16  are  given  In  |lj  The 
HDMV  combining  method  also  can  be  viewed  as  hard  decision  decoding  of  the  (L.l)  repetition  code. 
Since  it  discards  useful  Information  in  forming  the  hard  decisions,  it  tends  to  be  a  poor  performer 
From  another  viewpoint,  it  can  be  seen  as  being  at  the  extreme  end  of  the  across-bln  methods  with 
linear  combining  being  at  the  other  extreme  AH  other  across-bln  methods  fall  between  these  two 
extremes. 

There  are  numerous  methods  of  diversity  combining  that  attempt  to  reduce  the  effect  of  very 
strong  Jammers  occurring  on  the  occasional  hop  without  going  to  the  extreme  of  the  HDMV  method.  A 
few  of  these  are  discussed  below. 

Ratio-threshold  combining  (61  provides  some  protection  against  worst  case  jamming,  but  a  means 
of  determining  the  proper  threshold  is  required.  Similarly,  the  clipping-combining  technique  |7)  clips 
large  signal  levels  to  a  value  determined  by  measuring  the  output  voltage  level.  In  practice,  this 
measurement  can  be  difficult  to  obtain,  and  can  vary  greatly  from  hop  to  hop.  Both  of  these  methods 
require  external  Information  and  Involve  the  setting  of  levels  or  thresholds  which  makes  them 
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vulnerable  to  Intelligent  or  powerful  Jammers.  In  this  paper,  we  consider  only  those  combining 
techniques  that  use  the  UA  samples  alone  to  provide  the  most  robust  performance  possible. 

The  normaltzed-envelope  detection  (NED)  method  (81  has  stood  the  test  of  time.  It  performs  as 
well  or  better  than  all  the  other  across-bln  diversity  combining  techniques,  is  robust  to  changes  in 
Jammer  strategy,  and  is  relatively  easy  to  implement  In  real  time  [91.  NED  combining  will  be  used  here 
as  the  premier  example  of  across-bln  combining.  In  the  NED  combining  method,  the  envelope  samples 
in  all  M  bins  for  the  lth  hop  are  normalized  by  dividing  by  their  sum  to  give  a  normalized  set  of  values 

u 

1  J  /  X  ^  itu  ^ 


0"* 


(19) 


At  the  end  of  L  hops,  the  L  values,  £7m< ,  In  each  bln  are  summed  according  to 

L 

Wm*  X  5mi  .  (20) 

hi 

and  the  ym  with  the  largest  value  is  declared  to  correspond  to  the  symbol  received.  The  normalization 
process  ( 19)  reduces  the  effect  of  very  large  Jamming  signals. 

There  are  a  number  of  combining  techniques  that  operate  in  a  manner  similar  to  NED.  In  the  list- 
metric  method  (10).  each  oi  the  M  bins  on  each  hop  is  given  a  weight  according  to  Its  rank  in  an 
ordered  list.  The  weighting  scheme  is  dearly  Important  and  is  chosen  to  reduce  the  effects  of  very 
large  Jamming  tones.  At  the  end  of  L  hops,  the  L  weights  for  each  frequency  bln  are  combined  In  some 
manner  and  the  largest  chosen.  It  is  probably  slightly  more  difficult  to  implement  than  NED  and  should 
perform  about  as  well.  In  ratio-statistic  combining  (6).  the  M  sample  values.  zmt.  on  each  hop  are 
divided  by  the  maximum  of  the  M  samples.  Thus,  the  largest  bln  will  have  a  modified  value  of  unity, 
regardless  of  the  amplitude  of  any  Jamming,  and  all  other  bins  will  have  a  smaller  value.  It  is  slightly 
more  difficult  to  Implement  than  NED  and  should  perform  about  as  well.  Another  method  closely 
related  to  NED  is  self-normalizing  combining  (11). 


7  Acro**-hop  Diversity  Combining 

There  seems  to  be  far  fewer  across-hop  methods  of  diversity  combining  than  the  large  number  of 
across-bln  methods.  The  only  across-hop  method  known  to  the  authors  until  now  is  the  order-statistic 
method  (12).  In  this  method,  the  largest  value  in  each  of  the  M  bins  is  discarded.  Then  the  linear  sum. 
as  in  (17).  is  made  of  the  remaining  L-\  values  and  the  bln  with  the  largest  sum  is  chosen.  Although 
this  method  throws  out  information,  it  seems  to  perform  reasonably  well. 

A  new  form,  a  far  as  we  know,  of  across-hop  diversity  combining  was  Introduced  in  |13)  It  is 
called,  for  lack  of  a  better  name,  "moment  subtraction"  diversity  combining.  In  this  approach,  the  L 
samples  in  each  bln  are  considered  together.  Because  this  topic  Is  new.  it  will  be  described  In  more 
detail  than  were  other  combining  methods. 

To  explain  the  method,  consider  the  stgnal  bln.  bln  number  1,  In  Fig.  2  The  sample  values  zn 
fluctuate  because  of  the  system  noise  and  because  a  Jammer  tone  hits  one  of  the  hops  However,  the 
sample  values  should.  Ui  the  absence  of  any  Interference,  be  constant  and  equal  the  amplitude  of  the 
signal.  Similarly,  the  value  of  the  samples  In  the  non-signal  bins  fluctuates  because  of  system  noise  and 
interference,  but.  In  the  absence  of  any  Interference,  the  samples  would  be  constant  with  amplitude 
zero.  Therefore,  the  approach  taken  is  to  consider  any  fluctuations  over  L  hops  in  any  of  the  M  bins  to 
be  caused  by  interference.  Various  moments  of  the  L  samples  are  calculated  and  are  used  in  a 
subtraction  process  in  an  attempt  to  reduce  the  fluctuations  and  make  a  better  estimate  of  the  base 
amplitude  (A,  in  the  signal  bln  and  zero  in  the  M- 1  non-signal  bins)  The  bin  with  the  largest 
amplitude  after  the  moment-subtraction  process  has  been  completed  is  selected  as  the  one 
corresponding  to  the  received  symbol. 

At  this  writing,  three  forms  of  moment  subtraction  have  been  considered  and  are  named  the 
fourth-and-second  moment  (4-2M)  method,  the  second-and-ftrst  moment  (2-1M)  method,  arid  the 
flrst-and-one-half  moment  (1-1/2M)  method,  after  the  moments  used  In  the  particular  method  Note 
that  the  "one-half  moment"  Is  not  a  formally  known  moment  but  Is  found  useful  here. 

The  basis  of  the  moment  subtraction  method  esme  from  the  observation  in  (14)  that  in  the  presence  of  AWGN 
only,  the  moments  in  (10)  and  (1 1)  can  be  combined  to  give 
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Note  that  in  this  operation,  the  resultant  is  the  desired  signal  to  the  fourth  power  with  no  interference 
whatsoever!  "This  equation  was  used  directly  to  generate  the  (4-2M)  method.  The  estimates.  and 
Him  .  of  the  fourth  ami  second  moment  from  (12)  are  calculated  for  each  of  the  M  bins,  and  then  these 
two  are  combined  according  to 

0 m  *  2 ni  (22) 

The  bln  with  the  largest  value  of  i>m  Is  selected  as  corresponding  to  the  received  symbol.  In  simulation 
results  it  was  found  that  this  method  indeed  did  well  against  AWGN.  However,  it  did  poorly  against 
multitone  Jamming.  At  this  point,  other  moment  subtraction  methods  were  sought  that  did  well  in  both 
noise  and  tone  Jamming. 

In  an  ad  hoc  search  the  (2-1M)  algohUim  given  by 

tjm  a  2r7^m  -  lj2m  ,  (23) 

gave  very  impressive  performance  against  tones  combined  with  respectable  performance  against  noise. 
Then,  it  was  reasoned  that  If  going  from  the  fourth  and  second  moments  to  the  smaller  second  and  first 
moments  unproved  tone  performance,  then  going  to  even  smaller  moments  might  be  better.  The  (1- 
1/2M)  algorithm  given  by 

bm  ■  2l?^/2rn  “  l)lm  .  (24) 

was  found  to  give  even  better  performance  against  tones  at  the  expense  of  reduced  performance  against 
noise. 


8  Example  Performance  Remits 

The  performance  of  linear.  HDMV.  NED.  4-2M.  2-1M,  1-1/2M,  and  order  statistic  (OS)  diversity 
combining  methods  was  evaluated  by  simulation  analysis.  The  performance  was  evaluated  in  both  full 
band  nclse  and  mulUtone  jamming,  in  order  to  provide  realistic  results,  in  all  the  simulations,  system 
noise  was  added  at  a  level  of  Eh/.V0  *  13.35  dB.  In  all  the  results  presented  here,  an  SJR.  as  defined  In 
(2).  of  0.0  dB  was  used.  This  level  of  Jamming  Implies  a  very  large  Jammer  that  exceeds  the  processing 
gain  capability  of  the  FH  alone.  The  performance  Is  presented  in  Figs.  3  and  4  as  the  resulting  bit  error 
rate  as  a  function  of  the  diversity  L  from  1  to  32. 

For  noise  Jamming,  It  Is  seen  in  Fig.  3  that  all  the  methods  coirect  the  very  high  BER  of  about  0  4 
down  to  <0  1  for  diversity  levels  L216.  and  that  all  methods  function  within  a  relatively  small  range  of 
each  other  Within  this  range,  the  HDMV  is  clearly  the  worst  performer  whereas  the  linear  combining 
has  a  very  slight  advantage  over  the  closest  rivals,  the  NED.  OS.  and  4-2M  methods. 

For  tone  jamming,  as  shown  in  Fig.  4.  there  Is  a  considerable  difference  in  performance  of  the  7 
methods.  The  HDMV  method  gives  no  performance  improvement  at  all  and  the  4-2 M  method  gives 
very  little  Improvement  The  linear.  OS  and  NED  methods,  all  give  very  good  performance 
enhancement  and  are  within  a  very  small  range  of  each  other  Although  the  linear  method  did  well 
against  the  tones,  It  Is  cauUoned  that  a  simple  change  In  the  level  of  the  tones  could  be  used  to  greatly 
degrade  Its  performance.  Finally,  it  Is  seen  that  the  2-1M,  and  especially  the  1-1/2M  method  perform 
extremely  well.  For  example,  a  diversity  of  L  »  6  Is  sufficient  to  bring  the  BER  from  about  0  4  to  s  10"2. 


3 


Diversity  Level  L 


Fig.  3.  The  bit  error  rate  calculated  via  simulation  of  7  diversity  combining  methods  in  the  presence  of 
system  noise  at  SNR- 13  35  dB  plus  wideband  noise  Jamming  at  SJR=  0  0  dE. 
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Fig  4.  The  bit  error  rate  calculated  via  simulation  of  7  diversity  combining  methods  in  the  presence  of 
system  noise  at  SNR- 13.35  dB  phis  wideband  tone  Jamming  at  SJR-  0.0  dB 
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9  Conclusion 

It  has  oeeu  shown  that  diversity  combining  techniques  can  Indeed  extend  the  performance  of  fast 
FH  SS.  For  all  of  the  7  methods  simulated,  it  was  found  that  there  was  substantial  performance 
enhancement  against  noise  Jamming.  Furthermore,  all  these  methods  performed  similarly  with  linear 
being  slightly  the  best  and  HDMV  being  the  worst.  In  tone  Jamming,  there  was  a  wide  variation  In  the 
performance  of  the  7  methods.  The  HDMV  and  the  4~2M  methods  failed  to  provide  any  significant 
enhancement.  The  OS,  NED,  and  linear  methods  provided  very  substantial  Improvement.  Finally,  two 
of  the  moment  subtraction  methods,  the  2-1M.  and  1-1/2M  methods,  provided  exceptionally  good 
performance  enhancement. 

The  above  results  seem  to  Indicate  that  the  linear.  OS,  NED.  2-1M.  and  1-1 /2M  methods  should 
be  considered  further.  It  Is  particularly  important  to  consider  various  tone  Jamming  strategies.  For 
example,  the  linear  method  performed  well  in  the  tone  Jamming  assumed  for  the  simulations  whereas 
there  are  likely  simple  tone  Jamming  strategies  that  would  eliminate  Its  capability.  Similarly  it  is 
important  to  search  for  strategy  vulnerabilities  for  all  the  methods. 
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Discussion 


A. Yamaha,  Aerospace  Corp.,  US 

What  is  the  sensitivity  of  your  approach  to  the  MFSK  symbol  si2e?  Can  the  approach  be  used  to  counter  fading, 
simultaneous  with  jamming? 


Author’s  Reply 

Our  simulations  haven't  gone  beyond  M  -  8  so  we  really  don't  know,  in  answer  to  your  question.  There’s  usually  always  a 
debate  (as  to)  what  values  of  M  should  be  chosen  and  I'm  sure  it  will  make  a  difference  But  the  kind  of  system  we've  been 
looking  at  tends  to  be  working  at  M  ■*  8  so  that's  why  we  concentrated  on  it  There  may  be  better  values,  it’s  quite  true.  Now 
the  second  question....  He  wants  to  know,  if  you  had  simultaneous  fading  and  jamming  would  these  methods  work?  1  think, 
obviously,  if  the  diversity  L  was  large  enough  it  certainly  would,  and  I  think  intuitively  that  even  smaller  values  of  L  would 
help  as  long  as  the  L  hops  span  the  decorrelation  time  of  the  fading  —  just  like  any  interleaving  would  do. 


E-Batbooi,  Charles  Stark  Draper  Laboratory,  US 

A  trend  is  evident  by  using  piogressively  lower  moments  as  a  metnc  in  divcisity  combining  Have  you  considered  using 
M 1/2  —  M 1/4  as  a  metric? 

Author’s  Reply 

Week  by  week  we  come  up  with  a  new  method  and,  yes.  that  is  the  trend,  but  I  don't  know  if  well  continue  that  trend  to  one- 
quarter  and  one-half  moment  combining.  If  you  look  at  the  paper  or  at  the  graphs  youll  sec  that  although  it's  getting  bener 
agamst  tone  jamming  it's  starting  to  get  worse  against  noise  jamming.  So  1  think  we've  come  to  the  limit  of  how  low  we  can 
go  with  these  moments.  But  that  is  a  good  question  and  we  certainly  thought  about  it. 
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SUMMARY 


This  paper  sins  to  identify  and 
dlicua a  the  rtlatlv*  significance  of  ths 
factors  affecting  the  ECCM  performance  of 
H1LSATC0M  systess.  These  factors  are 
Identified  through  the  performance 
predictions  for  MXLSATCOM  systems, 
operating  with  geostationary  satellites, 
under  up*  and  downlink  Jamming.  The 
factors  Influencing  the  system  performance 
ageinst  signal  axploltatLon  and  repeat-back 
Jamming  are  eleo  discussed.  The  paper  also 
provides  a  discussion  of  the  effects  of  the 
frequency  of  operation  (SHF  and  EHF  bands) 
on  the  ECCM  factors. 


1.  INTRODUCTION 


Balanced  protection  of  communication 
rasourcea  against  poatulatad  threats  Is  one 
of  the  key  requirements  of  military 
communications  systems.  To  this  end.  one 
firat  needs  e  threat  description  which 
consists  of  identifying  plausible  threat 
scenarios  against  which  the  system  must  be 
protected.  Then  comes  the  assessment  of 
the  threat.  which  provides  s  detailed 
projection  or  estimation  of  the  enemy's 
capabilities  for  designated  threat  scena¬ 
rios.  The  performance  of  the  user  system 
can  then  be  predicted  vis-g-vi*  the 
postulated  threats  and  as  a  function  of 
equipment  and  waveform  designs  of  both  the 
user  and  the  enemy.  The  provision  of 
electronic  c oun t e r • c oun t • rme esure a  (ECCM) 
for  improving  the  system  performance  may 
require  e  r e - e va 1 u« 1 1  on  of  the  designated 
threat  scenarios  and  re  *  assessment  of  the 
threat 

I nplementat t on  of  cost-effective 
ECCM  for  the  realization  of  robust  military 
satellite  communications  (MILSATCOM) 

systems  clearly  depends  on  the  identi¬ 
fication  of  the  relative  effectiveness  of 
all  the  relevant  factors  The  ECCM  to  be 
provided  should  be  carefully  planned 
between  often  conflicting  requirement# 
The  system  vulne reb 1 1 1 t y  should  be  balanced 
between  the  ground  segment,  space  segment 
end  the  propegatlon  path  as  well  as  with 
ether  protective  meecuree  such  es  those 
countering  nuclear  and  physical  threats 
The  relative  Importance  of  e  MILSATCOM 
system  In  the  whole  military  communication 
framework  should  also  be  borne  In  mind. 
The  aurvlveb l 1 1 ty  of  the  system  cannot  end 
should  not  be  at  any  coat  and  there  should 
be  e  tradeoff  between  the  system  surviv¬ 
ability  end  the  minimisation  of  attendant 
casts . 


This  paper  Is  based  on  Ref.  1  end  is 
a  logical  follow-up  to  Ref.  2,  which 
provides  a  brief  description  and  assessment 
of  postulated  threats  to  MILSATCOM  systems. 
The  factors  influencing  the  ECCM  perform¬ 
ance  of  MILSATCOM  systems  are  identified 
and  discussed.  The  paper  presents  predic¬ 
tions  for  the  performance  of  MILSATCOM 
systems,  operating  with  geostationary 
retwllltss.  under  up-  end  downlink  Jamming 
as  a  function  of  Jammer  end  user  syetem 
parameters  end  investigates  the  vul¬ 
nerability  of  the  user  system  against 
signal  exploitation  and  repeat-back  Jamming 
(RBJ).  The  Implications  of  sntl-Jamming 
(AJ)  end  low  probability  of  exploitation 
(LPE)  modet  of  operation  in  super-high 
frequencies  (SHF)  and  extremely  high 
frequencies  (EHF)  bends  sre  also  studied. 
The  relative  advantages  of  the  two  main 
spread  spectrum  systems  (frequency  hopping 
and  direct  sequence)  and  discussed  vis-A- 
vis  the  ECCM  they  provide  to  MILSATCOM 
systems.  The  relevant  ECCM  to  improve  the 
system  performance  are  identified  and  dis¬ 
cussed  . 


2.  JAMMING 


SATCOM  systems  can  be  jammed  on  the 
downlinks  and  the  uplinks.  A  jamming 
technique  can  be  chosen  on  the  basis  of  the 
information  available  on  the  character¬ 
istic*  of  the  satellite  and  the  ground 
segment.  Brute-force  jamming  operates  on 
the  premise  that  if  enough  Jamming  power  is 
radiated  into  e  receiver,  the  user  signal 
will  be  Indistinguishable  from  the  jamming 
signal  and  the  system  will  collapse.  If 
the  complete  degradation  of  the  system 
would  be  Impractical,  e  jammer  may  elm  to 
create  sufficient  disruption  in  the  system 
to  delay  the  correct  appreciation  of  the 
threat  situation  until  It  is  too  late  to 
take  counter-action.  A  jammer  may  also  opt 
for  low-level  (nuisance)  Jamming  to  create 
confusion  as  to  the  source  of  malfunc¬ 
tioning  in  the  system  Specific  weaknesses 
of  e  system  can  also  be  exploited  Hy  an 
Intelligent  Jammer. 

A  Jammer  may  exploit  the  frequency 
scale  by  distributing  Its  power  over  the 
whole  or  part  of  the  spreading  bandwidth, 
which  corresponds  respectively  to  full-bend 
end  pe r 1 1  a 1  -  hand  Jamming  Another  strategy 
■ay  consist  of  distributing  the  Jamming 
power  Into  e  eerlee  of  tones  (generally  of 
equal  frequency  spacing  and  power)  which 
occupy  pert  or  all  of  the  spreading 
bandwidth.  As  a  spaclel  case  of  this, 
jamming  power  may  be  contained  in  e  single 
tone.  operating  In  pulsed  or  continuous 


All  views  end  opinions  expressed  ere  those  of  the  author  end  do  not  necessarily 
represent  those  of  SHAPE  ot  MATO 
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wave  (Ctf)  >od«.  Partial-band  jaaalng  is 
effective  when  the  J inner  power  la  not 
sufficient  to  cause  High  enough  Hit  error 
rate  (BEE)  In  the  channel  by  j  easing  the 
whole  bandwidth .  Under  these  conditions, 
the  jammer  trades  the  jamming  bandwidth 
with  jaaalng  power  density  (noise  or  tone) 
■o  as  to  be  aore  effective.  Percentage  of 
the  frequency  bandwidth  that  can  be  Jaaaed 
Increase*  with  Increasing  jamming  power  end 
full-band  jaaalng  becomes  feasible  when  It 
Is  sufficiently  high.  TH#  uae  of  forward 
error  correction  (FEC)  coding  and  Increas- 
lng  the  spread  speccrua  processing  gain 
constitute  the  principal  counteraeasures  to 
such  attacks. 

Similarly.  a  pulsed  jaaaer  can 
exploit  the  tlae  scale  by  jaaalng  at  duty 
cycle  values  less  than  or  equal  to  unity. 
Pulsed  jaaalng  can  also  be  used  to  J  aa 
several  targets  by  t iae *  sharing .  Coding 
and  interleaving  can  alleviate  the  degra¬ 
dation  caused  by  pulsed  jaaalng 

Apart  froa  these,  a  jaaaer  aay  heve 
recourse  to  deception,  spoofing  and  hit- 
and-run  attacks  to  put  the  user  syatea  in  a 
better  defended,  but  less  capable  posture- 
or  even  to  reveal  wartiae  or  otherwise 
Inconspicuous  c apab i 1 i t i e s . 


2  .  I  UPLINK  JAMMING 


Uplink  jaaalng  Is  a  net-wide  threat 
and  affects  all  the  users.  Tha  position  of 
a  geostationary  satellite  to  be  Jaaaed  can 
aasily  be  located,  for  exaapl#  by  monitor- 
lng  the  beacon  Different  t r an  * porde c n  of 
a  satellite  can  be  jessed  by  tiae-sharing 
If  the  jaaaer  bandwidth  is  narrower  than 
the  satellite  bandwidth.  A  Jaaaer  aay  j aa 
a  single  satellite  or  could  jaa  multiple 
satellites,  for  example,  by  be ea - ■ w i t ch i ng  . 

Satellite  transponders  saturated  by 
•n  uplink  jaaaer  operate  at  a  istlaua 
downlink  power  level  which  is  apportioned 
to  downlink  carriers  in  proportion  to  their 
received  uplink  power  levels.  Consequently 
the  effect  of  e  Jaaalng  signal  la  to  steal 
power  froa  the  wanted  signals.  Whin  the 
Jaaalng  power  doalnetea  the  totel  uplink 
power  received  by  the  Jaaaed  transponder, 
the  power  of  the  vented  signal  becomes  too 
low  to  be  detected  by  the  user  satellite 
ground  terminal  (SGT).  A  "constant 
envelope"  uplink  Jaaaer  can  cause  up  to  6 
dB  suppression  of  the  uaer  signals  by 
driving  a  hard - L lei t lng  satellite  trans¬ 
ponder  into  saturation.  Consequently,  the 
snail  signal  (which  la  the  Jaaaed  user 
signal  In  this  case)  can  be  suppressed  up 
to  A  dB  so  that  J ease r - t o - s t gna 1  power 
(J/S)  ratio  at  the  output  of  a  hard- 
Halting  cranspondor  bacoaae  A  dB  higher 
compared  to  the  J/S  ratio  at  the 
transponder  input.  Spread  apactrua  signals 
are  an  vulnerable  to  this  attack  aa  oth'r 
algnale.  This  le  a  specific  waaknaas  oi 
herd - 1 t mi e lng  transponders  and  can  be 
countered  by  the  use  of  on-board  process- 
lag. 

A  Jaaaer  can  also  exploit  the  non¬ 
linear  characteristics  of  a  satellite 
transponder  by  sweeping  lta  algnal  fre¬ 
quency  through  regions  of  worst  AH/PN 
conversion  of  the  transponder  (Baf.  3)  A 
Jaaaer  can  thus  fool.  for  example.  the 


carrier  tracking  loop  and  cossunicition 
demodulator.  At  high  Jaaaer  effective 
isotropically  radiated  power  <BIRP)  level*, 
the  satellite  transponder  bacoaae  saturated 
and  the  downlink  signals  undergo  AM 
modulation;  the  modulation  coefficient  and 
its  rate  Bey  be  chosen  to  aaxlsi  ze  the 
degradation  In  gain  con trol /tracking  loop 
responses . 

Similarly,  a  pulsed  jaaaer  saturates 
the  satellite  transponder  during  the  pulse 
Interval;  all  communications  signals  are 
then  deeply  suppressed.  By  choosing  a 
"worst-case*  duty  cycle  and  pulse  repe¬ 
tition  frequency,  the  damage  caused  to  the 
system  can  be  aaxlaized.  Moat  affected 
system  components  froa  such  a  jaaalng 
strategy  would  be  decoders  and  phase- locked 
loops  performing  acquisition  and  tracking 
duties . 

Under  normal  operating  conditions, 
tha  total  capacity  available  froa  a 
satellite  Is  apportioned  aaong  various  SGTs 
and  each  SGT  has  a  satellite  resource 
budget  (power  and  bgndvldth)  according  to 
lta  traffic  r aqul reaent a ;  various  SGTs  aay 
ba  competing  with  each  othar  for  a  shara  of 
the  satellite  capacity. 

Under  Jaaalng,  on  the  other  hand, 
the  capacity  available  for  a  SGT  Is  set 
mainly  by  the  Jaaslng  level  end,  to  son 
extent,  by  the  presence  or  absence  of  other 
SGTs  accusing  Che  same  transponder.  In 
particular,  If  the  "constant  envelope" 
jaaalng  signal  is  tha  doainant  signal  in 
the  transponder,  then  the  traffic  capacity 
that  aay  be  supported  by  a  particular  SGT 
will  not  be  reduced,  but  can  even  be 
Increased,  by  the  presence  of  other  signals 
in  the  seam  saturated  transponder  (.Ref.  4). 

The  symbol  rate,  Rt  (aymbols/s), 
that  can  be  supported  by  a  ha  rd  - 1  la  i  t  i  ng 
transponder  against  uplink  jaaalng,  aay  be 
expressed  as  (Ref.  3): 


where:  ElRPa-  satellite  EIRP; 

G^c^.  -  gain  of  the  SGT  receiving 

antenna ; 

Ld  -  downlink  frem-space  loss; 

Ug  —  spreading  bandwidth: 

T  -  tha  noise  temperature  of 

the  SCI  receiving  antenna, 

k  -  Bolttmenn's  constant  (1)1 

-  10“  *•  J/K)  ; 

R*/ Hrt*  required  energy  per  symbol 
to  noise  power  density 
rstlo  to  achieve  a 
specified  BER. 

f  -  S*/(L#  *  Pt)  -  percentage 

of  transponder  E1RP  used 
by  the  dmalred  signal 
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S*  —  dealr+d  signal  povar 

racalvad  by  fcha  aatailtc*. 
For  frequency - hopping  ( FH ) 
«y«t«n.  it  daiigaates  tbc 
•  urn  of  all  FH  tonta 
scctaaing  the  j eased 

t rensponde r . 

Ls  -  limiter  suppression  losa; 

Pt  -  total  power  received  by 

the  Jaaaed  transponder, 
which  consists  of  the 
uplink  jaaaer  power,  noise 
power  and  the  aua  of  all 
signal  powers; 

Ml  -  link  margin  (typically  9 

dfi  for  ahlpa  and  6  d£  for 
other  SCTa  In  the  SHF 
band) . 


When  the  internal  noise  of  the 
receiving  SCT  Is  negligible  compered  to  the 
noise  caused  by  downlink  signals,  i.a.  for 
small  values  of  f  (this  Is  a  reasonable 
assumption  for  SGTs  with  antenna  sizes 
larger  than  approximately  20  ft  at  high 
jammer  EXRP  levels) .  the  second  term  in  the 
breckec  in  the  denominator  of  (1)  becomes 
negligible  compared  to  the  first  one. 
Then,  (1)  can  be  approximated  by: 

f  *  U 

B  m  - * -  (7\ 

s  (1  -  f)  x  (S  /K  )  *  HL  W 

so 

Under  those  c 1 r c urns t enc e s  the 
percentage  of  transponder  EIRP  used  by  the 
desired  signal,  spreading  bandwidth  and  the 
energy  per  bit  to  noise  power  density  ratio 
become  obviously  the  major  parameters 
determining  the  supporceble  data  rats. 
Also  note  chat  Ra  is  Inversely  proportional 
to  uplink  jammer  power  because  f  Is  defined 
ee  the  ratio  of  desired  signal  power  to 
total  povar  (dominated  by  Jamcer)  received 
by  the  Jammed  transponder 


The  date  rate  (bits/*)  Is  related 
to  the  symbol  rate  R#  by: 


*b  -  *.  ■  r  -  * 


(3) 


where  r  —  cod*  rita ; 

H  -blta/eyabol  (eg  H  ■* 

log2«  for  a-ary  FSK> 


Figure  1  «how«  th*  traffic  capacity 
of  a  SCT  w  i  th  an  EltP  of  93  dBU  and 
Operating  in  a  spreading  bandwidth  of  40 
KHz  Efc/H0  required  to  achiaw*  an  opera- 
tionally  acceptable  BER  la  aituaad  to  b*  10 
dB  and  tha  E1RF  of  tha  conaidarad  aatallit* 
transponder  la  taken  a*  35  5  dBV  (Ref  i ) 

Nota  that  tha  nuabsi  of  additional 
BCIa  present  in  th*  network  bacoisi 
ina  ignlf  leant  for  wary  high  Jaaasr  EIRE* 
However,  other  ueer  uplink  elgnele  access¬ 
ing  the  Jeaaed  cranapondar  do  cauaa  a 
alight  lncraaaa  in  tha  traffic  capacity 
when  thalr  total  powar  bacoses  high  enough 
ao  aa  to  prowant  tha  Jaaaar  fro*  staallng 
signal  powar  (tofa.  4  and  B). 


jArmEfi  El .  d8* 

Fig.  1  Spread  tpectrun  multiple  access 
(SSHA)  traffic  capacity  of  a  single 
SCT  aa  a  function  of  the  uplink 
Jaaaer  EIRP  (froa  Ref.  6) 


Figure  2  shows  a  sat  of  curves 
depleting  th*  traffic  capacity  at  7.5  CHz 
that  can  ba  supported  by  a  SCT  under  uplink 
J  seeing  for  three  different  SCT  antenna 
sizes  (40  ft  with  an  EIRP  of  »5  dBU  20  ft 
with  an  EIRP  of  83  dBU  and  B  ft  with  an 
EIRP  of  70  dBU).  Those  curves  aaauae  the 
utilization  of  two  separate  40  NHz  spread 
sub-bands  in  the  saac  transponder  and  an 
equivalent  EIRP  of  ten  large  static  SCTs 
(with  a  total  EIRP  of  105  dBU)  accessing 
the  ssa*  transponder  In  addition  to  the 
considered  user  SCT.  The  Jaaaer  is  asaused 
to  bo  dividing  Its  power  equally  batwaan 
tba  two  spread  sub-bands.  Tha  affect  of 
deploying  a  nulling  antenna  has  not  bssn 
included  In  these  curves  (Ra  f  6)  . 

As  a  counteraeasur*  to  uplink 
Jaaalng.  the  user  can: 

(1)  increase  its  EIRP  and  the  EIRP 
of  son*  other  spread  epectruo 
channels  in  order  to  alnlalze 
th*  power  stolen  by  the 

J  aaa*  r . 


(II)  reduce  the  nuaber  of 

Individual  channels  within  the 

wanted  s ignel , 

(III)  Increate  the  f 1 gure - o f - ae r  1 1  . 
C/T .  of  the  receiving  SCT 
sntenne , 

(iv)  reduce  the  data  rate. 

(w)  increase  tha  spreading 

bandwidth;  tha  aaxlaua 

operating  bandwidth  In  SHF 
HILSATCON  systsas  do  not 
sicssd  500  NHz  while  the  gHr 
frequencies  peralt  tha  use  o 
a  bandwidth  as  wide  aa  2  GHs 
including  th*  guard-bands; 
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Pig.  2  SSHA  traffic  capacity  of  a  single 
SGT  In  cba  praaanca  of  upllDk 
j saving  for  various  values  of  SCI 
EIRP  and  for  various  receiving 
antenna  sizes  (froa  Ref.  6) 


If  a  mobile  SGT,  say  a  chip.  whose 
downlink  t*  to  be  jammed,  la  trantai t t ing 
at  least  Intermittently ,  Its  uplinks  can  ba 
lntareeptad  to  aid  in  directing  the  Jflsaer. 
The  rola  of  the  air-borne  leaner  becomes 
especially  prostoeot  here  becauae  of  its 
potential  dual  rola  In  interception  and 
jaaaing.  Similar  arguaenta  apply  to 
jamming  the  downlink  signals  to  a  aub- 
aarlne . 

A  downlink  jaaaar  can  jam  the 
satellite  beacon  and  telemetry  signals  as 
well  as  the  coasunicat Ion  channels.  The 
jaaaer  nay  attack  to  distort  the  timing 
information  provided  by  the  satellite 
beacon  in  order  to  Increase  the  acquisition 
time  for  new  links,  to  disturb  the  satel¬ 
lite  tracking  or  to  cause  the  loss  of 
telemetry  data.  The  beacon  signal  received 
at  a  user  SGT  may  be  dowol ink- j amaed  either 
by  a  stronger  pseudo  -  beacon  signal, 
simulating  the  actual  beacon,  or  by  another 
Jamming  signal  not  necessarily  resembling 
the  actual  beacon.  A  Jammer  say  also 
resort  to  downlink- J earning  a  control 
terminal.  A a  a  countermeasure  to  this 
attack,  one  can  envisage  a  aurvivable 
control  concept  and  a  robust  method  of 
transfer  of  control  to  the  alternate 
control  terminal. 

To  Identify  the  fundamental  factors 
in  downlink  Jamming,  assume  a  basic  Jamming 
scenario  aa  shown  by  Fig.  3.  The  received 
jAmmlng  power.  J.  at  the  f  ronfend  of  the 
user  terminal,  can  ba  written  as: 


<vi)  use  on-board  processing,  the 
efficient  use  of  unequal  up¬ 
end  downlink  bandwidths  makes 
the  deployment  of  on-board 
processing  an  attractive 

choice  for  EHF  systems  (Refs. 

7  «od  «).  wh» r •  : 

(vll)  us*  raconf 1 gucab li  intinna  On 
board  eha  spacacrafe  (SaC.  9). 
and 


E1R" 


J  - 


v*> 


(4) 


EIRPj-  EIRP  of  the  jammer 
t  cansml t  te  r . 

Cr(#)-  user  receiver  antenna  gain 
In  the  direction  of  the 

J  astir , 


(vlll)use  appropriate  modulation  and 
coding  techniques  (Refs.  10 
end  11). 


L^j  -  atmospheric  loss  in  the 
path  between  the  user 
receiver  end  the  jamming 
triniai t  te  r ; 


2  2  DOWNLINK  JAMNlSo 


Downlink  Jamming  differs  froa  uplink 
Jamming  In  aavaral  ways.  With  the  excep¬ 
tion  of  spece-borne  jamming,  the  downlink 
Jamming  typically  devotes  an  operationally 
significant  olatform  (air-borne,  ship-borne 
or  lend-besed)  to  defeat  a  single  SCI  By 
contrast,  uplink  Jamming  alma  against  the 
entire  SATCOK  network. 

Downlink  Jamming  la  closely  con¬ 
nected  to  detection  and  localisation  of 
victim  SCTs.  Thus,  the  primary  threat  la 
to  identified  users  or  operating  areas. 
From  a  user’s  perspective.  the  main 
cons  ids  rat i on  in  downlink  Jamming  Is  that 
the  operational  personnel  recognize  the 
situation  and  clearly  differentiate  It  from 
equipment  malfunctions  so  that  the  SGT  esn 
immediately  taka  necessary  actions  and 
restore  communication  as  soon  aa  the  locel 
Jammer  goes  away.  The  worse  case  would  ba 
that  the  problem  la  guessed  to  ba  id 
equipment  malfunction  (eg  low  noise 
amplifier)  end  that  a  maintenance  activity 
la  initiated  that  could  further  reduce  the 
eve  liability  of  the  SGT. 


Lj  -  (4»Rj/i)*  -  free-space 

loss  In  the  path  between 

the  user  receiver  and  the 

jamming  transmitter, 

Rj  •  distance  between  the 

Jammer  and  the  user 

receiver . 


usee  mona 


Fig  3  Beale  scenario  for  jamming  and 
intercept  ion 


Similarly,  the  received  signal  power 
•  t  the  front-end  of  the  ueer  terminal  can 
be  written  as : 


S 


e1**t  ;  s 

4  ‘  Lal 


(5) 


where:  EIRPy-  EIRP  of  the  ueer 

transmitter : 

Gg  -  user  receiver  antenna  gain 

In  boreeight  direction: 

L  _  -  ataospherlc  lose  in  the 

4  path  between  the  ueer 

transalccer  and  the  user 
receiver  ; 

Lt  -  (4*RT/A)J  -  free-spece 

loss  in  Che  path  between 
the  user  trsnsaltter  and 
the  user  receiver. 


The  jeaaer  EIRP  required  to  cause  a 
J/S  power  ratio,  at  the  front-end  of  the 
user  teralnal.  is  found  from  (4)  end  (5): 


In  military  communication  systems. 
ECCJt  requirements  and  frequency  coordina¬ 
tion  problems  Impose  stringent  requirements 
on  arteana  sldelobe  levels.  It  is  possible 
to  realize  sldelobe  levels  much  lower  (as 
low  as  -40  dBi)  compared  to  the  CC1R 
reference  pattern  at  the  expense  of 
increased  cost,  weight,  size  and  decreased 
aperture  efficiency  (hence  gain).  The  main 
contribution  to  far  out  tldalobaa  cones 
from  electromagnetic  fields  diffracted  from 
edges  end  struts.  Therefore,  the  sldelobe 
reduction  techniques  such  as  shaping  the 
rim  with  a  large  curvature  (in  as  to  reduce 
diffraction),  the  use  of  serrated  edges, 
loading  tha  antenna  rla  with  absorptive 
material,  using  tunnels  around  the  reflec¬ 
tor  odgo  .  oversizing  the  reflector  (to 
reduce  edge  Illumination)  and  taparing  the 
aperture  Illumination,  ell  elm  to  reduce 
the  level  of  edge - di f f rac ted  fields 
(Refs.  14-16). 

Antenna  sldelobe  levels  can  also  be 
suppressed  In  certain  angular  regions  by 
using  adaptive  sldelobe  cancellation 
techniques  which  basically  consist  of 
subtraction  of  the  undeslred  signals  from 
the  wanted  signals  (Refs.  17-21). 


EIRPj 
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A  close  look  sc  (6)  shows  that  the 
capability  of  a  Jammer  to  degrade  the 
parforaence  of  a  ueer  terminal  is  deter¬ 
mined  by  many  factors  such  as  the  J/S  ratio 
required  to  suetaln  comaunl c at  1  on  at  a 
specified  data  rate  with  an  acceptable  BER. 
the  ueer  EIRP.  the  gain  and  the  sldelobe 
level  of  the  ueer  receiver  antenna,  atmos¬ 
pheric  loeeee  in  the  two  paths  end  the 
square  of  the  ratio  of  Jammer  and  user  path 
lengths . 


Tha  Jammer  and  ueer  EIRPs  ere  mainly 
determined  by  chs  nature  of  the  Jaaalng 
platform  and  the  design  of  the  user  eyscern 
respectively  Space-borne  and  air-borne 
antenna  gains  ere  limited  mainly  by  else, 
while  the  platform  dynamics  (pointing 
errors)  uetermlne  the  ehlp-borne  antenna 
gain.  This  la  in  contrast  with  the  case 
for  large  ground-based  antennas .  where 
reflector  surface  errors,  pointing  errors 
end  the  eng le - o f - er r 1 ve l  Jitter  constitute 
the  major  limitations  on  the  gain 
(Ref.  12).  The  transmitter  power  Is 
pi  at  form  -  dependent  and  may  be  limited  by 
efficiency,  operating  frequency.  prime 
power.  cooling  requirements.  bandwidth, 
coet,  mobility,  reliability,  tunablllty 
etc  (Ref  1) 


The  ratio  Cg/Cg(P)  le  determined  by 
the  peek  gain  end  the  sldelobe  characteris¬ 
tics  of  the  user  receiver  antenna.  Par 
ezemple.  e  flzed  NATO  SCT  antenna  is  a  42- 
ft  dish  with  a  peak  gain  of  G|  —  SI  dBl  at 
7.6  CHz.  Antenna  sldelobe*'  envelope  1* 
lasumed  to  be  bounded  by  the  CCIR  reference 
yettem  for  &/i  > 
antenna  alie)  (Ref 
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On#  c#n  4i  well  reduci  the  effective 
power  radiated  In  or  received  from  the 
direction  of  far-out  stdelobea  by  using 
ai te - ahia Idlng  effecta.  Hills,  vegetation, 
embankments  and  pits,  buildings  and  fences 
can  be  used  for  shielding  purposes.  It  Is 
reported  that  carefully  selected 
shielding  techniques  can  provide  consider¬ 
able  lepr oveae r.t  Cup  to  40  dB)  in 
sldelobe  performance  (Ref.  22) 

In  the  SHF  band.  the  ataospherlc 
attet  atlon  Is  negligibly  saall.  In  the 
EHF  band.  the  ataospherlc  attenuation 
suffered  by  s  space-borne  platfora  would  be 
similar  to  that  observed  in  s  SaTCOH  link. 
However.  air-borne  and  ground-based 
platforas  can  experience  such  higher 
losses.  in  proportion  to  the  path  length 
reaalning  under  the  aaxlaua  rain  height 
The  ataospherlc  attenuation  experienced  by 
en  earth-based  platform  operating  at  EHF 
frequencies  can  be  auch  higher  coapared  to 
that  observed  by  a  SATCOH  link.  However, 
provided  that  an  air-borne  platfora  Is  kept 
well  away  froa  a  SCT.  Increased  height 
results  in  aore  effective  downlink  jeaaing 
end  Interception,  beceuse  of  the  reduction 
in  ataospherlc  attenuetlon.  Note  that  the 
etaospherlc  attenuation  at  EHF  downlink 
frequencies  (20  CHz)  la  auch  less  coapared 
to  that  in  the  uplink  frequencies  (44  CHz). 
At  heights  aore  then  about  10  ke,  the 
gaseous  attenuation  Is  reported  to  be  close 
to  that  for  a  SATCOH  link  with  the  ease 
elevation  angle  (Ref  23). 

Propagation  effacta  have  different 
lapacte  on  the  coaauntc at  I on  and  Inter* 
capt ion/ jeaaing  pacha  For  exaaple.  rain 
attenuation  that  is  likely  to  occur  for  a 
•sail  percentage  of  ties  le  of  considerable 
laporcance  to  tha  user  who  le  concerned 
with  the  information  trenealeelon  with  high 
reliability  Therefore,  the  margin  for  the 
ueer  path  le  often  e  permanent  feature  of 
the  coaaun lea t i on  system  unless  the  uplink 
power  or  FtC  are  adaptively  controlled 
(Befs.  24-26).  end  this  aide  an  inter¬ 
ceptor.  However,  the  Importance  of  rain 
attenuation  le  algnlf leant ly  laaa  for  an 
interceptor  or  Jeaaer  who  doea  not  neces- 
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A  typical  are*  coverage  quiescent  pattern  for  each  of  the 
antennas  is  shown  in  Figure  2.  The  beams  were  weighted 
equally  and  the  beam  (pacings  were  chosen  to  produce  a 
uniform  gain  over  the  coverage  area.  As  shown  in  Figure  2.  the 
gain  is  fairly  uniform  out  to  0.75  degrees  for  each  of  the  four 
cases.  The  first  side  lobe  is  approximately  25  dB  down  from 
peak  gain  for  the  7-beam  antenna.  20  dB  down  for  the  9-beam 
antenna,  35  dB  down  for  the  16-beam  antenna  and  33  dB  down 
for  the  19-beam  antenna. 
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The  percent  area  coverage  available  for  communication  as  a 
function  of  data  rate  is  shown  in  Figure  3  for  each  of  the  foot 
amentia  configurations  and  three  jammer  scenarios.  As  shown 
in  this  figure,  the  percent  area  coverage  is  a  deceasing  function 
of  data  rate.  In  the  one  jammer  scenario,  fen-  example,  the 
percent  area  coverage  decreases  from  approximately  97%  to 
82%  as  the  data  rate  increases  from  1  MOups  to  64  M Chips  for 
the  smaller  aperture  antenna,  and  drops  from  99%  to  91%  for 
the  large-  aperture  antenna.  The  larger  aperture  antennas 
outperform  the  smaller  aperture  antennas  for  each  of  the  three 
jammer  scenarios,  and  performance  for  each  of  the  antennas 
decreases  as  additional  jammers  arc  present.  In  general,  the 
hexagonal  configuration  (7-beam,  19- beam)  outperforms  the 
comparable  square  configuration  (9-beam,  16  be  am),  an  effect 
which  is  mare  evident  as  the  number  of  jammers  increase. 
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rig-ire  2.  Area  coverage  quiescent  antenna  parens 


III  Area  Coverage 

Area  coverage  performance  assumes  that  the  satellite  is 
servicing  a  user  at  an  unknown  location  within  a  specified  area 
The  quiescent  pattern  consists  of  all  the  beams  being  “on"  and 
equally  weighted  to  produce  a  uniform  coverage  over  the  fixed 


Three  jammer  scenarios  are  considered  for  the  area  coverage 
statistics  The  first  scenario  consists  of  one  mobile  jammer 
within  the  coverage  area  The  second  scenario  consists  of  one 
mobile  jammer  within  the  coverage  area  and  one  fixed  jammer 
outside  of  the  area  coverage.  The  third  scenario  consists  of  two 
mobile  jammers  within  the  coverage  area  and  one  fixed  jammer 
outside  of  the  coverage  area  The  mobile  jammer  signal  is 
assumed  to  be  1 5  dB  greater  than  that  of  the  user  signal  at  the 
receiver,  the  fixed  jammer  signal  is  assumed  to  be  an  additional 
10  dB  stronger.  The  statistics  were  generated  by  randomly 
selecting  ten  positions  of  the  mobile  jammers)  within  the  am 
coverage.  Two  additional  cases  are  included  in  the  statistics  in 
which  the  mobile  jammerf  s)  is  located  at  one  of  the  double  and 
one  of  the  mplefquadruplc  crossovers  to  ensure  thet  worst  case 
jammers  are  properly  considered  The  addition  of  these  cases 
may  lead  » somewhat  more  conservative  results. 

The  antenna  system  "cancels'1  an  interfering  signal  by 
measuring  the  incommg  sjials  and  adapting  the  weights  applied 
to  each  of  the  elements  to  place  a  pattern  null  in  the  direction  of 
the  undesired  source  (4)  For  an  N-beam  antenna,  the  steady 
state  weights  W  are  determined  by  the  N  x  N  correlation  matrix 
C  at  the  antenna  elements  and  the  initial  pointing  (weighting) 
vector  P 

W-C'P 

where 

P  -  (1.1.  ,1) 

Phasing  has  not  bees  applied  to  the  initial  weights.  Phasing 
would  reduce  the  percent  area  coverage  loss  due  to  the 
narrowring  of  the  null  in  the  desired  direction  This  effect 
becomes  less  pronounced  for  multiple  nulls  (3)  System 
performance  was  measured  by  calculating  the  signal  to 
interference  phn  noise  ratio  (SIR)  and  from  that  computing  use 
energy  chip  divided  by  the  noise  (EOip/No).  this  value 
was  then  compared  to  a  threshold  of  1 2.4  dB  which  was 
assumed  for  link  closure 
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Figure  3  Coverage  ares  avuiabiuty 

for  each  of  the  fonr  antennas 

(a)  One  jammer  scenario 

(b)  Two  jammer  scenario 

(c)  Three  jamner  scenario 
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where  (C/$0)  %  is  given  by  (3).  J  denotes 
the  jammer  power  In  e  receiver  bandwidth  of 
tf 


Similarly,  cerr ier - to  -  no i ee  power 
density  carlo  at  the  interceptor  may  be 
written  as: 


(10) 


where  :  $) 

m 


<C/T)r 


tctnialttar  intinni 
gain  In  the  direction 
of  the  interceptor; 

(<nr#j/>)*  -  free-epace 
loia  in  the  path 
between  the  tramaitter 
and  the  Interceptor; 

iteotpheric  loaa 
between  the  transmitter 
and  the  interceptor; 

f lgure - of - ier 1 c  of  the 
interceptor  antenna  In 
the  direction  of  the 
tranaal t te  r . 


The  paraaeter  dJ.  which  la  a  utiurt 
of  the  poat  detection  (output)  slgnal-to- 
nolee  power  retlo  of  e  radiometer  (energy 
detector),  can  be  shown  to  be  related  to 
(C/N0)j,  the  c ar r 1 e r ■ t o - no  1 1 e  power  density 
retlo  required  at  the  input  of  the  Inter¬ 
cept  receiver  for  e  specified  Pp  (proba¬ 
bility  of  detection)  and  P  (probability 
of  falsa  alarm)  (Kafs.  32  and  13) 


d  -  A  « 


where  a  -  correctlor  fector  In  up 

Ctuiiltn  statistics  st  the 
output  of  ths  energy 
(iquire  lew)  detector  when 
it  should  bs  chi-square 
statistics  It  Is  a 

function  of  Pj> .  P_  and 
the  TWj  product  Tor  a 
spread  spsetrua  signal, 
tha  t las - b andv l d t h  product 
is  large  enough  (even  fur 
relatively  4  m  a  1  1  value*#  of 
T)  to  allow  tha  uie  of 
Gaussian  statistics.  chan 

n  m  l ; 


A  closa  look  at  (12)  shows  that  tha 
interception  range  chsngas  with  rob* 
factrrs  which  are  determined  by  the  user 
transmitter,  the  ataospharic  losses  and  the 
charac teristics  of  the  interception 
receiver  (Ref.  31).  Since  some  of  these 
factors  are  already  discussed  In  connection 
with  Jaaning  factors,  we  will  be  concerned 
with  those  associated  only  with  intercap- 
cion: 


(1)  The  f igure-of -aartt  of  the 
interceptor  antenna  is  a 
primary  trade-off  paraaeter 
for  detection,  since  the 
search  area  within  tha  field- 
of-vlew  of  the  Interceptor 
decreases  with  increasing 
antenna  gain.  Mote  that  the 
interception  range  la  directly 
proportional  to  the  inter¬ 
ception  receiver  antenna  size. 
The  desire  to  maximize  P  ^ 
favours  antennas  with  large 
beamvidths  so  that  large 
spatial  Mctorf  can  be  rapidly 
searched;  however,  detection 
and  sensitivity  considerations 
will  likely  be  tha  prlaary 
drivers  for  the  antenna 
design.  To  Increase  the 

detection  capability  for  a 
fixed  coverage  area,  inter¬ 
ceptor  can  opt  to  use  larger 
antennas  and  *  greater  number 
of  them  Another  alternative 
is  to  use  scanning  antennas, 
which  implies  a  reduced 
integration  time.  Assuming 

that  the  period  of  the 
scanning  cycle  Is  less  chsn  or 
equal  to  the  transmission 
duration,  then  only  e  fraction 
of  the  transmission  time  could 
be  observed  by  an  Interceptor 
Recent  advances  in  phased 
arrsys  and  multi  beam  antennas 
will  evidently  offer  asr.y 
advantages  to  en  Interceptor 
(Ref s .  9  .  3i*  and  35)  . 

<  1 1 )  EIRPy  (thus  Py)  ;  *  determined 
by  the  system  design 

Obviously.  tha  EIRP  In  the 
direct 'on  of  the  Intirf  »®tor , 
Pr  Gj(I),  should  be  kept  at 
air.  Leu  a  for  decreasing  the 
interception  range  Thfe  cm 
be  achieved  by  minimizing  the 
ttansmltter  power  end  the 
sldelobe  levels  of  the  user 
transmitter  antenna 


T  •  total  Integra’ lor.  time. 

Vj  -  bandwidth  of  interception 

receive  r 

The  poll  dttictlon  • 1 gne 1  - 1 o - no i s e 
power  ratio  required  to  achieve  a  certain 
Pp  and  de.ende  on  the  Interception 

receiver  A  signal  is  assumed  to  be 

detectable  with  a  Pq  and  P  if  d  exceeds 
some  threshold  value  SNR  in  a  non-  Jamming 
environment,  thla  leads  to  n  interception 
range  Rj.  which  is  found  from  (10)  and 

(l  1  >  : 


(ill!  SNR  denote*  the  effective 
poil-dfltictlon  a  1 gne l - t o - no l a e 
ratio  at  the  Interceptor  to 
achieve  certain  detection  and 
false  alarm  p robab 1 l | t I e a 


Thia  depends  on  the 
Interceptor  design.  the 
Integration  time  and  the 
Interception  bandwidth 

(lv)  Forcing  an  Interceptor  to  use 
a  wider  bandwidth  and  a 


shorter  Integration  time  la  a 
clever  strategy  to  reduce  the 


\ 
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intercaption  range  (see  (12)). 
However,  because  of  the 
(T/Uj)^  type  dependence,  the 
likely  affect  of  this  strategy 
■ay  not  be  very  significant. 
For  wxaapls,  an  increase  in 
the  Interception  bandwidth 
free,  say,  40  MHz  (typical  for 
SHF  band)  to  2  CHr  (at  44  GHz) 
would  decrease  Rj  by  a  factor 
of  2.7.  In  case  where  the 
whole  SHF  satellite  bandvldch 
(■  340  MHz)  la  used.  Rj  would 
be  reduced  by  only  a  factor  of 
1.55. 


losses  are  ignored  in  the  SHF  band  but,  In 
tha  EHF  band,  they  are  assuaed  to  be  12  dB 
(range:  240  ka,  Interceptor  height:  9.1  km) 
for  an  air-borne  uplink  Interception 
platfora  and  4  dB  (CC1R  region  H,  5*  outage 
and  20*  elevation  angle)  for  a  space-born* 
uplink  Interception  platfora  (Rate.  1  and 
36)  . 


Bastd  on  tha  abova  assumptions,  the 
variation  of  the  intareeptlon  ranga  with 
the  EIRP  of  the  user  transmitter  in  the 
direction  of  an  interceptor,  Py  Gy(f),  Is 
ehown  In  Fig.  5,  froa  which  the  following 
conclualons  can  be  drawn: 


As  far  as  tha  LPK  performance  is 
concerned,  superiority  of  or  -  or  the  other 
of  che  two  aaln  spread  epectrua  techniques, 
neaely  direct  sequence  (OS)  end  FH,  is  a 
controversial  lasus  (Rsfs.  36-38).  Ths 
frsquency  hopping  wsvsforn  provides  ths 
lntsrcsptor  with  options  in  rscslvsr  dsslgn 
that  can  improve  interceptor  performance 
such  ss  dividing  the  spreading  bandwidth 
(which  may  ba  auch  wider  coopered  to  chat 
offered  by  DS  systems)  Into  channels  and 
dedicating  s  narrowband  receiver  to  each 
chsonal.  While  this  approach  does  require 
a  greeter  Investaant  on  the  pert  of  che 
interceptor.  It  increase*  the  probability 
of  Incercapclon  (Ref.  38;.  On  the  other 
hand,  DS  signals  can  easily  be  detected  by 
carrier  and  chip-rate  detectors  which  ere 
ralecively  staple  and  inexpensive.  In 

practice,  aoet  of  the  interception  tech¬ 
niques  offer  alallur  perforaence  to  that  of 
e  wideband  radiometer. 

In  slow  FH  sysceas.  an  interceptor 
aey  be  able  to  detect  end  recover  Informa¬ 
tion  froa  each  hop.  Feet  hopping  aey  be 
generally  better  since  It  reduces  the 
Integration  time  and  consequently  leads  to 
reduced  Interception  range.  However,  when 
the  hopping  rate  exceeds  che  date  rata, 
noncoherent  combining  losses  at  the  user 
receiver  would  require  a  aetrhirg  Increase 
in  che  E1RP  of  the  user  trsmaltcer,  thus 
potentially  reducing  the  ECCH  capability  of 
the  eystea.  For  an  laproved  ECCH  perfor¬ 
mance.  che  system  designer  has  to  deteralne 
the  optlaua  hopping  rate  as  e  tradeoff 
between  noncoherent  eoablnlng  loeeee, 
dehopping  lap leaentat Ion ,  synchronization 
and  vulnsrsbl  1 1  ty  to  E  B  J  (Ref.  36) 
Howsver.  practical  c ons 1 de r s t 1 ons  asy 

probably  doslnatt  In  ths  choice  of  hopping 
rate,  particularly  aa  arguaente  about  the 
eneay • s  ability  to  detect  end  possibly 
follow  a  FH  signal  are  highly  speculative 


(I)  EHF  offera  an  laproved  LP1 
perforaence  coapared  to  SHF. 

(II)  The  user  signals,  with  EIRFa 

higher  chan  approximately  20 
dBn  In  che  direction  of  an 
Interceptor  in  the  SHF  bend 
and  35  dBa  In  the  EHF  bend, 
esn  be  detected  at  ranges 
closer  than  300  ka  or  so. 
Wots  Chet  an  EIRP  of  20  dBa, 
In  ths  direction  of  sn 
intsreeptor,  can  bs  schlsved 
with  far-out  sldalobs  levels 
at  low  as  -30  dBl  end  100U 
transaltter  power.  With  a 
6-fc  antenna  size.  such  e 
transmitter  can  realize  s  peek 
EIRP  of  89  dBa  (In  the 
direction  of  the  user 

satellite)  at  7.5  CHz  (Ref 
39).  This  taralnel  can  hardly 
support  s  75  blts/s  link  ever, 
under  nu  i  sane e • J easing 

conditions.  This  aey  provide 
e  clear  exsaplm  for  showing 
the  vulnerability  of  user 
ayateae  against  Interception 
under  Jaaalng. 

(ill)  Since  the  Interception  range 
la  directly  proportional  to 
the  interceptor  antenna  size 
(see  (12)),  doubling  the 
interceptor  antenna  slit  (1  ft 
Instead  of  h  ft  in  Fig.  5) 
doubles  ths  intareeptlon 
range . 

In  view  of  the  above  considerations 
one  esn  conclude  thee  tne  LPE  perforaence 
of  HILSATCOH  systems  can  be  Improved  end 
the  Interception  range  can  be  minimized  by 
the  following: 


3  1 


AN  EXAMPLE 


UPLINE  INTERCEPTION 


To  coopers  the  e f f ec t i v* ne e s  of  che 
Intercept  lor  threat  at  SHF  and  EHF  fre¬ 
quencies,  let  ue  consider  an  Interception 
receiver  with  a  h-ft  diameter  antenna  end 
400*K  nolee  temperature.  Aeeuae  that  the 
Interception  receiver  operates  with  e  Pp  - 
0.9  end  Pp  -  10"*;  this  requires  e  poet- 
de  c  ec  t  ion  ^>R  of  at  least  7.6  d>  The 
atauaed  Integration  ties  ef  ?  -  62.5  as 
correspond#  te  ons  hop  durstlon  of  s  16 
hops/s  PH  syscoa.  Tho  Lntercspclon 
bsndvldth  Is  tsksn  so  2  CHr  for  INF  uplinks 
whlls.  in  ths  SHf  bend,  sprstd  bsndmldchs 
of  40  NHt  (typical  for  DS  systoat)  and  340 
MHs  (typically  oaslnua  available  PH 
bandw<dth)  ere  considered  Ataosphsrlc 


(I)  Opsrstlon  In  ths  EHF  bend. 
Although  It  Is  highly  see- 
ner to  -  dependent ,  It  Is  obvious 
thst  ths  EHF  bend  Is  mors 
suited  for  LPE  purposes 
coapered  to  ths  SHF  bend. 

(II)  Hexlalzlng  ths  effective 
sprssd  spectrum  processing 
gstn.  Is  reducing  the  data 
rata  and/or  tncraaalng  tho 
apraadtng  bandwidth 

(III)  Raduclng  ths  sidmlobs  level  of 
tha  usor  crsnsalttor  sntsnna, 
to  dscrsssa  tho  power  radlatsd 
In  tha  direction  of  potonclel 
lntorcopcors  and  to  Increase 
the  antenna  discrimination 
against  jaaalng  signals 


H|  tWm) 
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Pig.  5  VtrUclon  of  tha  In t •  r nop t  Ion  rang* 
variui  rha  IIRP  of  cha  uaar  trana- 
*ltt«r  In  cba  direction  of  an 


Interceptor . 
SNR  -  7.6  dB . 


PD  -  0.9.  f  -  10-*. 
Integration  Tj  - 


62. S  aa.  (G/T) j  -  -6  <JB  at  7.5  GHz 


and  7  dB  at  46  GHz.  L  -  0  dB  for 
SHP,  and  12  dB  and  4  d%  for  respec¬ 


tively  air-borne  and  zpaca-borne  EHF 


Interception  platforas. 


( Iv)  Minimize  the  user  EIIF  and  the 
duration  of  traneaitted 

signals  subject  to  communl- 
caclons  requ  1  r eae n t a .  To 

satisfy  higher  E1RF  require¬ 
ments,  one  should  Increase  the 
antenna  size  instead  of  the 
transaltter  pover  while 

keeping  the  sldelobe  levels  as 
low  as  possible.  Thus, 

sldelobe  radiation  Is  kept  at 
s  alnlaua  for  AJ  and  LFE 
purposes 

(v)  Take  full  advantage  of  site 
shielding  and  propagation 

s  f  fee ts 

(vl)  The  LFE  waveform  of  choice  Is 
FH  over  as  wide  a  spreading 
bandwidth  as  possible.  Vhere 
LFE  rather  than  Aj  is  the 
overriding  consideration,  tiae 
spreading  in  addition  to 
frequency  spreading  asy  also 
be  considered  (Kef  36)  Note 
that  AJ  and  LFE  represent 
ofton  conflicting  nodes  of 
operat  ton 

(vll)  Ensure  adequate  operator 
training  In  LFE  procedures 


4.  REPEAT-BACK  JAMHIBC 


RBJ  ,  which  Is  a  threat  aalnly 
against  slow  PH  and  hybrid  systems, 
consists  of  intercepting,  processing  and 
re  -  transmitting  ths  signals,  rscslved  from 
tho  usor  transalttar,  Co  tha  usor  rocalvor 
boforo  tho  usor  ayatom  hops  to  a  naw  aat  of 
frequency  channels. 

To  bo  effactlva  in  RBJ,  tho 
differential  path  delay  batwaan  tha  rapaat- 
back  Jaaaar  and  tha  uaar  racalvar  (the 
dlffaranca  in  tlaa  dalay  batwaan  tha 
propagation  path  and  tha  path  via  tha 
rapaat-back  jaaaar)  ahould  ba  laaa  than  tha 
dlffaranca  batwaan  tho  PH  algnal  dwell  time 
and  tha  time  required  to  process  the 
intarcaptad  signals  (Refs.  30  and  40). 
Thus,  higher  tha  hopping  rote,  mors 
protected  the  FH  system  is  against  RBJ  and 
closer  the  RBJ  platform  must  bo  to  tho 
propagetlon  peth. 

Apart  from  tha  above  restrictions, 
there  are  other  problems  asaoclatad  with 
2BJ .  A  large  portion  of  tha  hopping 
bandwidth  must  usually  ba  monitored  by  tha 
Interception  racalvar  of  a  RBJ  platform. 
In  praaanca  of  many  communicators  In 
different  channels,  the  interception 
receiver  may  bo  faced  with  a  formidable 
a lgna 1  -  sort lng  problem  (eg  time  of 
arrival.  direction  of  arrival,  etc.)  In 
attempting  to  isolate  a  aaall  number  of  tha 
Intercepted  signals  to  be  targeted  (Ref. 
40)  . 

RBJ  applies  to  both  up-  and  down¬ 
links  In  contrast  to  an  uplink  repeat- 
back  jsmasr,  a  downlink  repeat-back  Jammer 
can  Intercept  all  downlink  channels  within 
tha  coverage  area  of  tha  satellite 

RBJ  can  therefore  be  a  potential 
threat  only  against  slow  PH  systems .  This 
threat  can  bo  countered  by  Increasing  tha 
hopping  race.  This,  In  turn.  Increases  cha 
cost  and  dsersasss  the  reliability  of  the 
RBJ  platform.  makes  Che  synchronization 
more  difficult  end  puts  limitations  on  ths 
switching  time  of  PH  synthesizers  (Ref. 
4C)  . 

Re.-ertlv,  there  has  been  cons i - 
derabls  Interest  In  cha  vulnerability  of  FH 
syateme  to  RBJ  and  tha  required  counter- 
mmasurea  (Refs.  41-44).  Among  the  techni¬ 
ques  suggsslsd  to  partially  sllsvlsts  this 
thrsat  Is  s  randoi  FH/FSK  system  which 
differs  from  tho  ttadltlonal  methods  bar.d 
on  fast  FK  techniques  (with  attendant 
ey net r on  1 1 s 1 1  on  problems)  and  consists  of  s 
•low  FH  system  which  It  yet  not  susceptible 
to  RBJ.  This  tschnlqus  Involves  the 
telecelon  of  the  FSK  signalling  tones 
(during  each  hop)  pssude • randomly  from  all 
signalling  tonaa  available  in  tha  FH  band¬ 
width.  The  effectiveness  of  •  repeat-bsck 
lesser  can  thue  bo  reduced  drastics!!)* 
since  such  s  jammer  can  follow  end  jea  only 
the  signalling  tons  frequency  over  which 
the  dots  le  sent  (Ref  41). 


CONCLUSION 


5  . 


This  paper  alas  to  Identify  ths 
nlitlvt  significance  of  tha  factors 
determining  tbs  performance  of  HILSATCOM 
ayateaa  against  electronic  attacks.  This 
la  evidently  very  Important  for  the  realiz¬ 
ation  of  robust  HILSATCOM  ayateaa  since  It 
leads  to  the  provision  of  balanced  and 
cost-effective  ECCM. 

Tbs  relative  significance  of  the 
ECCH  factors  are  Identified  from  the 
performance  predictions  for  MILSATCOK 
systeas,  operating  with  geostationary 
aatellltea,  under  up-  and  downlink  Jaaalng. 
The  aystea  vulnerability  against  signal 
explolcaclon  and  EAJ  la  considered.  The 
laplications  of  AJ  and  LPE  aodaa  of 
operation  in  SHF  and  EHF  bands  ara  also 
discussed . 

There  are  aeny  aspecca  of  HILSATCOM 
systeas  chat  can  be  exploited  by  an  eneay 
and  aost  of  these  aspects  can  ba  lnprovad 
by  various  ways.  Therefore,  the  provision 
of  necessary  ECCM  Is  often  a  costly  and 
coaplex  process.  It  Is  crucial,  at  the 
first  stage,  to  develop  an  awareness  of  the 
relative  Importance  of  the  ECCH  factors. 
The  specific  ECCH  required  by  a  system  can 
be  implemented  In  a  balanced.  Integrated 
and  cost-effective  way  only  at  the  design 
stage,  not  in  Isolation  but  when  balanced 
with  countaraeasures  against  nuclear  and 
physical  threats  as  well. 

This  paper  is  concerned  with 
HILSATCOM  systeas  operating  with  geo¬ 
stationary  aatellltea.  Use  of  alternative 
orbits  and  the  proliferation  of  SCTs  and 
spacecraft  as  countaraeasures  to  elec¬ 
tronic.  nuclear  and  physical  attacks  ara 
not  considered. 
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Discussion 


Prot  lnce 

[n  your  chart,  where  you  showed  throughput  verus  jammer  EIRP,  you  were  assuming  that  the  receiver  was  not  linear.  Am  I 

right  or  wrong? 

Author’s  Reply 

I  think  we  assumed  that  the  receiver,  to  show  an  acceptable  performance,  should  have  an  E,/N„  which  is  equal  to  10  dB. 

10  dB  is  sufficient  for  an  acceptable  performance.  That  is  a  generic  number  —  it  doesn't  necessarily  correspond  to  a 

particular  specific  equipment.  But  it  doesn't  have  to  saturate  the  receiver. 

Dr  B  .FelsteaA,  CRC,  Canada 

(i)  What  form  of  intercept  device  did  you  assume?  Was  it  a  wideband  radiometer? 

(ii)  Have  you  done  any  example  calculations  of  detection  range’’  I  am  concerned  that,  even  with  spread  spectrum, 
detection  ranges  can  be  hundreds  of  kilometres. 

Author’s  Reply 

(i)  To  keep  the  results  more  general,  we  modelled  the  interception  receiver  in  terms  of  theposl-detectionsignal-to-noise 
ratio  required  to  achieve  a  certain  probability  of  detection  and  probability  of  false  alarm  So.  the  results  apply  to  an\ 
interception  receiver. 

(ti)  The  results  of  the  sample  calculation  are  presented  in  Figure  5  of  the  paper.  Figure  5  confirms  your  opinion  that 
delection  is  possible  at  very  long  ranges  even  when  spread  spectrum  systems  are  used 
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PERFORMANCE  OF  MILSATCOM  ADAPTIVE  ANTENNA  SYSTEMS 
IN  PULSE  JAMMER  ENVIRONMENTS 

W.  B.  G«il  and  I.  M  Won 
The  Aerospace  Corporation 
P.G  Boa  9285-7,  lot  Aageiea,  Ca.  80009 
USA. 


ABSTRACT 

HILSATCOM  aatennai  which  oae  a  linear  gradient  adap¬ 
tive  nailing  algorithm  to  cancel  interference  reipond  differ¬ 
ently  to  pulse  jammer*  than  to  continnoui  wave  (CW)  jam¬ 
mer*  with  the  tame  peak  output  power  For  a  pulse  jammer, 
the  antenna  adapt*  to  cancel  the  interference  when  the  jam¬ 
mer  is  on  and  recovers  toward  the  un adapted  state  when  the 
jammer  is  off.  The  adaptation  time  constants  are  approxi¬ 
mately  proportional  to  the  received  jammer  signal  power  and 
the  system  noise  respectively;  the  “attack7’  time  constant  is 
generally  much  smaller  than  the  “release’’  time  constant.  An 
effective  pulse  jammer  exploits  this  time  dependence  to  pre¬ 
vent  the  antenna  from  fully  cancelling  the  interference 

For  a  particular  antenna  system,  the  worst  cue  pulse  jam¬ 
mer  for  a  given  waveform  can  be  expected  to  occupy  a  well 
defined  region  of  the  operating  space  defined  by  the  aspect 
angles,  signal  power,  jammer  power,  duty  cycle,  and  poise 
repetition  frequency  (PRF)  In  this  paper,  the  effect  of  each 
of  these  parameters  on  antenna  performance  is  investigated 
for  a  multiple  pulse  jammer  environment.  The  worst  case  op¬ 
erating  space  is  identified  for  typical  MILSATCOM  antennas 
and  the  characteristics  f  the  operating  spaces  are  compared. 
Under  certain  well  defined  conditions,  antenna  performance 
in  a  pulsed  interference  environment  is  worse  than  in  a  CW 
interference  environment 


I  INTRODUCTION 

Adaptive  antenna  processors  which  use  a  linear  gradient 
least-mean  squares  (LMS)  nulling  algorithm  to  cancel  inter 
ference  arc  potentially  vulnerable  to  pulse  jammers.  Such 
algorithms  can  be  characterized  by  “attack''  and  “release" 
time  constants  which  describe  adaptation  to  the  jammer  on 
and  off  stales  respectively  An  effective  pulse  jammer  ex¬ 
ploits  these  time  constants  to  prevent  the  antenna  from  fully 
cancelling  the  interference.  Previous  work  in  this  area  i  1-41 
suggested  that  the  vulnerability  of  a  particular  antenna  sys¬ 
tem  can  be  highly  dependent  on  parameters  such  as  jammer 
aspect  angle,  jammer  duty  cycle,  and  cooperative  effect*  of 
multiple  pulse  jammers 

In  this  paper,  the  performance  of  multiple  beam  (MBA) 
antennas  in  the  presence  of  pulse  jammers  is  investigated 
The  four  antennas  which  were  considered,  "-element  and  9 
de-vstrl  arrays  using  un  aperture  diameter  of  7 1  cm  and  16 
dsa  *  t  and  19  element  arrays  using  an  aperture  diameter  of 
111  up  i,  were  designed  to  provide  an  arcs  coverage  diameter 
of  r»i  CWXI mutely  1  5*  A  vmilar  comparison  betwswn  s  7 
den  eat  linear  array  and  •  dement  MBA  was  described  in 
a  pervious  piper  >] 

The  busic  theory  of  bow  u  lines'  gradiewt  luffing  system 
responds  to  pulsed  interference  has  been  given  u  I  The 
complex  weights  which  are  w*ed  to  control  the  output  of  an 
adaptive  antra  an  satisfy  the  equat-on 

dtt 

-j-  +  A# I*’  -  kS  (It 

where  M'  in  the  complex  weight  v.  ctor,  ♦  is  the  covariance 
matrix,  k  is  the  LMS  loop  gain,  and  S  is  the  I  tee  nag  vector 
A  pulsed  into-feseac*  sou,  j  is  characterised  by  discos  tin u 
ous  amplitude  c Images  which  occur  at  discrete  times  t  -  t, 
If  it  is  casamed  that  the  interference  amplitude  is  constant 


within  the  interval  between  t  =  t,  and  t  =  f,ci,  the  transient 
response  of  the  weight  vector  during  the  interval  is  given  by 

H*(t)  --  e-‘*<'-*->  [U  (t.)  -  ♦  -,sj  -r  *-'S  (2) 

where  W'(tj)  is  the  weight  vector  at  the  start  o(  the  interval. 
It  is  generally  convenient  to  define  a  normalized  time  variable 

t  —  k<j*l  ,  (3) 

where  <r7  is  the  variance  of  the  assumed  white  Gaussian  noise, 
and  %  normalized  covariance  matrix 

*  =  ~  (41 

a7 


so  that  the  results  arc  independent  of  the  particular  choices 
for  k  and  < r1.  The  unit  of  time  in  this  formalism,  r  =  1. 
correspond*  to  the  “release”  lime  constant  l  -  \j[k<r7)  which 
characterizes  the  time  required  for  the  weights  to  reach  their 
equilibrium  values  in  the  absence  of  jamming 

I!  THEORY 

Consider  a  single  jammer  with  fixed  amplitude,  position, 
pulse  repetition  frequency  (PRF).  and  duty  cycle.  If  the 
jammer  turn*  on  at  time  r  -  0,  the  weights  will  exhibit  a 
transient  response  as  they  settle  toward  equilibrium  (Figure 
1).  The  equilibrium  response  of  the  wrights  is  characterized 
by  a  time- variation  that  is  the  same  from  one  jammer  pe 
riod  to  the  next;  the  wright  vector  at  the  beginning  of  the 
jammer  period  is  thus  equal  to  the  weight  vector  at  the  end 
of  the  jammer  period  (Figure  2a).  By  equating  these  weight 
vector*,  an  expression  for  the  equilibrium  weight  vector  II  0 
at  the  beginning  of  the  jammer  period  ran  be  obtained 

Wo  -  (1  £,£,)'' 

[£,(1  -  £,)*,  '5  +  |i  £,)  V\  (5) 

where 

£.  e‘  *•<'•■!  16) 

is  the  exponential  matrix  for  the  i'1  interval  between  jam 
mer  state  changes,  r,  is  the  time  at  the  start  of  the  interval, 
and  ♦,  is  the  covariance  matrix  for  the  ir.t::”zl.  The  time 
dependence  of  the  weight  vector  for  the  entire  jammer  pe 
riod  can  be  obtained  easily  from  Equation  2  once  this  initial 
weight  vector  is  known. 

Figure  2b  shows  the  generic  response  of  the  weights  to  an 
interference  environment  which  includes  several  such  jam 
users  If  the  state  of  one  or  more  of  the  jammers  change*  at 
time  r  r, ,  the  weight  vector  responds  according  to  Equa¬ 
tion  2  Assume  that  there  is  a  master  jammer  period  Tj 
such  that  Tj:  f ,  is  an  integer  for  all  of  the  individual  jammer 
periods  T.  Since  tbe  weights  tt  the  end  of  the  master  inter 
val  most  equal  the  weights  at  the  beginning  of  the  master 
interval,  an  expression  for  U.  can  again  be  obtained 

»•  (■  n*j  ’ 
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Figure  1:  Typical  transient  response  of  null  depth  to  a  pulse 
jammer 

where  n  is  the  number  of  intervals  in  the  master  interval 
(equal  to  the  master  interval  divided  by  the  shortest  jammer 
period ) . 


Ill  ANALYSIS  TECHNIQUE 

In  order  to  investigate  the  adaptive  antenna  response  to 
Dulsed  interference,  a  computer  code  was  written  to  solve 
fol  the  equilibrium  time-history  of  the  weights,  using  Equa¬ 
tions  7  and  2,  aud  calculate  the  signal- lo-interfereace  plus 
noise  ratio  I  SINK)  as  a  function  of  time  over  the  master  jam¬ 
mer  period.  The  antenna  performance  was  then  evaluated 
in  terms  of  the  mean  bit  error  rate,  given  by 

r.  =  ~  fTl w 
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by  warning  a  differential  phase-shift  keyed  (DPSK)  wave 
form.  This  relation  is  valid  as  long  as  the  bit  rate  is  much 
larger  than  the  jammer  PRF.  lr-  otder  to  approximate  the 
effect  of  hardware  errors,  null  depth  was  artificially  limiter) 
in  the  computer  code  to  a  maximum  value  of  30  dB- 

The  analysis  was  performed  for  two  feed  packing  geome¬ 
tries  for  each  of  two  MBA  aperture  diameters  The  patterns 
for  these  anteunas  are  shown  in  Figure  3.  For  the  Tl  rm  aper 
ture,  7  element  hexagonal  and  9  element  square  pack  feeds 
were  considered  For  the  1  H  c«n  apei  lure,  16  element  hexag 
onal  and  IV-dement  square  pack  feeds  were  considered  For 
all  four  antennas,  the  peak  gain  of  the  individual  beams  and 
the  beam  tpwong  were  chosen  to  produce  an  area  coierage 
with  comparable  gain  ami  a  diameter  of  approximately  1.5' 
The  71  cm  antennas  used  a  uniform  feed  illumination  with  a 
5  dB  edge  taper  while  the  1 11  cm  antennas  used  a  Bessel  on 
s  10  dB  pedestssi  feed  illumination  with  a  -  l1*  dB  edge  tape: 
The  elevaxion  wagie  is  defined  as  the  angle  between  the  ray 
direction  and  te-resite  The  specification*  for  these  antennas 
are  luted  in  Table  1 

The  variables  which  describe  the  jammer*.  I  power,  band 
widlt  elevation  and  azimuth  period  as  4  FRF),  the  receiver 
'bandwidth),  and  the  user  ipowei,  rVvatsou  *ud  azimuth) 
define  the  parameter  space  for  a  particular  antenna  system 
The  goal  of  this  work  was  to  identify  those  p-etions  of  the 
parameter  space  for  which  P,  it  worse  for  pnlse  jammers 
than  for  CW  jammers  smd  tu  compare  the  results  for  difTeT 
ent  MBA  configurations  V nfot tunstely ,  the  large  number 
of  dimensions  in  this  space  made  an  exhaustive  search  of  ail 
parameter  combmaltous  unfeasible  Instead,  the  code  was 
set  up  to  loop  over  two  parameters  at  a  time  so  that  an  ex 
tensive  directed  search  could  be  performed  In  this  manner, 
it  was  possible  to  develop  a  qualitative  understanding  of  how 
P,  varies  with  each  of  the  parsuneters  Baaed  on  this  under 
standing  those  portions  of  the  parameter  space  for  which 
the  pulse  jammer  V,  was  worse  than  that  for  s  fW  jam 
met  were  identified  and  further  analysis  waa  performed  on 
these  subs  paces  The  parameter  space  which  was  searched 
is  shown  m  Table  2 


Figure  2:  Typical  time  vari*  on  of  equilibrium  weights  for: 
a)  one  jammer,  b)  multiple  jammers 


IV  SINGLE  PL'LSE  JAMMER 

The  results  of  the  analysis  for  a  single  pulse  jammer  are 
shown  in  Figures  4  and  5  for  the  7-element  and  9  element 
MBA's.  Each  plot  in  these  figures  shows  P,  as  a  function  of 
one  of  the  operating  parameters  (jammer  elevation,  jammer 
PRF,  jammer  power,  and  user  powet )  with  curves  parametric 
in  duty  cycle  Because  only  two  parameters  vary  in  each 
plot,  thr  others  were  chosen  so  that  interesting  portions  of 
thr  parameter  space  are  represented 

7-»lemrnt  MB. 4.  Figure  4a  shows  E.  as  a  function  of  eleva¬ 
tion  for  duty  cycles  from  CW  to  10  1  in  powers  of  10  for  the 
7  element  hexagonal  pack  MBA  The  solid  lines  represent  7^ 
when  the  antenna  has  foily  adapted  to  cancel  the  inlerfer 
ewce  and  the  dashed  lines  indicate  the  corresponding  P.  for 
an  unadopted  antenna  Thr  jammer  period  in  this  exam 
pie  ia  0  01,  the  jammei  power  is  20  dBN  (dB  above  noise), 
the  jammer  azimuth  is  0*.  and  the  jammer  is  assumed  to  be 
monochromatic  The  user  is  on  boresite  with  i  power  of  0 
dBN  Near  the  0°  elevation  of  the  user,  the  antenna  is  not 
v»-ry  good  at  cant  eU;ing  jammers  and  CW  jammers  maintain 
ac  advantage  simaly  on  the  basis  of  larger  average  power.  In 
the  flanks  of  :he  overage  area,  however,  pulse  jammers  can 
be  considerably  rnore  effective  than  CW  jammers  In  this 
region,  nulling  be-tonues  less  effective  with  decreasing  c  it> 
cycle  to  that  P9  apprvtacfce  ’.he  unadapted  value  The  effect 
is  particularly  evident  f*»r  i  p  10  1  duty  cycle  jammer  Out¬ 
side  of  *he  coverage  area,  the  sidelobes  are  sufficiently  low 
that  no  jammer*  pr-^duce  bit  error  rates  above  the  clipping 
level  of  n  10  V  The  results  for  other  azimuths  are  qua! 
itatively  similar  due  to  the  approximate  ircular  symmetry 

of  the  dements. 

The  variation  of  T*  with  the  other  parameters  can  be  demon 
strated  by  hxjog  the  jammer  elevation  at  0.8®.  corresponding 
to  a  jammer  in  thr  flanks  of  the  coverage  area.  Figure  4b 
show?  h*>w  P,  varies  with  PRF  for  such  a  jammer  For  slow 
pulse  jammers  p  e  ,  ine  PRF  is  Jest  than  i.  pqimainil  to 
a  jammer  period  less  than  the  system  lime  constant).  T\ 
increases  with  increasing  PRF  until  a  maximum  is  reached 
near  PRF  =  1  At  higher  PRF'*.  V,  decreases  agu  n  to  thr 
C\A  vtlur  for  higher  duty  cida,  but  for  lower  dut v  eyrie* 
Pt  become*  independent  of  PRF  At  the  lower  duty  cycle*. 
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Table  2:  Parameter  space  ip  the  study 


Component 

Parameter 

Range  of  Value* 

Jammer 

Elevation 

90*  to  9<r 

Arimuth 

0*  to  180° 

JNR 

-20  to  4-60  dB 

PRF 

10-3  to  103 

Duty  cycle 

CW  to  10  1  i 

Band  width 

CW  j 

Rcccivez 

Bandwidth 

fixed 

User 

SNR 

-40  to  +20  dB  i 

the  pulse*  have  become  sufficiently  short  that  little  adapt*, 
lion  takes  place  while  the  jammer  is  on  and  the  /',  is  nearly 
that  of  the  unadapted  antenna. 

Figure  4c  shows  how  the  response  to  the  same  jammer 
varies  with  jammer  power.  A  low  power  jammer  produces  a 
P,  which  is  below  the  dipping  limit  of  P,  —  10  *.  A  high 
power  jammer  produces  a  large  P,  which  approaches  the  un- 
adapled  value  of  V,  as  a  result  of  ihe  null  depth  limitation 
of  30  dB  imposed  to  simulate  hardware  errors.  This  limita¬ 
tion  is  also  lesponsiblr  for  the  cusp  in  the  10  1  duty  cycle 
curve  at  a  JNR  of  about  30  dB.  There  is  an  intermediate 
region  from  approximately  0  dBN  to  25  dBN,  however,  for 
which  F,  is  considerably  worse  for  pulse  jammers  than  for 
C'W  jammers 

Figure  4d  shows  how  the  response  to  this  jammer  varies 
with  signal  power  At  low  signal  powers,  P.  approaches  a 
value  of  0  .5  for  all  duty  cycles  At  signal  powers  above 
20  dBN.  r„  decreases  rapidly  for  CW  and  higher  duty  cycle 
jammers,  indicating  the  effectiveness  of  the  nulling  For  the 
lower  duly  cycle  jammers,  however.  F,  doe-  not  differ  con 
siderabl v  from  the  unadapted  value  until  near  0  dBN  as  a 
consequence  of  the  less  effective  nulling  of  these  jammers 

9-element  MBA  Figure  5  shows  similar  plots  for  the  9 
element  square  pack  MBA  Because  of  the  higher  sidelobe 
levels  in  this  antenna.  T\  values  above  the  clipping  level  oc¬ 
cur  in  the  first  sidelobe.  as  shown  in  Figure  5*.  At  with 
the  coinage  area  flanks  in  the  7  element  MBA.  low  duty 
cycle  pulse  jammers  ate  more  effective  than  C’W  jammers 
in  this  region,  with  P,  values  approaching  those  of  the  un 
adapted  antenna.  Figures  5b  d  are  qualitatively  similar  to 
the  comparable  plots  in  Figure  4.  indicating  the  9  element 
MBA  responds  to  pulse  jammers  in  much  the  same  manner 
*»  the  7.eleraent  MBA.  Minor  quantita'ive  difference*  can 
he  determined  from  the  plots 

Id-element  and  19  element  MBA'i.  Analysis  of  the  16- 
element  square  and  19  element  hexagonal  MBA’s  shows  that 
the  response  of  these  larger  aperture  antennas  to  pulse  j am 
uiers  is  qualitatively  similar  to  that  of  the  7-tlrmeot  and 
9  element  arrays.  Figure  6  shows  F.  plotted  as  a  function  of 
elevation  for  both  antenna*,  indicating  the  similarity  to  re- 
suits  for  the  smaller  aperture  antennas  shown  in  Figures  4a 
and  5*.  Only  minor  quantitative  differences  exist  between 
ail  fonr  antennas,  suggesting  that  performance  is  not  very 
sensitive  to  the  number  of  elements,  the  packing  geometry, 
oi  the  aperture  site 

Central  chararlemafaon.  For  these  antennas,  it  is  possible 
to  provide  a  general  characterisation  of  the  parameter  space 
for  which  F,  is  worse  for  pulse  jammers  than  for  CW  jam- 
men  This  space  is  constrained  by  the  following  qualitative 
features  1 )  jammer  angular  positron  in  sidelobe*  or  Inaks  of 
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Figure  3:  Antenna  patterns  for  the  four  MBA’s 

the  coverage  area,  2)  jammer  period  shorter  than  the  adap¬ 
tive  system  lime  constant,  3)  jammer  power  approximately 
0  25  dB  above  noise,  4)  low  jammer  duty  cycle,  5)  user  power 
greater  than  15  dB  above  noise  level.  In  addition,  high  PRF 
jammers  have  the  valuabie  attribute  that  PI  is  independent 
of  PRF  for  certain  duty  cycles. 

As  was  found  in  the  study  comparing  the  linear  array  with 
an  MBA  (5).  there  are  a  number  of  general  rules  which  guide 
the  choice  of  an  optimal  jammer  for  a  particular  antenna. 
First,  pulse  jammers  can  be  more  effective  than  CW  jam 
inert  with  the  tame  peak  power  when  the  jammer  is  in  the 
sidelobe*  or  coverage  area  flanks.  Thr  primary  exceptions 
are  very  low  power  users  and  very  high  power  jammer;  Sec 
ond,  for  jammers  in  the  flanks  or  sidelobes,  the  effectiveness 
of  pulse  jammers  does  not  increase  monotonically  with  jam¬ 
mer  power.  Pulse  jammers  of  moderate  power  can  thus  be 
as  effective  aa  high  power  pulse  or  C'W  jammers  This  result 
is  in  contrast  to  previous  work,  which  suggested  that  null 
depth  |2l  or  worst  c*»*  P,  l4|  is  proportional  to  the  average 
power  of  tl«  pulse  jammer.  As  is  indicated  by  Figures  4e 
and  5a,  logp,  it  proportional  to  average  jammer  power  near 
the  center  of  the  area  but  not  so  in  the  flanks  or  sidelobes. 
Third,  as  has  been  shown  previously  |l,4j,  the  optimal  jam 
mer  period  is  generally  comparable  to  the  time  constant  of 
the  adaptive  antenna.  HoweveT.  near  optimal  performance 
can  be  obtained  in  particular  cases  if  the  jammer  period  is 
sho  *er  than  the  adaptive  time  constant;  such  a  pulse  jam 
met  is  considerably  more  robust  than  one  which  is  designed 
to  reproduce  the  presumably  unknown  time  constant  of  the 
adaptive  antenna  Fourth,  an  optimal  value  of  duty  cycle 
can  be  identified  for  a  particular  antenna. 

While  it  was  assumed  for  this  study  that  peak  power  is  in¬ 
dependent  of  duty  cycle,  microwave  power  devices  are  gen¬ 
erally  more  efficient  at  low  duty  cycle*  For  a  given  input 
power,  peak  power  at  low  duty  cycle*  it  typically  10  dB 
higher  than  for  C’W  operation.  This  result  provides  an  ad 
dittos*!  advantage  to  pulse  jammers,  particularly  in  light  of 
the  low  duty  cycles  which  were  found  to  be  most  effective  in 
this  study 

V  MULTIPLE  PULSE  JAMMERS 

To  investigate  antenna  performance  when  multiple  pulse 
jammers  are  present,  *  second  jammer  with  fixed  parameters 
•as  added  to  the  simulation  and  the  loop  calculations  were 
performed  as  with  the  single  jammer  Multiple  runs  were 
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Figure  4:  Adtpied  (solid)  and  uoadaplrd  (dashed)  mean 
BER  verttts  operating  space  parameters  for  l he  7-element 
MBA  with  one  jammer 


Figure  5:  Adapted  (solid)  and  unadapted  (dashed)  mean 
BER  versus  operating  space  parameters  for  the  9  element 
MBA  with  one  jammer 


made  with  different  parameter  values  to  determine  par  am  e 
ter  dependencies  To  evaluate  the  impart  of  the  second  jam 
cuei,  the  “combined"  bit  error  rate  obteuned  bv  performing 
the  calculation  wi'.b  both  jammers  operating  simultaneously 
was  compared  with  a  "summed”  bit  error  rale  determined  by 
calculating  toe  SINK  (or  each  jammer  separately  and  adding 
Any  difference  between  the  combined  and  summed  bit  error 
rate*  indicates  a  coupling  of  the  jammers  or  an  inability  of 
the  antenna  to  simultaneous])  null  the  jammers  to  the  level 
that  each  cats  be  sailed  separately 

A  large  number  of  caae*  acre  examined  (or  all  (onr  MBA 
configuration*  No  eater  were  found  (ot  which  the  combined 
jammer  perform aace  differed  from  the  rummed  performance 
by  more  than  the  compnlational  error  limit*  figure  7  rbowr 
two  example*  of  two-jammer  rcenanor  for  which  the  “com 
blaed”  V,  was  compared  with  the  “5um.5-.cd'  F.  for  She  7 
element  MBA  In  both  plolr,  T.  ir  plotted  rerrur  SNR  with 
the  “combined'  R  rhown  at  a  solid  line  and  the  “rummed' 
P.  rhown  a*  a  daahed  line,  la  Figure  7a,  the  jammer*  were 
located  at  aa  deration  of  O  S'  and  aiimnthi  of  JO*  and  C*. 
coereaponding  to  one  jammer  midway  between  beam*  and 


the  second  near  the  center  of  the  adjacent  beam  The  jam 
met*  operated  in  phase  with  period  0  01  The  first  jammer 
had  a  fixed  duty  cycle  of  0  I  and  JNR-10  dBN  The  sec 
ond  jammer  had  a  variable  duty  cycle  (corresponding  to  the 
four  curves  in  the  figure)  and  a  JNK  chosen  to  give  the  same 
average  power  as  the  first  jammer  In  Figure  7b,  the  jam 
men  were  located  a.  an  elevation  of  0  8’  and  azimuths  of 
60“  and  0”.  corresponding  to  positions  near  the  renter  of  two 
adjacent  bearer.  The  jammers  operated  in  ami  phase  with 
period  1  The  first  jammer  again  had  a  duty  cycle  of  0  l  and 
JNR~  10  dB.  The  second  yammer  had  a  variable  dulv  cy¬ 
cle  but  a  fixed  power  of  JNR-10  HBN  In  both  figures,  the 
small  deviation  of  the  “summed"  F.  from  the  “combined" 
P,  can  be  accounted  for  by  the  inexact  nature  of  calculating 
a  “summed”  P,. 

While  it  is  clear  from  temporal  plots  in  these  cases  that 
the  response  to  one  jammer  can  arfecc  ihc  responses  to  other 
jammers,  the  equilibrium  bit  error  rale  appears  to  be  unaf 
fected  b>  any  coupling  Thus  the  null  “poll-off"  effect,  which 
has  been  suggested  at  a  potential  problem  for  linear  gradient 
adaptive  systems  |2j.  does  not  appear  to  affect  the  equilib 
nun  nulling  solution  when  evalonted  in  terms  of  F, 
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Figure  6.  Adapted  (solid)  and  an  adapted  (dashed)  mean 
BER  versus  elevation  (or  one  jammer:  a)  16-element  MBA. 
b)  19-elemcBt  MBA 


VI  CONCLUSIONS 

Four  MBA  antennas  were  investigated  to  determine  the 
portion  of  the  parameter  space  for  which  pulse  jammers  are 
more  effectix-e  than  CVV  jammers  This  parameter  sub-space 
was  found  to  have  well  defined  characteristics  which  are  qual 
datively  similar  (or  all  four  antennas  Antenna  performance 
with  one  jammer  present  was  found  to  be  significantly  worse 
for  pulse  jammers  than  for  CW  jammers  under  certain  well- 
defined  conditions-  With  multiple  jammers  present,  perfor 
rusocr  was  found  to  be  the  same  as  if  the  antenna  adapted  to 
each  jammer  independently.  The  results  suggest  that  MBA 
performance  in  the  presence  of  p*j!*e  jammers  is  relatively 
insensitive  to  aperture  sise,  number  of  feed  dements,  and 
feed  pack  geometry  for  fixed  area  coverage  dimensions 


Figure  7:  “Combined"  (solid)  and  “summed"  (dashed)  mean 
BER  versus  SNR  for  the  7  element  MBA  for  two  two  jammer 
scenarios 
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Discussion 


Prot  luce 

The  null  depth  is  of  the  order  of  30  dB.  (Can  you  comment  on  that?) 

Author'*  Reply 

We  artificially  limited  the  null  depth  to  30  dB.  essentially  to  simulate  the  effect  of  hardware  errors  which  typically  prevent 
the  ultimate  limit  on  the  null  depth  from  being  obtainable. 


Prof.  I  nee 

(Do  you  assume)  the  receiver  is  linear?  There  arc  no  capture  effects,  and  won? 

Author’s  Reply 

We  simply  solve  that  differential  question:  so  various  non-linear  effects  that  come  into  a  seal  system  were  not  included 


Prof  Ince 

Do  you  intend  to  produce  a  prototype  of  this  antenna  ’ 


Author's  Reply 

No,  this  is  a  computer  analysis  oniy.  Directly,  wc  rc  going  to  Jo  more  computer  simulations  with  different  sorts  of  jamming 
problems,  that’s  all. 


Performance  Tradeoff  of  MILSATCOM  Adaptive  Multibeam  Antennas 


David  H.  Senenskft,  In  M.  Weis,  Young  S.  Kim 
The  Aerospace  Corporation 
P.O.  Box  92957 
Lot  Angeles,  CA  90009-2957 
U-S.A. 


Abstract  -  MILSATCOM  satellite  communication  applications 
may  require  servicing  a  collection  of  users  distributed  over  a 
loeilued  geographic*!  area  in  tbe  presence  of  interfering  noise 
sources.  Recent  interest  in  such  applications  has  focused  on  tbe 
use  of  adaptive  nulling  antennas  to  counter  interference  by 
shaping  the  radiation  patient  in  response  to  the  signal 
environment.  This  paper  compares  the  nulling  performance  of 
gimbalied  multi-beam  anaemias  (CMBAs)  for  hexagonal  and 
square  feed  arrangements  for  two  reflector  diameters. 
Performance  is  characterized  by  die  percent  of  the  coverage  area 
available  for  cocsmnBcarioe  parameterized  by  data  rate  (area 
coverage  mode)  and  by  user  /  jammer  separation  resolution  (spot 
beam  mode). 


1  Introduction 

MILSATCOM  satellite  communication  applications  may 
require  servicing  a  collection  of  users  distributed  over  a  localized 
geographical  area  in  the  presence  of  interfering  noise  sources. 
In  order  to  provide  reliable  area  coverage  performance,  the 
receive  wnaau  should  reject  interference  outside  of  tte  coverage 
area  while  mitigating  interference  within  die  coverage  area. 

Spread  spectrum  techniques  have  been  traditionally  used  to 
counter  interference.  To  achieve  farther  noise  rejection,  recent 
interest  has  focused  on  adaptive  antenna  processing.  Adaptive 
antenna  systems  counter  interference  by  shaping  the  antenna 
radiation  pattern  in  response  to  the  signal  environment.  An 
adaptive  system  consists  of  a  multiple  element  antenna  followed 
by  an  adaptive  processor  which  measures  the  incoming  signals 
and  "cancels"  an  interfering  signal  by  adapting  tbe  weights 
applied  to  each  of  the  elements  to  place  a  pattern  null  in  the 
direction  of  the  undesired  source. 

For  tins  study,  a  gimballed  muta-beam  antenna  (GMBA)  was 
selected  for  tbe  antenna  system.  The  GMBA  is  a  mechanically 
steerable  MBA  based  on  simple  technology  and  can  be  easily 
implemented  on  a  spacecraft  The  GMBA  provides  coverage  to 
users  dispersed  over  a  fixed  area  against  a  variety  of  jammer 
threats.  It  generally  has  uddobes  that  fall  off  rapidly  outside  the 
coverage  area.  The  factors  that  most  influence  tbe  GMBA 
design  are  tbe  desired  nulling  resolution  and  coverage  area 
Resolution  is  a  function  of  the  antenna  diameter  and  wavelength 
and  coverage  area  is  determined  by  these  parameters  and  the 
number  of  beams. 

The  focus  of  this  paper  is  a  comparison  of  nulling 
performance  fur  differing  GMBA  configurations.  Two  feed 
arrangement,  hexagonal  and  square,  art  compared  for  reflector 
diamrstnof  71  and  111  centtencaerv  The  EHF  frequency  bare) 
was  selected  to  farm  antenna  size  and  improve  nulling  resolution 
within  the  chosen  coverage  area  diameter  of  1.5  degrees 
Performance  is  evaluated  in  terms  of  the  percent  area  coverage 
available  for  ccenmunicatioo  parameterized  by  data  rare  for  tbe 
are*  coverage  mode,  and  the  user  /  jammer  reparation  resolution 
for  the  jpo.  beam  mode. 


0  Anaesrea  Configuration 

Figure  l  illustrates  tbe  four  antenna  configmoom  mafaed  in 
this  report.  The  comparison  configurations  for  the  71  cm. 
amentia  consist  of  a  7-beam  hexagonal  lattice  and  a  9-beam 
■prae lattice.  The  comparac*  oonfigreanont  for  the  111  cm 
atrana  consist  of  a  19- beam  hexagonal  lattice  and  a  16-beam 
•9**  lattice  The  half  power  beam  width  is  a  function  of  tbe 
of  apenure.  weighting,  reflector  diameter,  wavelength,  and 
tapcrfl^].  The  cenaer-ao-center  beam  sparing  was  chosen 
to  produce  ■  15  degree  diamrrer  oovmgt  area. 


The  71  cm  antennas  assume  a  circular  aperture  with  uniform 
weighting  giving  a  3  dB  beam-width  of  0.6  degrees  in  the  EHF 
frequency  band.  The  center- to-cen ter  beam  spacing  is  0  65 
degrees  for  the  hexagonal  lattice  and  057  degrees  for  tbe  square 
lattice.  The  1 1 1  cm  antennas  assume  a  circular  aperture  with 
Bessel  on  a  10  dB  pedestal  weighting,  giving  a  3  dB  beam  width 
of  0.45  degrees  at  EHF.  Tbe  center-to-center  beam  spacing  is 
0.45  degrees  for  both  the  hexagonal  and  square  lattice. 

Tbe  above  parameters  are  listed  m  Table  1  along  with  the  peak 
gain  (assuming  appropriate  losses),  double  and  triple  /  quadruple 
crossover  points,  and  edge  taper.  The  loss  associated  with  tbe 
crossover  points  are  with  respect  to  tbe  peak  gain  of  each 
configuration.  The  apertures,  weighting,  and  edge  taper  are 
chosen  to  be  characteristic  of  current  and  future  antenna  systems 
and  to  produce  siddobe  levels  that  reflect  actual  experience. 


Figure  1.  Antenna  Configurations 

(si  7-beam  hexagonal,  (b)  9-bearn  square 

(c)  19-beam  hexagonal,  (d)  16-beam  square 
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antennas  is  snown  in  ngurc  u.  ine  oeams  were  wcigmea 
equally  and  the  beam  spacing!  were  chosen  to  produce  a 
uniform  gain  over  the  coverage  a re*.  As  shown  is  figure  2,  die 
gain  is  fairly  uniform  out  to  0.75  degrees  for  each  of  the  four 
cases.  The  first  sidclebe  is  approximately  25  dB  down  from 
peak  gain  for  the  7-beam  antenna.  20  dB  down  for  the  9-beam 
antenna,  35  dB  down  for  the  16-beam  antenna  and  33  dB  down 
for  the  19-beam  antenna. 


Figure;  Area  coverage  quiescent  antenna  patterns 
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antenna  configurations  and  three  jammer  scenarios.  As  shown 
in  this  figure,  the  percent  ate*  coverage  is  a  decreasing  function 
of  data  rate.  In  the  one  jammer  scenario,  for  example,  the 
percent  area  coverage  decreases  from  approximately  97%  to 
52%  as  the  data  rate  increases  from  1  MQrips  to  64  MChips  for 
the  smaller  aperture  antenna,  and  (hops  from  99%  to  91%  for 
the  larger  aperture  antenna.  The  larger  aperture  antennas 
outperform  the  smaller  aperture  antennas  for  each  of  the  three 
scenarios,  and  performance  for  each  of  the  antennas 
decreases  as  additional  jammers  are  present.  In  general,  the 
hexagonal  configuration  (7-beam,  19-beam)  outperforms  the 
comparable  square  configuration  (9 -beam,  16- beam),  an  effect 
which  is  more  evidew  as  the  number  of  jammers  increase. 
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Ill  Area  Coverage 

Area  coverage  performance  assumes  that  the  satellite  is 
servicing  a  user  at  an  unknown  location  within  a  specified  area. 
The  quiescent  pattern  consists  of  all  the  beams  being  “on"  and 
equally  weighted  to  produce  a  uniform  coverage  over  the  fixed 
area. 

Three  jammer  scenarios  are  considered  for  the  area  coverage 
statistics  The  first  scenario  consists  of  one  mobile  jammer 
within  the  coverage  area.  The  second  scenario  consists  of  one 
mobile  jammer  within  the  coverage  area  and  one  fixed  jammer 
outside  of  the  area  coverage.  The  third  scenario  consists  of  two 
mobile  jammers  within  the  coverage  area  and  one  fixed  jammer 
outside  of  the  coverage  area.  The  mobile  jammer  signal  is 
assumed  to  be  15  dB  greater  than  that  of  the  user  signal  at  the 
receiver,  the  fixed  jammer  signal  is  assumed  to  be  an  additional 
10  dB  stronger  The  stannic s  were  generated  by  randomly 
selecting  ten  positions  of  the  mobile  jxmmerfs)  within  the  am 
coverage.  Two  additional  cases  are  included  in  the  statistics  in 
which  the  mobile  jammed s)  is  located  at  one  of  the  double  and 
one  of  the  mple/quadmpie  crossovers  to  ensure  that  worst  case 
jammers  are  properly  considered  The  addition  of  these  cases 
may  lead  to  somewhat  more  conservative  results. 

The  antenna  system  “cancels"  an  interfering  signal  by 
measuring  the  incoming  s.jnals  and  adapting  the  weights  applied 
to  each  of  the  elements  to  place  a  pattern  null  in  the  direction  of 
the  undesired  source  (4).  For  an  N-bcam  antenna,  the  steady 
stale  weights  W  are  determined  by  the  N  x  N  correlation  matrix 
C  at  the  antenna  elements  and  die  initial  pointing  (weighting) 
vector  P~ 

W  -  C  'P 

where 

P  -  d.i . M 
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Phasing  has  not  been  applied  to  the  imnaJ  weights  Phasing 
would  reduce  the  percent  area  coverage  loss  due  to  the 
narrowing  of  the  null  in  the  desired  dircetfon.  Thu  effect 
becomes  less  pronounced  far  multiple  nulls  (3 ).  System 
performance  was  measured  by  calculating  the  signal  to 
interference  pirn  uuise  ratio  (SK)  and  from  that  computing  the 
energy  pc  chip  divided  by  the  noise  (EChifVTio)  This  value 
was  then  compared  to  a  threshold  of  12  4  dB  which  was 
arutmrd  for  Unit  closure. 


(c) 


Figure  3  Coverage  area  availability 

fur  each  of  the  fuul  aotCtuiai 

(a)  One  jammer  scenario 

(b)  Two  jammer  scenario 

(c)  Three  jammer  scenario 
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Table  2  gives  the  percent  tree  coverage  for  two  important  data 
rates,  8  M Chips  and  300  MChips,  which  correspond  to 
multiplexed  voice  cranking  and  sensor  data  tnmkjnjg  A*  Table  2 
shows,  (be  area  coverage  availability  at  the  8  MChips  data  rate  is 
92.4%  for  the  7 -beam  antenna  with  one  jammer  and  86.8%  for 
the  three  jammer  scenario.  For  the  19-beam  antenna,  the  area 
coverage  availability  is  97.1%  with  one  jammer  and  92. 1%  for 
the  three  jammer  scenario.  At  the  300  MChips  data  rate,  the  7- 
beam  antenna  area  coverage  availability  is  63.3%  with  one 
jammer  and  53.7%  for  the  three  jammer  scenario.  For  the  19- 
beam  antenna,  the  area  coverage  availability  is  81.0%  with  ooe 
jammer  and  70. 1  %  for  the  three  jammer  scenario. 

Contour  plots  of  SIR  as  a  function  of  position  within  the 
beam  are  presented  in  Figure  4  for  each  of  the  four  antenna 
configurations.  The  jammer  scenario  consists  of  a  mobile 
jammer  at  an  elevation  of  0.12  degrees  and  an  azimuth  of  46 
degrees  and  a  fixed  jammer  at  a  elevation  of  0.9  degrees  (outside 
of  the  coverage  area)  and  an  azimuth  of  90  degrees.  These 
locations  are  denoted  by  an  asterisk  on  each  of  the  plots.  The 
plots  are  of  1.0  degree  radius  to  show  the  effects  of  both 
jammers. 

The  19-beam  antenna  demonstrates  the  best  pafbrmance  with 
distinct  nulls  clearly  placed  at  both  jammer  locations.  In 
contrast,  the  smaller  aperture  antennas  show  difficulty  resolving 
the  jammers.  The  7-beam  antenna  forms  a  “null  ring"  [2] 
passing  through  both  jammers  rather  than  distinct  nulls  at  (he 
jammers.  The  area  inside  the  ring  is  not  nulled  and  thus  is 
available  for  communication.  The  null  ring  represents  a 
deterioration  of  area  coverage.  The  9-beam  antenna  also  forms 
a  null  ring,  but  it  is  narrower  than  for  the  7 -beam  antenna. 


10  00  10 


(c)  16-beam  squnre 


However,  the  area  inside  the  ring  is  also  nulled  and  thus  is  not 
available  for  commumcatioa.  The  16-beam  produces 

similar  results  to  the  9-beam  antenna  but  with  a  farther 
narrowing  of  the  null  ring  area.  Only  in  the  19-beam  case  are 
two  distinct  nulls  produced.  The  area  between  the  nulls,  though 
erf  reduced  SIR,  is  available  for  cumnainicarion. 


%  ‘rurn  mgr  frr  nrn  ji  T—r  rmii 


Table  2.  Coverage  area  availability  for  voice 
multiplex  tnjnking(8  MChips)  and 
sensor  trunking  (300  MChips) 


(b)  5-bcam  square 


(d)  19-beam  hex 


Figure  4  Contour  plots  for  a  two  jammer  scenario 
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IV  spot  Beam 

Spot  beam  performance  assumes  that  die  user  location  is 
known  within  a  beam.  The  steady  state  weights  we  calculated  as 
is  the  area  coverage  made,  but  the  initial  pointing  vector  is 
chosen  such  that  the  beam  covering  the  user  is  weighted  unity 
and  all  other  beams  sir  weighted  zero.  User /jammer  separation 
resolution  is  obtained  by  moving  the  jammer  aloag  a  fixed  path 
toward  the  user  and  calculating  the  SIR  at  each  point  along  the 
path.  As  the  jammer  moves  close  to  the  user,  the  user  signal 
falls  into  the  nulL  Resolution  is  then  a  measure  of  the  signal 
available  from  the  user  when  a  jammer  is  located  at  a  given 
separation  angle  away  from  the  user.  In  the  following,  the 
dedicated  user  signal  is  assumed  to  be  20  dB  greater  than  that 
assumed  in  the  area  coverage  analysis. 

Figure  5  displays  the  SIR  as  a  function  of  user  /  jammer 
separation  angle  for  each  of  the  four  antenna  configurations. 
For  a  typical  detector,  a  SIR  of  10  -  15  dB  is  needed  for 
resolution.  At  a  SIR  of  12.5  dB,  the  separation  angle  for  the  7, 
16.  19- beam  configurations  vary  from  0.045  degrees  lo  0.051 
degrees  (the  19-beam  being  best);  the  separation  angle  far  the  9- 
bcam  configuration  is  0.074  degrees.  As  expected,  the  1 6  and 
19-beam  antenna  outperform  the  7  and  9-beam  antennas  at  Larger 
separation  angles  due  to  the  larger  aperture.  There  is  no 
significant  difference  ui  performance  between  the  hexagonal  and 
square  lattice  for  the  larger  aperture  antenna,  but  for  the  smaller 
aperture  antenna,  the  7-beam  hexagonal  lattice  clearly 
outperforms  the  9-beam  square  lattice. 


V.  Conclusion 

Area  coverage  and  resolution  performance  were  compared  for 
differing  GMBA  configurations.  Hexagonal  and  square  Lattices 
for  both  a  small  and  a  large  antenna  aperture  were  considered. 
The  hexagonal  lattice  produced  better  srea  coverage  performance 
'bin  the  square  Lutioe  for  the  same  size  aperture  The  hexagonal 
lattice  also  produced  better  resolution  performance  for  the 
smaller  aperture;  the  resolution  performance  for  the  larger 
aperture  was  comparable  for  the  two  lattice  types.  The  larger 
aperture  antennas  produced  better  performance  for  both  area 
coverage  and  resolution  than  the  smaller  antenna.  The  tradeoff  in 
choosing  a  larger  aperture  is  size  and  number  of  feeds  which  is 
reflected  in  added  complexity,  weight,  and  cost. 


Figure  5.  User  /  jammer  resolution 
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Discussion 


WHoekstra.  SHAPE  Technical  Centre.  Nl 

I  am  a  bit  puzzled  by  the  crossing  of  the  contours  in  the  1  V-antcnna  configuration  Is  this  caused  by  the  fact  that  the  jammer 
was  located  north  of  the  user1  In  other  words,  would  the  rectangular  array  exhibit  the  same  behaviour  if  the  jammer  was 
turned  through  45"’ 

Author's  Reply 

Because  the  antenna  is  not  actually  circularly  symmetric,  there  will  be  some  azimuth  vanation  Although  in  this  case  the 
results  were  not  compared  with  those  for  other  azimuths,  work  on  other  problems  suggests  that  the  difference  should  not 
tie  large 


Prof.  I  nee 

Why  did  you  consider  MBA  rather  than  phased  array  7 


Author’s  Reply 

Because  this  was  the  antenna  that  was  of  interest  It  was  an  antenna  design  thai  was  being  studied  for  future  applications 
It  was  not  a  matter  of  looking  first  at  performance  in  a  general  sense  and  then  deciding  how  different  antennas  were 
affected:  the  interest  was  in  looking  at  MBAs. 


PASSIVE  DETECTION  AND  LOCATION  OF  NOISE  JAMMERS 


by 

DrEAriearie 

Tekfunken  System  Tetiuiik 
Sedanstrasse  10,  7900  Ulm 
Germany 


1.  lairoAxtna 

Air  surveillance  by  active  radars  can  be  obstructed  by  suitable  ECM-measures.  In  the  simplest  case,  noise  jamming  signals  in 
the  radar  frequencies  are  emitted  to  disturb  the  operation  of  ground  based  radar. 

On  the  other  hand,  the  various  electromagnetic  emissions  originating  from  hostile  aircraft  (ESM-  and  jamming  emissions  as 
well  as  unintended  but  unavoidable  emission  such  as  acoustic  waves.  IK ...)  can  be  used  for  locating  them  and  thus  compensate 
for  lacking  radar  contributions  to  the  air-picture. 

Due  to  the  different  nature  of  these  emissions,  different  technological  concepts  are  necessary.  In  this  paper,  we  present  ami 
discuss  the  highlights  of  the  concept  for  a  Passive  Jammer  Locator  (PJL)  developed  at  Tetefunkra  System  Tecluik  in  Ulm.  At 
present  it  is  designed  to  process  CW-type  jamming  signals. 

Results  of  several  field  trials  carried  out  with  an  experimental  system  that  was  built  on  the  base  of  this  concept  are  give  t. 


2.  Operational  Task 

Ground  based  radars  are  mainly  jammed  by  airborne  jammers  emitting  specific  signals  in  their  operating  frequencies.  PJL- 
Sensors  are  designed  to  respond  to  this  threat  by  locating  the  jamming  aircraft  by  measuring  and  suitably  processing  the 
jamming  emissions  (broad  band  noise  signals). 

As  passive  sensors  do  not  have  control  over  the  characteristics  of  the  detected  and  processed  signal,  angular  strobes  are  the  only 
spatial  information  that  can  possibly  be  obtained.  Actual  location  of  jam, rung  aircraft  has  to  be  earned  out  in  a  Sensor  Fusion 
Post  (SFP)  by  using  simultaneous  angular  information  from  at  least  two  sensors.  The  available  strobes  are  simply  intersected,  a 
procedure  commonly  referred  to  as  "Tnangulahon"  Its  principle  for  the  simplest  case  of  one  emitter  is  illustrated  in  Figure  1. 


Figure  I  Principle  of  tnangulation 


In  multiple  emitter  scenanos,  tnangulation  displays  considerable  complexity  as  most  of  the  resulting  strobe  to  strobe 
intersections  do  not  correspond  to  actual  emitters.  They  arc  referred  to  as  Tnangulanon-Ghosts: 
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Figure  2  Problem  of  ghosts: 

Intersection  G  could  correspond  to  an  emitter,  the  outer  strobes  could  result  from  sidelobes  or  false  alarms 


There  is  usually  a  variety  of  combinations  of  the  resulting  intersections  rhat  could  account  for  a  given  intersection  pattern.  The 
process  of  distinguishing  true  emitters  from  ghosts  is  called  “deghosting".  One  way  to  approach  it  is  by  observing  the  kinematic 
behaviour  of  all  appearing  intersections  (velocity,  acceleration)  and  then  suppressing  intersections  with  nonrealistic  motion. 
This  clearly  requires  high  precision  of  target  location  along  with  sufficiently  high  update-rates  for  strobe  information 

Furthermore,  only  partial  instead  of  omm  spatial  coverage.  insufficient  angular  resolution  and  sidelobes  complicate  the 
tnangulation  procedure  as  can  be  seen  in  the  following  figures: 


Figure  .1  Due  to  limited  spatial  coverage  of  the  two  sensors.  «>n|\  the  ghost  is  visible 
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Figure  4  Insufficient  resolution  and  false  alarm.  TWo  interpretations  are  possible; 
1.  There  are  two  emitters,  not  resolved  by  Sensor  2 
2.  There  is  only  one  emitter,  Sensor  2  reported  a  false  alarm 


We  conclude  that  emitter  location  has  to  be  precise,  complete  and  unique. 

But  even  when  this  is  the  case,  kinematic  deghosting  won't  remove  ail  ambiguities.  Therefore,  additional  significant  correlation 
supporting  object  features  (signatures)  have  to  be  extracted  and  reported  to  the  SFP.  preferably  on  request  (for  narrow  hand 
data  link),  to  ensure  their  complete  removal 

We  summarize  by  stating  the  operational  task  for  PJL-Sensors: 

—  Detection  and  location  of  airborne  jammers 

*  precise 

*  complete 

*  unique 

—  Extraction  of  characteristic  emitter  features  to  support  deghosting. 


3.  Proposed  Concept,  Functions  and  Entities 
3.1  Hardware 

In  order  to  achieve  completeness  of  jammer  detection,  full  (simultaneous)  spatial  and  frequency  coverage  is  necessary. 

To  meet  the  former  requirement,  a  circular  array  antenna  is  used  for  spatial  sampling  of  the  wavcfield  Each  clement  is 
equipped  with  a  broadband  superhet  leceivcr  and  2  A D-Con verier,  (for  I-  and  O-channel)  for  digital  processing  of  the 
received  data. 

The  operational  frequency  range  is  covered  by  scanning  through  it  at  a  rate  determined  by  the  needed  update-rate 


3.2  Software 

To  ensure  uniqueness,  high  spatial  resolution  is  indispensable.  In  order  to  limit  the  size  of  receiving  aperture  (mobility), 
high  resolution  signal  processing  is  to  be  used  Sidclobes  should  be  recognized  as  well  In  addition,  an  algorithm  with  high 
precision  target  parameter  estimation  •;  necessary.  Far  that  reason  PTMF  algorithms  (ParamcliK  Taigct  Modei  Fitting) 
are  appropriate  Although  being  rather  elaborate,  they  show  high  precision  performance  as  the  parameters  to  be 
estimated  (source  number,  azimuth  and  elevation  angles)  appear  explicitly  in  the  mathematical  description  of  the 
underlying  signal  model 

The  best  estimates  for  source  number  and  location  are  gained  by  fitting  rough  initial  estimates,  extracted  from 
conventional  beamforming  algorithm,  to  the  measured  data  in  an  iterative  manner. 

F leva>, ,,r  and  sjaxtral  signal  power  density,  with  a  fiequency  resolution  given  by  the  scanning  stepwidth.  can  be  used  as 
source  characteristics  to  support  the  deghosting  procedure  In  addition,  an  internal  strobe  number  is  determined  by  a 
strobe  tracking  algorithm 
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3.3  Configuration  and  Function 

The  major  components,  Aar  function  and  their  mutual  interaction  in  a  passive  locating  system  based  on  the  concept 
described  above  are  illustrated  below. 


4.  Features.  A4>  ullages  and  Growth  Potential  of  the  Concept 

Without  further  comments,  we  list  the  properties,  advantages  and  potential  of  MASTER; 

—  omnicoveragc 

—  high  spatial  resolution  with  small  antenna 

—  high  accuracy  in  azimuth,  elevation  and  power 

—  high  update  rate 

—  few  and  low  sidclobcs 

—  supressioo  of  reflexions 

—  scanning  of  frequency  range  (broad  hand) 

—  scenario- adapt™  ty 

—  extensibility  to  include  ESM-functions 

—  optimal  basis  tor  use  of  rrilateration 

—  modular  configuration  possible 
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5.  Description  of  Experimental  System 

In  1984,  the  German  BWB  initiated  and  since  then  supported  the  development  of  a  PJL-eoncept  and  the  realization  of  an 
experimental  sensor,  with  still  limited  performance,  at  Telefunken  System  Technik  in  Ulm.  It  became  known  under  the  name 
MASTER  which  stands  for  the  German  “Mobiles  Adaptive*  Slorer-ERkennungssystem”  (Mobile  Adaptive  Jammer  Locating 
System). 

In  the  first  phase  (until  1987),  basic  investigations  to  define  the  suitable  hardware  (antenna)  and  processing  units  were  carried 
out  Following  it,  the  hardware  and  software  modules  were  developed  and  integrated. 

The  crucial  HW-components  are  shown  in  the  picture  below-. 


Single  receiver  and  AD- converters 


MASTER  Experimental  System 
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SW-Modules  implemented  indude: 

*  SW  for  calibranon  of  receiver  array 

*  SW  for  sensor  control 

*  Signal  processing  including  strobe  tracking 

Sensor  operation  can  be  interrupted  any  time  to  renew  sensor  tuning  (calibration).  This  is  necessary  because  "high  fidelity" 
signal  detection  is  required  (less  than  10  deg  phase  and  IS  percent  amplitude  deviation  between  channels)  to  ensure  the  desired 
performance.  For  that  purpose,  signal  generation  and  distribution  test  measurement  is  incorporated,  in  the  following  section  we 
present  some  results  gained  by  processing  the  measured  data. 

6.  Results  with  Experimental  System 

In  order  to  prove  that  the  required  performance  can  be  achieved  with  the  experimental  system  in  a  real  noise  jammer 
environment,  several  field  trials  were  carried  out  with  the  assistance  of  the  German  air  force.  The  jamming  aircraft  (1-3)  were 
tracked  by  two  ground  based  radar  for  reference  data:  TRML  in  Ulm  and  CRC  air  surveillance  radar  in  Freising. 

In  all  rime  sections  and  frequency  windows  evaluated,  resolution  performance  and  accuracy  were  as  expected.  Figures  5  and  6 
below  illustrate  the  gain  in  angular  resolution  by  use  of  superresoturion  processing  of  received  data  during  rime  periods  of 
lengths  IS  and  SO  minutes  respectively.  Two  aircraft  approach  the  passive  sensor,  cross  each  other's  path  and  then  turn  into  a 
circular  pattern. 
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Figure  6a  Angular  strobes  after  beam/ormmg 
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Figure  6b  Angular  strobes  after  superresoiutton 
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Discussion 


Mr  Weis 

What  is  the  frequency  range  of  the  system  ‘ 

Author's  Repls 

Che  antenna  system  range  is  from  2  4  GHz  to  6  GHz.  But  (tn  the  case  of)  the  receivers  uc(madc)  to  cost.  we  restricted 
their  frequency  range  from  2  S  GHz  to  3.1  GHz  But  we  have  produced  a  few  —  1  think  three  —  receivers  with  the  whole 
frequency  range  that  the  antenna  is  designed  for  and  measured  the  accuracy  of  performance  in  that  range  for  phase  and 
amplitude  to  confirm  ihat  we  would  reach  the  same  (system)  performance  loser  the  full )  frequency  range 


Mr  D  Jennings 

W  hat  techniques  were  used  to  remove  jammer  reflections  and  how  Jid  sou  ensure  lhai  genuine  jammer  signals  were  nol 
inadvcrtenlls  removed'1 

Author's  Repls 

They  have  different  properties  We  use  the  following  features  to  identifv  reflections 
—  They  eshibu  less  motion  than  jammers 
-  rheir  power  variation  behaviour  is  different 

—  They  are  expected  to  show  significant  correlation  (complex  value)  with  candidates  for  reflection 


E.Balbooi.  Charles  Stark  ITraper  luthorafuiv  l.’S 

Please  comment  on  the  feasibilny  of  real-time  application  of  this  tracking  svstem  from  a  hardware  and  software 
sicwpsxnt 

Author's  Reply 

The  operational  frequency  range  is  scanned  in  such  a  wav  that  every  frequency  window  of  interest  is  processed  at  the 
required  update  rate  ( 1  second)  To  do  this,  a  reduction  by  a  factor  of  10.000  in  the  processing  time  is  needed  Studies  at 
lelefunken  System  Techmk  sh<>w  that  a  factor  of  ItKHl  can  he  achieved  via  array  processing  and  other  techniques  The 
remaining  factor  of  10  will  be  achieved  through  algorithmic  simplifications,  selective  use  of  high  resolution,  and 
exploitation  of  future  processing  speeds  Present  development  shows  that  this  is  possible 
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A  MODULATION  QUALITY  FACTOR  FOR  LOW  PROBABILITY  OF  INTERCEPT  (LPT) 
COMMUNICATION  SYSTEMS 

by 

Ocob  Prescott*.  Lawreacc  Cut—'  and  Dan  Conaotty* 

Wright  Research  and  Development  Center 
Wright- Patterson  AFB.  Dayton,  OH  45433-6543 
United  States 


Abstract 

LPI  system  quality  factors  were  developed  in  a 
previous  effort  [l]  in  order  to  provide  a  quantita¬ 
tive  analysis  tool  for  the  system  engineer  to  em¬ 
ploy  in  evaluating  the  effectiveness  of  LPI  tech¬ 
niques  in  the  presence  of  jammers  and  intercept 
receivers.  These  LPI  system  quality  factors  were 
derived  from  the  system  link  equations  which  de¬ 
scribe  the  signal  power  gains  and  losses  as  a  func¬ 
tion  of  system  link  parameters.  In  this  paper,  we 
focus  on  the  issue  of  LPI  modulation  by  defining 
the  modulation  quality  factor.  The  LPI  modula¬ 
tion  quality  factor  is  a  measure  of  the  covertness 
of  a  particular  type  of  modulation  when  detec¬ 
tion  is  attempted  by  a  particular  type  of  inter¬ 
cept  receiver.  The  utility  of  this  quality  factor  is 
illustrated  by  examples  and  performance  curves 
which  demonstrate  the  concept. 

Introduction 

A  typical  LPI  scenario  is  illustrated  in  Figure 
1,  representing  any  situation  in  which  a  coop¬ 
erative  transmitter  and  receiver  are  targeted  by 
jammers  -  which  disrupt  the  communication?  re¬ 
ceiver;  and  intercept  receivers  -  which  attempt  to 
detect  and  exploit  the  transmitted  signal.  Sit.e 
all  players  are  likely  to  be  present  in  any  realistic 
situation,  both  the  communications  receiver  rod 
the  intercept  receiver  must  be  able  to  function  in 
the  presence  of  jamming. 

’Glee*  PieacoU  u  with  ike  Uaivemty  of  Kuui, 
Lawreace  GaUnaa  sad  Du  Coaaollv  ur  «ili>  Ik*  Wrigkt 
Research  It  Develop  meat  Cealer.  Wright- Pallervoa  AFB, 
OH 


The  purpose  of  any  LPI  communication  sys¬ 
tem  is  to  successfully  conduct  communications 
between  a  cooperative  transmitter  and  receiver 
in  such  a  manner  as  to  minimize  the  probabil¬ 
ity  of  interception  by  an  unauthorized  receiver. 
The  communications  system  is  assumed  to  have 
a  variety  of  techniques  available  for  reducing  the 
probability  of  interception.  For  example,  the 
transmitter  may  employ  steerable  high  gain  an 
tennas  and  emit  a  signal  with  low  power  density 
and  large  time  bandwidth  product.  The  com¬ 
munications  receiver  may  have  null  steering  an 
tennas,  adaptive  interference  suppression  filters, 
and  employ  coherent  processing.  On  the  other 
hand,  the  intercept  receiver  has  similar  available 
technologies  -  steerable  antennas  with  low  side 
lobes  for  eliminating  inadvertent  (or  intentional) 
jamming,  and  adaptive  filters  for  excising  nar¬ 
rowband  interference,  for  example. 

The  principle  players  in  the  LPI  scenario  each 
have  critical  characteristics  which  can  be  easily 
evaluated  and  compared.  For  example,  the  com¬ 
munications  transmitter  is  characterized  by  its 
transmission  power,  type  of  modulation  and  an 
tenna  characteristics.  The  communications  re¬ 
ceiver  characteristics  are  defined  based  on  some 
minimum  received  bit  energy  per  noise  power 
density  ratio,  E^/N0  at  the  receiver  input  re¬ 
quired  to  provide  some  acceptable  bit  error  per¬ 
formance,  Pt.  Antenna  gain  characteristics,  re 
ceiver  bandwidth  and  noise  figure  are  also  im 
portaot  parameters  to  be  considered. 

The  adversaries  to  the  transmitter  and  receiver 
are  the  interceptor  and  jammer,  respectively. 
The  intercept  receiver  is  typically  a  non  coherent 
energy  detector  whose  performance  is  established 


by  its  probability  of  detection,  P4  and  probabil¬ 
ity  of  false  alarm,  P/m-  Its  performance  will  also 
be  influenced  by  intercept  antenna  characteris¬ 
tics,  intercept  receiver  bandwidth  and  noise  fig¬ 
ure.  The  jammer  targets  the  receiver,  therefore 
the  essential  parameter  in  this  case  is  the  jam¬ 
mer  power  spectral  density  -  that  it,  the  amount 
of  power  that  can  be  distributed  over  the  oper¬ 
ating  frequency  range  of  the  receiver.  Therefore, 
both  power  and  antenna  gain  play  a  major  role 
in  determini ng  jammer  effectiveness. 

We  previously  analyzed  the  relationships 
among  these  players  by  performing  a  simple  link 
analysis  [1].  From  this  link  analysis  we  were  able 
to  develop  a  set  of  metrics  for  evaluating  the  ef¬ 
fectiveness  of  a  variety  of  LPI  technologies.  We 
called  these  metrics  the  LPI  StfUem  Quality  Fac¬ 
tor t,  since  they  revealed  strengths  and  vulner¬ 
abilities,  and  provided  the  system  designer  the 
insight  to  determine  how  to  most  effectively  con¬ 
centrate  system  resources. 


The  Communications/Intc  rceptor  Link 


The  signal  power  available  at  both  the  commu¬ 
nications  receiver  and  the  intercept  receiver  is 
perhaps  the  most  important  parameter  in  deter¬ 
mining  the  performance  of  the  two  systems.  We 
naturally  assume  that  there  is  some  performance 
requirement  imposed  upon  the  commani cations 
receiver,  expressed  in  terms  of  bit  error  probabil¬ 
ity.  This  requirement  will  dictate  some  minimum 
required  signal  energy  necessary  to  provide  the 
specified  performance  level.  The  signal  power 
available  at  the  detector  input  of  the  amunani- 
cations  receiver,  Sc  can  be  expressed  as: 


5e  = 


P tGtcGd 
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In  the  numerator,  P,  is  the  transmitter  power 
Gu  is  the  gain  of  transmitter  antenna  in  the  di 
rection  of  the  comm  receiver;  and  is  the  gait 
of  comm  receiver  in  the  direction  of  the  trans 
nutter. 

The  carrier  power  available  to  the  intercept  re 
ceiver  is: 


5,  = 
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Gu  and  Gu  account  for  the  gain  of  the  trans¬ 
mitter  antenna  in  the  interceptor  direction,  and 
the  gain  of  the  interceptor  receiver  in  the  trans¬ 
mitter  direction,  respectively.  The  denomina¬ 
tor  terms  in  both  expressions  represent  losses, 
where  (4xA/A)2  is  free  space  propagation  loss, 
relatively  dependent  on  the  propagations  path 
lengths,  Rc  and  A,.  L,  and  Lc  account  for  at¬ 
mospheric  losses  due  to  rain,  water  vapor  and 
oxygen  absorption  along  each  respective  path. 

LPI  System  Quality  Factors 

The  relative  merit  of  the  LPI  system  with  respect 
to  the  interceptor  can  be  observed  by  comparing 
the  received  signal -to- noise  ratios  at  the  com¬ 
munications  receiver  and  the  intercept  receiver 
(2,3).  Sc/Noe  *s  the  signal-to-noise  density  ra¬ 
tio  required  to  achieve  some  minimum  error  per¬ 
formance  at  the  communications  receiver,  while 
Si/Noi  is  the  signal- to- noise  density  ratio  avail 
ahle  to  the  intercept  receiver.  Taking  the  ratio 
of  these, 

Sc/Nqc  P,GciG,c(4xIL/XfLtNl 
Si/S „•  P,G«G,i(4rR<l\)2Lc Se  (  * 

Cancelling  common  terms  and  rearranging 

^  .Mk  (4) 
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Where  we  define  the  overall  LPI  quality  factor  in 
terms  cf  Re  and  A, 

<3tP/  =  20log(|^  (5) 

which  indicates  that  any  improvement  in  LPI  ef¬ 
fectiveness  will  either  allow  the  communications 
system  to  operate  over  a  longer  range,  or  will 
require  the  intercept  receiver  to  move  closer  to 
the  transmitter  in  order  to  achieve  some  speci¬ 
fied  level  of  performance 

We  have  expressed  the  link  equations  in  terms 
of  groups  of  parameters  which  we  previously 
identified  [1]  as  quality  factors  relating  to  the 
antenna,  path  loss,  interference  and  modulation. 
In  this  paper  we  will  restrict  our  attention  to 
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the  modulation  quality  factor  which  is  defined  in 
decibels  as: 

C«OD  =  101og(J^)  <6> 

and  for  simplicity  we  can  express  the  modulation 
quality  factor  in  terms  of  a  ratio  of  parameters 
as: 


Qm 
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The  modulation  quality  factor  contains  the  de¬ 
tectability  parameters  which  describe  the  qual¬ 
ity  of  communications  based  upon  some  accept¬ 
able  bit  error  rate  Pe,  and  the  performance  of 
the  intercept  receiver  based  upon  some  accept¬ 
able  probability  of  detection,  P, i  and  probability 
of  false  alarm,  Pj„  ■  Only  the  parameters  of  the 
signal  and  the  method  used  to  detect  the  signal 
are  important.  Any  factors  causing  the  intercept 
receiver  to  require  a  larger  signal  to  noise  ratio 
to  achieve  a  specified  performance  level  increases 
the  modulation  quality  factor. 


where  Bj  is  the  data  bandwidth,  which  for  bi¬ 
nary  communications  is  equal  to  the  bit  rate;  and 
Bi/B4  is  the  spread  spectrum  processing  gain. 
We  can  further  relate  £*> /Sx  to  the  performance 
of  the  communication  receiver  using  the  follow¬ 
ing  [4J: 


(9) 

where  p  is  the  binary  symbol  correlation  coef¬ 
ficient.  Solving  this  equation  for  Et/N^  and 
including  the  spread  spectrum  processing  gain 
yields. 


5c 

Nc 


Bd 

B,0  -  Pc) 


(10) 


For  the  intercept  receiver,  we  need  to  relate 
its  performance  to  the  input  SNR  available  from 
the  communication  signal.  Tl.ere  axe  numerous 
models  which  accomplish  this.  The  model  we  will 
use  here  is  attributed  to  Engler  and  Howard  [5], 
and  it  expresses  the  predetection  SNR  required 
to  achieve  some  user  specified  Pjt  and  Pd, 


The  LPI  Modulation  Quality  Factor 

The  LPI  modulation  quality  factor  is  seen  to  be 
a  function  of  the  ratios  of  the  incident  signal  to 
noise  ratios  at  the  communications  receiver  and 
the  intercept  receiver.  In  order  to  nse  the  modu¬ 
lation  quality  factor  to  analyze  the  performance 
of  a  particular  type  of  communication  signal  we 
need  to  express  S,/S„  and  Sc/Noc  in  terms  of 
meaningful  signal  and  system  parameters. 

For  the  communications  receiver,  we  need  to 
relate  Se/Noc  to  a  performance  specification,  Pt. 
We  will  examine  a  general  class  of  binary  mod¬ 
ulation  techniques,  focusing  specifically  on  di¬ 
rect  sequence  (pseudonoise)  coded  BPSK  mod 
ulation;  and  on  frequency  hopped  BFSK  modu¬ 
lation. 

It  is  well  known  that  for  a  spread  spectrum 
system  operating  wriili  some  specified  processing 
gain,  the  input  SNR  can  be  expressed  as: 


S,  _  Xo  +  Vxl  +  16 TiB,Xo  _ 
N,  AT.B,  npB 


(11) 


where  x»  *8  the  intercept  receiver  po6t  detection 
SNR  and  =  {Q'X(P,.)  -  Q-'(P<)}7,  and 
B,  -  intercept  receiver  bandwidth 

Ti  -  intercept  receiver  integration  time 

PT  -  reciprocal  of  signal  duty  cyde 
PB  -  maximum  of  [2?,,  5*]  B, 
and  is  the  signal  instantaneous  bandwidth. 

Finnlly,  combining  (8),  (10)  and  (11),  we  have 
the  expression  for  the  modulation  quality  factor: 


+  y/M  +  167',  H,\0 
47;  £*/.>*„)  fnPb 


(12) 


which,  for  a  binary  modulation  format  can  be 
expressed  as. 


£  =  E>B< 
*'  S"B, 


Qm 


Xq  +  y/  Xo  +  16  T,B,Xc 
4T,B4\Q-'(P')\i 


PrPni 1  -  Pt)  (13) 


(8) 
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We  can  define  the  type  of  modulation  being 
evaluated  by  selecting  the  appropriate  parame¬ 
ters.  For  example,  the  underlying  narrowband 
modulation  is  selected  by  choosing  pc\  where 
pc  ~  -1  is  BPSK,  and  pe  =  0  is  BFSK.  Pure 
PN  modulation  is  indicated  by  choosing  Bj  >  B, 
as  shown  in  (8).  Frequency  hopping  is  indicated 
by  choosing  the  appropriate  values  of  pg  and  B, ; 
while  time  hopping  is  indicated  via  pr- 
To  demonstate  the  use  of  the  modulation  qual¬ 
ity  factor,  Qmod  i*  plotted  versus  several  pa¬ 
rameters  of  interest.  In  Figure  2,  the  modula¬ 
tion  quality  factor  is  expressed  as  a  function  oi 
the  probability  of  detection  for  a  BPSK  system. 
Figure  3  shows  the  behavior  of  the  modulation 
quality  factor  versus  the  comm  system  probabil¬ 
ity  of  error.  Figures  4  demonstrates  the  behavior 
of  the  modulation  quality  factor  versus  commu¬ 
nication  receiver  bandwidth  for  two  different  in¬ 
formation  bandwidths. 

Conclusions 

The  object  of  defining  quality  factors  for  LPI 
communication  systems  is  to  provide  a  tool  for 
the  evaluation  of  the  effectiveness  of  various  LPI 
techniques.  LPI  system  quality  factors  were 
developed  in  a  previous  effort.  In  this  paper 
we  have  concentrated  on  defining  a  modula¬ 
tion  quality  factor  which  can  be  used  to  eval¬ 
uate  the  relative  detectability  of  various  types 
of  LPI  modulation.  The  expression  for  modula¬ 


tion  quality  factor  accounts  for  the  type  of  mod¬ 
ulation,  including  PN,  freqeuncy  hopping,  and 
hybrid  PN/FH  techniques,  as  well  as  the  type  of 
underlying  digital  modulation  (BPSK  and  BFSK 
in  the  case  demonstrated  here).  The  expression 
given  in  (13)  can  be  modified  to  apply  to  QPSK 
or  any  other  form  of  modulation. 
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